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act—Healthcare supply chain domain and medi-
rds’ management face numerous challenges that
ith new demands, such as customer dissatisfac-
ing healthcare costs, tracking and traceability of
nd security and privacy related to the sensitive
tion managed in such a domain. Executing pro-
elated to healthcare domain in a trusted, secure,
, accessible and traceable manner is challenging

the fragmented nature of the healthcare supply
hich is prone to systemic errors and redun-

orts that may compromise patient safety and
ely impact health outcomes. To cope with such
lockchain technology, combined with the Inter-
hings (IoT), can offers a reliable way to track

ce products and protect medical data though
to-peer distributed, secure, and shared ledger.
this paper proposes an IoT-driven blockchain-
rchitecture to manage the healthcare supply
nd protect medical records from tampering
ess violation. Hyperledger Fabric, which is a
ioned blockchain, has been adopted due to the
e and private nature of the collected data. The
ed network has been implemented and perfor-

has been evaluated in terms of execution time,
es consumption and throughput.
ords– Blockchain, Internet of Things, Access

, Security Policies, Smart Health

I. Introduction
ditional business, social, and political systems,
agreements, contracts, and financial transactions
ntained and recorded in a fixed structure. With
d growth of internet technologies and digitization,
, where transparency is expected by end-users,
ing even more prevalent. In today’s digital era,

lders in business and other communication fields
transact without intermediaries and expect trust

ability through technology design. The spreading
hcare 4.0 systems and technologies is a matter of
], along with the identified challenges, such as: i)
latency; ii) fragmented and erroneous health data;
rovision for real-time remote health data collec-

alysis, diagnosis, predicting critical conditions, and
ng treatment measures; iv) gaps in workflows due
patible and vendor-specific healthcare solutions;
f data privacy, transparency, and integrity; vi) no

by the users over who has access to their health

data; vii) lack of complete and comprehensive hea
tory of patients; viii) lack of a trusted, secure healt
sharing platform to process data gathered from d
healthcare systems; ix) health data of patients often
in a local central database which may not be fault-to

In such a context, the blockchain technology has
substantial recognition for its ability to induce tr
mation and innovation in existing business mod
frameworks. Blockchain technology has been hig
preciated for its decentralized and peer-to-peer com
cation. The emergence of blockchain technology ha
tremendous impact on the business and IT indust
recent years, large companies, such as IBM1, hav
efforts to provide more powerful, reliable, and cost-e
platforms for it. With features such as scalabilit
grammability, the optimized data structure for blo
transactions, and new consensus methods, there
a huge demand for blockchain technology in rea
applications. Hence, the application of such a tech
to the management domain and its processes has at
increasing interest from both academia and indus
deed, there are a lot of different scenarios in whi
technology can be adopted, that spaces from transp
logistics fields [14], to finance and banking appli
[13], agriculture and food supply chains [2], and als
are studies for the application of this technology
healthcare [3]. There are so many possible app
fields for this technology mainly because the blo
can provide traceability and transparency [23].

However, this kind of domains faces serious limi
and challenges. In fact, the blockchain technolog
resents a continuously growing tamper-resistant
that maintains a permanent record of all the trans
in a distributed, time-stamped and secure way
peer-to peer network. Derived from various techn
including cryptographic hash function, cryptograph
ital signature, and distributed consensus, it afford
key functionalities such as data persistence, transp
anonymity, integrity, and execution in a trustles
ronment. Moreover, the introduction of smart co
has transformed the blockchain from a pure dist

1IBM Blockchain, https://www.ibm.com/blockchain
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e to an hybrid distributed storage and computing
. The smart contracts are digital protocol that
agreements with terms and promise set by the
parties. Such autonomous scripts ensure the ex-

of actions only after the verification of a specific
nditions across the blockchain network. For such
blockchain is an ideal candidate in the healthcare
in comparison with centralized or distributed

es integrated with access control mechanisms [37]
he requirements of immutability and to the possi-
act, by means of the peer-to-peer infrastructure,
ifferent stakeholders. Otherwise, access control
usually refer to authorizations regulated by a

takeholder, and make use of a data storage or
d-centric (which could represent a single point of
n the network infrastructure) [38], but this is not
ario analyzed in this paper.
rticular, the applications of blockchain technology
hcare are categorized into supply chain manage-
atient data management, clinical trials and data
, drug traceability, claims adjudication, billing, and
Supply chain management is considered the most
g application of blockchain technology in health-
reported in [15]. Healthcare organizations face
s challenges that come with new demands, such as
r dissatisfaction, rising healthcare costs, competi-
d reduced reimbursement for services. All of these
compel healthcare organizations to implement a
that can meet these demands and effectively deal
tinuous changes, technological advancements, es-
healthcare costs, intense competition, and ensur-

omer satisfaction. Healthcare organizations are in-
ly turning to supply chain management as a mean
control and achieving their goals. Supply chain
ment encompasses the flows of goods, information,
ds between and within supply chain partners to
nsumer needs in the most efficient way possible.
r, supply chain management in healthcare presents
hallenges due to the added risk and complexity, as
omised supply chain can jeopardize patient safety
as the tampering or violation of their medical

tion [15].
pe with such issues, the solution proposed in this
onsists of the development of a medical record
ply chain management system based on the Hy-
r Fabric permissioned blockchain and Internet of
(IoT) based architecture. Hence, the envisioned
h improves the level of security in terms of access
In fact, access control policies, encapsulated into
ontracts, are defined to guarantee that only the
at have the correct permission can access the data,
ansactions are stored inside the blockchain. The
ontrol policies allow the definition of different roles,
re stored inside X.509 digital certificates. Such an
en blockchain approach aims to cope with the
ty and interoperability issues that emerge from

the wide smart health scenarios. For such a reas
consensus protocol will be developed to fulfill the
of blockchain-oriented IoT-based healthcare applic
It can be conducted to gather consensus via data
action validation rather than transaction syntax
Data acquisition from sensors and medical devices
healthcare sector usually concerns a dense topo
certain areas (e.g., hospitals). Hence, the ability
struct data-centric consensus protocols is fundame
interact with IoT technologies [17]. To asses the fea
of the envisioned solution, the performance eva
phase investigates the time and computational re
required to carry out the operations of creating, r
and updating the assets, and reading the asset
which are the tasks usually requested toward a bloc
The scope of the approach proposed in this p
to prevent possible attacks to data confidentiali
integrity, which are counteracted coupling the bloc
based infrastructure with the access control manag
responsible of cleverly regulating the resources’ disc

The remainder of this paper is organized as
Section II definitely clarifies the background and m
tions behind this work, by analyzing the solution
adopt blockchain in medical supply chains. Sect
explains the choice of Hyperledger Fabric as the blo
exploited in the proposed approach, along with th
involved technologies. Section IV provides the
about the envisioned IoT-driven blockchain mech
and architecture for healthcare supply chain manag
moreover, a discussion about the security features
to the presented work are hereby presented. Sec
illustrates the obtained results. Finally, Section
the paper and provides some hints for future r
directions.

II. Background, related works and motiva
Healthcare applications serve various purposes,

ing decision-making, workflows, clinical data, ele
health records (EHR), genomics medicine, neuros
biomedical, and pharmaceuticals [4]. Standardizin
and communication protocols can help IoT techn
deliver efficient healthcare services. Improved conne
user interfaces, patient data security, and data i
erability can reduce the challenges of providing e
healthcare services. Currently, healthcare is one
most popular research domains, and researchers
to create more reliable healthcare applications
community and industry. Various stakeholders, s
patients, hospitals, and pharmacies, require secure
tenance, sharing, and access to health records w
any alterations. Blockchain technology is emergin
solution to address the challenges of the healthcare
try. The challenges of creating a system in a hea
environment based on blockchain are [18]:

• Security, privacy and anonymity of da
dividual data must be privately used, and o
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rized parties can access the requested data. The
of blockchain technology can eliminate the need
third-party intermediaries in transactions, but

urity and privacy issues remain a major challenge.
ile the decentralized nature of blockchain allows
community to identify blockchain structures, it
creates security and authentication risks. With-
third-party administration, patients may need

choose multiple representatives to access their
dical records in emergencies. This could lead to
a security attacks if a group of people can access
s of similar patients. The limitations of blockchain
hnology lie in transmitting information to des-
tions with restricted data access. Moreover, for
sake of privacy, organizations should have no

arent identification. Absolute secrecy is difficult
achieve; hence, pseudo-anonymity is much more
espread [39]. To face this challenge, the solution
isioned in this paper includes the adoption of a
sortium blockchain, in order to increase the trust
ong entities (which must be registered in order
interact with the network) and reduce the risk of
ractions with malicious parties.
thorization of the interacting entities and
henticity of the managed resources: Before
nting access to sensitive material, requestors’ iden-
ation must be verified. Such a requirement is fun-
ental in order to avoid identity spoofing and im-

sonation attacks. Hence, in the proposed approach,
mandatory for both users and stakeholders to reg-

r to the system, in order to start any interaction.
thermore, also the confidentiality and the integrity
he information managed inside the system must
protected. To this end, we integrate the use of
ital certificates, which would be invalidated in case
tampering. In addition, cryptography also allows
entity to prove its identity, since other entities
st the certificate authority. Finally, access control
icies included in smart contracts will ensure the
rect regulation for data disclosure.
mpliance with public regulation: The adop-

of blockchain technology is in conflict with the
eral Data Protection Regulation (GDPR)2, ap-

ved by the EU Parliament in 2016. In fact, the
ributed nature of the blockchain does not com-
with the requirement of entity’s ownership for
managed data; moreover, the immutability of
stored transactions prevents the possibility to

ove, upon a request, the information related to
requestor. To mitigate such an issue, this solution
ides not to adopt a public blockchain, in order
limit the set of interacting parties. Instead, the
acy principles established by the Organisation for

.EU https://gdpr.eu/

Economic Cooperation and Development (O
are less restrictive with respect to such require
since they are focused on the specification
purpose for data collection and the use limita
information.

• Managing the storage ability and the
bility of transactions: The maintenance of
capacity and speed of transaction processing ar
issues in healthcare blockchain systems. Blo
is designed to lead transaction information w
stricted storage ability, but the healthcare sec
a large amount of information that requires sig
storage space. Moreover, as the dataset increa
speed of record discovery and accessing dec
which is not appropriate for transactions that
high velocity. Therefore, maintaining storage c
and transaction speed are critical issues that
be addressed when implementing blockchain t
ogy in healthcare. To cope with such as issues,
mechanisms can be adopted [40]. In our pa
focus on both on-chains and off-chains solution
former is related to reducing block data, wh
latter consists in increasing the transaction th
put by executing the transaction outside of th
blockchain, by means of the distributed p
smart node, described in Section IV.

• Interoperability issues: Blockchain technolo
enables secure interoperability between healthc
ganizations. Blockchain faced this problem b
ing blockchain from different connecting work
applications to others at a faster rate. Thi
generates interference in the efficient sharing
information.

• Auditability and accountability: An ind
or an institution should be investigated an
auditable and accountable for their actions.

• Adjustment issues: Blockchain technology i
in the beginning and applied in direction of t
development in medicine and healthcare whi
certainly face adjustment problems. An amo
real authenticated and specialized standards
required from worldwide standardization est
ments. The already defined standards may b
ful to compute the dimension and set up th
interchanged in blockchain services. Such sta
may not only examine the shared informatio
also remain protective measures.

• Social issues: The adoption of blockchain t
ogy in the medical industry faces both techno
and social issues. It requires the establishm
specialized standards to compute the dimensi
set up the data interchanged in blockchain s

3OECD Guidelines on the Protection of
vacy and Transborder Flows of Personal
http://www.oecd.org/sti/ieconomy/oecdguidelinesonthepro
ofprivacyandtransborderflowsofpersonaldata.htm
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reover, achieving technological approaches that are
erse from the standard research techniques may

be simple. The healthcare industry is moving
ly toward digital data, and there is still an issue

h the complete adoption of blockchain technology
the medical sector due to the low acceptability
ue and the guidelines supplied. Encouraging medi-
experts to switch from research data to blockchain
challenging task.

ing on the blockchain use case for EHR, several
in-based systems have been developed that aim

ely and efficiently manage medical data [4]. GEM
ample of a healthcare platform that enables de-
ed management of medical records, data sharing,

horization among different users of the system [12].
ank is another blockchain-based healthcare plat-
at allows every patient to store and manage their
data and provides healthcare data to researchers
rmaceutical companies [12][26]. Another kind of
is HDG (Healthcare Data Gateway) which is used

ide a secure and safe remote patient-monitoring
[27]. Personal Health Record (PHR) is another
gy that allows patients to access and monitor
n health data, and also enables them to share
a with other healthcare professionals and personal
[19]. Blockchain technology is also emerging in

thcare sector for the detection of medical fraud in
rmaceutical industry because it is hard to detect
gs as these medicines came to the seller through

lex logistic system and it is impossible to track
entic supply chain. The emergence of blockchain
gy has revolutionized the traditional supply chain
keep track of each party in the supply chain.

dger is an example of a blockchain-based system
y being implemented in the US pharmaceutical
, comprising many industry leaders, that share

idate data across organizations [6]. Summarizing,
architectures have emphasized the need for a
HR management and track and trace system for
supply chains. An end-to-end managing system

he medical supply chain is paramount to ensuring
’ safety and eliminating counterfeits. Most existing
rently adopted EHR management and track and
stems are centralized, leading to data privacy,

rency and authenticity issues in healthcare supply
The just presented platforms try to overcome
e by adopting decentralized blockchain technology.
r, they are targeted either on EHR management or
ceutical products’ tracking and tracing. However,
tients are personally involved in drugs consump-
ey should also be included throughout the system
ontrol the provenance and delivery of drugs.
ver, concerning other solutions targeted to the

ment of medical supply chain through blockchain
gy, the approach proposed in [8] adopts Ethereum

platform to secure transactions for drug trace
Ethereum blockchain is also exploited in [10],
presents an healthcare supply chain contracting p
involving multiple stakeholders such as manufac
distributors, and healthcare providers. The propo
lution guarantees that only registered stakehold
allowed to register and interact with the smart co
thus ensuring trust and transparency among stake
themselves. The authors of [16] also uses Ethereum
form and smart contract solutions to trace and tr
information specifically related to blood donation
chain. Ethereum and IoT are coupled together
to obtain an IoT-driven blockchain-based efficie
reliable product tracking and tracing in the hea
supply chain. The envisioned overall system is com
by healthcare products and devices equipped with
turned into smart connected devices and products
have connectivity to IP network as well as to the Et
blockchain network. This would allow remote mon
control, and management of the healthcare produ
IoT computer hardware board with processing an
working capabilities will interface with the sensors
product or device for reading and control, as well
capability to communicate to the cloud and Et
blockchain. Such a solution is very promising, h
it was only conceptualized, but neither prototy
deployed.

Note that, in the healthcare supply chain, in
products and sensors that collect data with sensit
private content, a permissioned blockchain networ
as Hyperledger Fabric, may be the better or more pr
approach. This is because only authorized and reg
users and stakeholders have access to the ledger
transactions as well as content. The work presen
[25] employs Hyperledger Fabric to secure and effi
manage EHR systems; however, no implementa
provided. The Medledger framework, described
focuses to solve the problems of drug traceabi
storing and recording all drug-related activities,
and transactions involving all the participating ent
pharmaceutical industry and supply chain.

Only some works couple blockchain and IoT in
care supply chain management. For example, the a
of [1] just investigate the IoT-based blockchain te
gies for the pharmaceutical supply chain and its
issues. They provide extensive proposal of digita
nologies, which would improve traceability and v
as the pharmaceutical drug moved along the supply
The work, presented in [9], integrates Ethereum blo
technology with IoT to achieve a decentralized t
and tracing of the medical products, avoids cou
drugs, and provides the status of the products dur
shipment process between manufacturers to end-u

In light of existing approaches and technologies, t
tem developed in this work enables to manage both
medical records and medical supply chain, exploi
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en blockchain architecture. Upon registering with
em to a designated organization representing a
, a manufacturer, a distributor, or an healthcare
s, authorized users will be able to create, read,
and access the medical records history, on the

their certified role. The system adopts Hyperledger
a consortium blockchain that facilitates access

management for sensitive records. As a result, only
d users can access the records. As just said, a

ionless blockchain is not employed in this case, as
allow public access to the data, whereas the pri-

ure of the medical records necessitates restricted
The smart contract guarantees data provenance,
es the need for intermediaries and provides a
mmutable history of transactions to all stakehold-
ch are involved in the investigated scenario. The
ges related to the adoption of Hyperledger Fabric
clarified in Section III.

Background on involved technologies
chain technology is a sophisticated database sys-
t enables transparent information sharing among
ants in a business network. The data is stored
s that are linked in a chain, forming a chrono-
consistent ledger. This allows for the creation
mutable record of transactions, such as orders,

ts, and accounts. The consensus-based system pro-
rotection against unauthorized transactions and
a shared, consistent view of the data for all
participants. The initial and widely known use

chain technology is the Bitcoin cryptocurrency4.
r, other cryptocurrencies such as Ethereum5 have
erged, adopting similar features to Bitcoin, while
ating smart contracts to establish a platform for
lized applications. Bitcoin and Ethereum belong
ategory of public permissionless blockchain. This
they are open and accessible to everyone and
ants can interact without revealing their identities.
popularity of Bitcoin and Ethereum grows, their
se’s use cases grow with them. However, many
se use cases require performance characteristics
rmissionless blockchain technologies are unable
ly) to deliver. For enterprise use, we need to
the following requirements:

ticipants must be identified/identifiable.
works need to be permissioned.
h transaction throughput performance.

latency of transaction confirmation.
vacy of transactions and data pertaining to busi-
s transactions.
ermissionless blockchain, participation is open to

anyone, and all participants remain anonymous
e to the lack of trust in this environment, the

n, https://developer.bitcoin.org/reference
eum, https://ethereum.org/it/developers/docs

immutability of the blockchain’s state before a
point is the only certainty. To address this trus
permissionless blockchains often use a mined nativ
tocurrency or transaction fees as an economic in
to balance the high costs of participating in a con
mechanism based on ”proof of work” (PoW),
tolerant to Byzantine faults. In contrast, permi
blockchains run among a defined group of identifi
often vetted participants, who are governed by a
that creates a certain level of trust [21]. These bloc
provide a secure way for a group of entities with a c
goal to interact, even if they do not fully trust each
Because the participants’ identities are known, p
sioned blockchains can use more conventional con
protocols, such as crash fault-tolerant (CFT) or by
fault tolerant (BFT), that do not require expensive
processes. Furthermore, the risk of a participant in
ing malicious code through a smart contract is r
in a permissioned environment. Since the participa
known to each other, all actions such as submitting
actions, changing the network configuration, or de
a smart contract are recorded on the blockchain, fo
an endorsement policy established for the netwo
transaction type. Instead of being completely anon
the responsible party can be easily identified a
situation is dealt with according to the governance m
terms.
A. Hyperledger Fabric

Hyperledger Fabric6, as a permissioned platform
vides confidentiality through its channel architectu
private data feature. Channels allow participant
Fabric network to create a sub-network where each
ber has visibility to a specific set of transaction
means that only nodes participating in a chann
access to the smart contract (i.e., the chaincod
transacted data, preserving their privacy. Privat
collections among members on a channel also
similar protection as channels, but without the n
creating and maintaining separate channels, reduc
maintenance overhead. Unlike with a public perm
less network, the participants are known to each
rather than anonymous and, therefore, fully unt
This means that while the participants may not ful
one another (they may, for example, be competitor
same pharmaceutical industry), a network can be op
under a governance model that is built off of wha
does exist between participants, such as a legal agr
or framework for handling disputes.

Hence, in this kind of blockchain the members
unknown, but there is the presence of a trusted
that decides who can enroll in the blockchain. Sin
trusted entities can take part in the blockchain
is no need for protocols like PoW or proof of st

6HyperledgerFabric, https://hyp
fabric.readthedocs.io/en/latest
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validate transactions and secure the network.
distinctive feature is the channel, which consists

ing a group of participants to create a separate
f transactions. This feature might be very useful for
tworks where participants might be competitors

want transactions they make known to every
ant of the network. Figure 1 shows an example
yperledger Fabric network.
ledger Fabric is also the first Distributed Ledger
ogies (DLT) platform to support smart contracts
in commonly used programming languages, such as
o, and Node.js, eliminating the need for specialized
in new languages. This means that enterprises can
their existing skill sets to develop smart contracts,
the platform more accessible and efficient. More-
e of the most important of the platform’s differ-
s is its support for pluggable consensus protocols
ble the platform to be more effectively customized
rticular use cases and trust models.

9 digital certificates
different active element inside or outside the Hy-

r Fabric network, that is able to consume services,
igital identity, which is encapsulated in an X.509
ertificate. Such digital identities are important be-
ey determine the exact permissions over resources

ess to information that actors have in a blockchain
. In order to determine these permissions the dig-
tity is made of attributes that Hyperledger Fabric
determine permissions. Attributes mainly consists
organization’s membership of the entities acting

he considered healthcare scenario (e.g., patients,
staff, pharmacies, other manufactures, and so on).

der to make a digital identity to be verifiable it
me from a trusted authority. This trusted author-
yperledger Fabric is called Membership Service

r (MSP). More specifically, a MSP is a component
nes the rules governing the valid identities of an
tion. The implementation of this trusted authority

rledger Fabric uses X.509 certificates as identities
adopts a traditional Public Key Infrastructure
ierarchical model. The elements that make up a
the Certificate Authorities (CA), who issue digital
tes to parties to authenticate themselves in the
s they exchange into the network. A CA’s Cer-
Revocation List (CRL), constitutes a reference for
ificates that are no longer valid. Digital certificates
ments that hold a set of attributes relating to the
f the certificate. The type of certificates used in
ger Fabric is compliant with the X.509 standard.

ital certificate all the information that is enclosed
ttributes is encrypted and doing this tampering

alidate the certificate. In addition, cryptography
n entity to prove its identity since other entities
e certificate issuer (i.e., the CA). The last element
stitutes a PKI is the public and private keys pair.

The authentication mechanism relies on digital sig
that require each entity to hold two cryptograp
connected keys (i.e., private and public keys).

C. Hyperledger Fabric network
Peers are a fundamental element of the network b

they manage ledgers and chaincodes. More in det
peer hosts instances of the ledger and instances of
code: this is because blockchain technology requir
sistent replicas of data and smart contracts. This
is useful in order to avoid single points of failure
provide consistent ledgers. In addition, a peer is cap
hosting not only one ledger, but it has the ability
multiple different ledgers since it can be part of d
channels inside an Hyperldger Fabric network, as
in Figure 1. The same is for the chaincodes, in
chaincode is instantiated on a single channel and a c
can have multiple chaincodes that interact with
consequently, a peer can host multiple chaincod
communicate with the ledger. Moving to the en
side, a peer make the ledger accessible to the en
through applications that allow users to interact w
ledger. In order to create these applications there is
APIs in the Fabric Software Development Kit, that
the applications to connect to peers, invoke chainc
generate transactions, and submit the transactions
network that will get ordered, validated, and comm
the ledger. Hyperledger Fabric networks are admin
by a collection of organizations and an organizat
own one or more peers. Therefore, it is conven
analyze the relationship between organizations and
More in detail, a peer is only an element of an organ
and, as a consequence, the peer can be considered
of the resources that constitute an organization. Th
resources owned by an organization are: i) the Wor
Database, which is a database that owns the last sta
asset present in the ledger; ii) the CA, which is resp
to distribute digital certificates; iii) and the MSP,
aim is to assign roles inside the network. When
peer connects to a blockchain network, a policy
channel configuration uses the peer’s identity to det
its rights. This identity is provided to the peer by t
which gives to the peer a digital certificate. The m
of identity to the organization is provided by th
which determines how a peer gets assigned to a
role in a particular organization and, accordingly
appropriate access to blockchain resources.

Another essential element is the ledger, because i
important information about business objects, in p
lar, it contains the current state of the objects as a
of transactions. In the case of Hyperledger Fabric, a
consists of two distinct elements: the world state a
blockchain. The first is a database that holds the
values of a set of ledger states and it is useful bec
makes easy access to the current value of a state
would otherwise have to be calculated by travers
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Figure 1: Elements that constitute an Hyperledger Fabric network

ansaction log. The second element, the blockchain,
nsaction log recording all the changes that have
in the current world state. The blockchain data

e is very different to the world state because it is
ble.

rt contracts, chaincode and ordering service
t contracts and chaincode are interchangeable
Hyperledger Fabric, but in general smart contracts
e executable logic that generates new transactions
added to the ledger; this means that they control
ycle of a business object contained in the world
tabase. On the other hand, the chaincode is used
related smart contracts in order to be deployed to

hain network. More in detail, a smart contract pro-
tically accesses two distinct pieces of the ledger:
kchain and the world state. In particular, it can

he world state by doing a query in order to retrieve
tion about the current state of a business object,
an access the blockchain by creating transactions.

art contracts are written and are grouped in
code, the chaincode is then associated with an
ment policy that applies to all the smart contracts
within it. The endorsement policy is so important
it indicates which organizations in a blockchain
must sign a transaction generated by a given

ontract in order to declare valid the transaction

t contracts are the main part of the development of
cation that runs on Hyperledger Fabric, since they
a set of transaction definitions, and deploying a

de to a network makes effective its smart contracts
rganization in that network. Associated with every

chaincode, as already said, there is an endorsement
that is applied to all of the smart contracts defined
it. An endorsement policy indicates which organiza
a blockchain network must sign a transaction gen
by a given smart contract, in order for that tran
to be declared valid. By analyzing the smart c
execution, it is relevant to say that the smart c
runs on a peer node inside the blockchain networ
contract takes a set of input parameters, that are
transaction proposals, and are used in order to re
write the ledger. Every change to the world state da
is captured as a transaction response, that contains
and-write set with both the states that have been re
the new states that are to be written if the transa
valid.

It is noticeable to say that the world state data
updated only after the validation of the transacti
not when the smart contract is executed. The valida
a transaction consists of two phases. In the first pha
transaction is distributed to all peer nodes in the n
and is checked to ensure it has been signed by su
organizations according to the endorsement policy.
second phase, the transaction is checked to ensu
the current value of the world state database matc
read set of the transaction, when it is signed by t
node. After these two phases, the transaction is ad
the blockchain history, whether it is valid or inval
only valid transactions result in an update to the
state database.

The last element in Hyperledger Fabric platform
ordering service. As already mentioned Hyperledger
blockchain network is permissioned and this mea
the blockchain does not rely on probabilistic con
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ms, like Ethereum and Bitcoin, which guarantee
onsistency to a high degree of probability, but
kes them vulnerable to divergent ledgers, also
rks. In this sense Hyperledger Fabric is different,
it has a particular node, called orderer, which

ith the ordering of the transactions, and along
e other orderer nodes form an ordering service.
difference between Hyperledger Fabric and other

ionless blockhain systems is the consensus algo-
hich is deterministic and not probabilistic. The
deterministic consensus algorithm ensures that

k validated by the peer is guaranteed to be correct
s prevents the formation of ledger forks. As just
ed, when a transaction proposal is sent by the

a trusted peer in the network, this transaction
rded to the other endorsement peers that then
with the transaction response. After this process,
saction is sent to the ordering service, which orders
other endorsed transactions and packages them
a block. This block is then saved to the orderer’s
nd distributed to all the peers in the channel. It
rtant to notice that the ordering service puts the
ions into a strict order and peers use this order
lidating and committing transactions. The latest
of Hyperledger Fabric uses the Raft protocol [11]
transactions. Raft follows a ”leader and follower”

where a leader node is elected, for each channel,
decisions are replicated by the followers.

.js
js7 is a framework for building web applications
cript, allowing us to use this language, typically

ent-side, also for writing server-side applications,
the use of the JavaScript Engine V8. The main
of Node.js consists in the possibility it offers
sing operating system resources in event-driven
nd not by exploiting the classic model based on
ent processes or threads. Each action is therefore
onous, and this should ensure a certain efficiency
cations due to a callback system managed at a
l by the runtime. In order to manage the asyn-
s operations Node.js uses the Event Loop. When
onous operations terminate Node.js is notified via
Such events will be placed inside a queue and the
ve callback functions, recorded when writing the
, will be executed one at a time until the call stack
ode.js V8 Engine is empty.

rogramming language
s a procedural, statically typed, concurrent, and
-collected programming language. It is designed
imple, efficient, and easy to learn, making it a
choice for building scalable network services, web
ions, and command-line tools. Go is known for

js, https://nodejs.org/en
ogramming language, https://go.dev

its support for concurrency, which is the ability
multiple tasks simultaneously. Concurrency is achi
Go through the use of Goroutines and channels,
allow the developer to write code that can run m
operations at the same time. This makes Go a
choice for building high-performance and scalable n
services, as well as for solving complex comput
problems. Another important feature of Go is its g
collection, which automatically manages memory
developer. This eliminates the need for manual m
management, reducing the likelihood of memory lea
other bugs that can arise from manual memory m
ment.

G. MongoDB
MongoDB9 is an open-source NoSQL database

non-relational database, it is able to process stru
semi-structured, and unstructured data. It uses
relational, document-oriented data model and an u
tured query language. Documents consist of ke
pairs, which are the basic unit of data in MongoDB
document is stored in JSON format and is basically
that can contain a lot of data. Documents are g
in collections that can also be heterogeneous. This
that there is no fixed schema for documents. There
relationships or bindings between collections gua
by MongoDB. The key features of MongoDB are:

• High availability services, since replication
database can be done very easily

• Automatic scalability, which is the ability
tribute collections in clusters of nodes, so as
port large amounts of data without heavily a
performance.

IV. Proposed solution
In this section, the application scenario, the blo

implementation, along with the smart contract defi
and the envisioned IoT-driven blockchain architect
described.

A. Architecture
Figure 2 represents the structure of the hig

system, and how the developed entities interact
the sequence diagram, sketched in Figure 3, sho
overall workflow and interactions among the sy
components. Note that the system includes ”edge
IoT devices, which are responsible for sensing and
data from people or from the environment where t
placed in, and ”powerful” IoT devices, that constit
network running the blockchain framework, as det
this Section. Moreover, the actions towards the blo
can be triggered by end-IoT devices which are con
both to users (e.g., patients or medical staff)
stakeholders (e.g., medical service providers, labor
pharmacies, research centers, insurance).

9MongoDB, https://www.mongodb.com/
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ntities shown in Figure 2 have been presented in
III. Note that, a web application is provided to
easy interaction of users with the healthcare man-
system. As shown in Figures 7 and 8, the graphi-

interface is simple and intuitive to understand, and
o gather the information of interest in few clicks.
e development surely will be the improvement of
lity of the layout as well as the development of a
mobile app. Tips and textual suggestion will be
n order to facilitate the utilization to tech-savvy
re workers. Users’ sessions and information are

n a MongoDB storage. One or more organizations,
related variable number of peers, can take part to
ork.

gure 2: High-level scheme of the architecture

ication Scenario
application scenario is placed in the healthcare
where the management of medical records and
chain is allowed to patients, medical staff and
lders, registered to different medical centers, man-
rs, distributors, and healthcare providers. Such
n perform the operations of creation, reading, and
g of medical records and products data, while ad-
tors can, in addition, consult all the modifications
rations that have been made on a given record or
ough the read asset history operation. Hence, the
ype of users will access the world state database
while the latter will access the blockchain’s trans-
history. The network will manage both medical
of patients and drugs supply chain, even in the
in separate organizations or channels, inside the

ganizations, but with different associated peers.

Medical records have the following sample st
(fields can be changed/added/removed):

• Tax Number: ”Tax Number” is the patient id
and it is represented by a string.

• Smoking: ”Smoking” defines whether the pa
a smoker. The data is represented by a string
or ”No”.

• Alcohol drinking: ”Alcohol drinking”
whether the patient habitually drinks alcohol
The data is represented by a string ”Yes” or ”

• Walking difficulty: ”Walking difficulty” de
the patient has difficulty walking. The data is
sented by a string ”Yes” or ”No”.

• Physical activity: ”Physical activity”
whether the patient habitually performs the p
activity. The data is represented by a string ”
”No”.

• Asthma: ”Asthma” defines whether the patie
fers from asthma. The data is represented by a
”Yes” or ”No”.

• Disease: ”Disease” defines one or more disease
ing the patient. The data is represented by a
of type string.

• Therapy: ”Therapy” defines one or more th
assigned to the patient. The data is represen
an array of type string.

• Drugs: ”Drugs” defines one or more drugs a
by the patient. The data is represented by a
of type string.

• Vital signs: ”Vital signs” includes aggregated
mation (e.g., temperature, pressure) about the
of the patient. Such data could be transmit
riodically by IoT devices connected to the p
himself/herself. The data is represented by a
of type string.

• Medical reference: ”Medical reference” rep
the medical reference center of the patient an
represented by a string.

Instead, records related to products managed ins
medical supply chain have the following sample st
(fields can be changed/added/removed as well):

• Serial Number: ”Serial Number” is the p
identifier and it is represented by a string.

• Batch Number: ”Batch Number” is the iden
a quantity of items belonging to a single grou

• Lot Number: ”Lot Number” is an identi
number assigned to a particular quantity, b
lot of a product from a single manufacturer.

• Name: ”Name” is a string representing the n
the product.

• Price: ”Price” is a double representing the p
the product.

• Expiration Date: ”Expiration Date” specifi
expected product’s expiry date.

• Producer: ”Producer” is a string represent
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re 3: Sequence diagram representing the overall workflow and interactions among the system’s compon

e of the producer.

kchain and chaincodes implementation

plained in Section III, the Hyperledger Fabric
consists of some different elements that are: the

the ordering service, the certificate authority, and
rs. The network has two or more peers and one
orderer that helps to run and maintain the net-
verifying and endorsing the transactions. Smart

s, written in Go language, are made with all the
ality needed to read and write the ledger. Figure 4
ow all the elements described above interact with
er in order to validate a transaction:
e client (i.e., any entity interacting within the

nsidered scenario) makes a transaction proposal.
is proposal is signed with the user’s certificate and

nt to the peers.
ch peer verifies the identity and the authorization
the user from the proposal. If all verification

ecks are successful, the peer generates a response
ing its certificate.
e client collects and checks the peers’ responses.
e client sends the transaction response to the

dering service.
e ordering service orders the generation of a new

ock of the received transactions and signs the
nerated block with its certificate.

6) The ordering service broadcasts the generate
to all the peers.

7) Each peer compares each transaction with its
world state. If the verification check is success
transaction is marked as valid and the world
each peer is updated. Otherwise, the transa
marked as invalid without updating the world
Finally, the received block is appended to each
local blockchain.

8) Finally, the client receives a response.
An important part of the work is the creation of

policies that allow the blockchain to verify that t
who is performing an operation can actually do it.
after the creation of the network, a chaincode is
in Go language, in order to interact with the bloc
The aim of the chaincode is to manage the recor
are stored inside the blockchain. More in detail, i
to implement the smart contract, the package ”
contract-api-go”10 is used. It is the Fabric Gatewa
API that allows the development of applications
language. This API uses the gateway peer cap
introduced in Fabric v2.4, to interact with the
network. The records that are stored in the blo
are represented by a struct in Go language. The li
code 1 describes how a patient’s record is represen

10Fabric Go API, https://pkg.go.dev/github.com/hyperle
contract-api-go/contractapi
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1 type As
2 Actio
3 User
4 Organ
5 Medic
6 }
7

8 type Me
9 TaxNu

10 Smoki
11 Alcoh
12 DiffW
13 Physi
14 Asthm
15 Disea
16 Thera
17 Drugs
18 Medic
19 Vital
20 }

Instea
record i

1 type As
2 Actio
3 User
4 Organ
5 Produ
6 }
7

8 type Pr
9 Seria

10 Barch
11 Barch
12 Name
13 Price
14 Expir
15 Produ
16 }
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Figure 4: Consensus schema

set struct {
n string ‘json:" Action "‘

string ‘json:"User"‘
ization string ‘json:"Org"‘
alRecord MedicalRecord

dicalRecord struct {
mber string ‘json:" TaxNumber "‘
ng string ‘json:" Smoking "‘
olDrink string ‘json:" AlcoholDrink "‘
alking string ‘json:" DiffWalking "‘
calAct string ‘json:" PhysicalAct "‘
a string ‘json:" Asthma "‘
se [ string ] ‘json:" Disease "‘
py [ string ] ‘json:" Therapy "‘

[ string ] ‘json:" Drugs "‘
alRef string ‘json:" MedicalRef "‘
Signs [ string ] ‘json:" VitalSigns "‘

Listing 1: Medical record structure

d, the listing of code 2 describes how a product’s
s represented:

set struct {
n string ‘json:" Action "‘

string ‘json:"User"‘
ization string ‘json:"Org"‘
ctRecord ProductRecord

oductRecord struct {
lNumber string ‘json:" SerialNumber "‘
Number int ‘json:" BarchNumber "‘
Number int ‘json:" BarchNumber "‘

string ‘json:"Name"‘
double ‘json:" Price "‘

ationDate timestamp ‘json:" ExpirationDate "‘
cer string ‘json:" Producer "‘

Listing 2: Product record structure

The fields that wrap records are used in order t
which kind of action is made, to track who made the
and to track which organization the record belongs
action that a user can do on a record is the cr
update, and read. The listing of code 3 represe
function in the smart contract, used to create/upd
asset related to a medical record (the code for the p
record is similar). Note that assets are the represen
of values that are generated and stored digitally i
blockchain. It is worth to remark that, in order t
the data in the blockchain, the method PutState h
defined in the class TransactionContextInterface

1 func (s * SmartContract ) CreateAsset (
2 ctx contractapi . TransactionContextInterfac
3 user string ,
4 taxNumber string ,
5 smoking string ,
6 alcoholDrinking string ,
7 diffWalking string ,
8 physicalActivity string ,
9 asthma string ,

10 disease [ string ],
11 therapy [ string ],
12 drugs [ string ],
13 medicalRef string ,
14 vitalSigns [ string ],
15 ) error {
16 exists , err := s. AssetExists (ctx , taxNumb
17 i f err != nil {
18 return err
19 }
20 i f exists {
21 return fmt. Errorf (" asset %s already ex
22 taxNumber )
23 }
24 }
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25 MSPID
26

27 asset
28 Actio
29 User:
30 Organ
31 Medic
32 TaxNu
33 Smoki
34 Alcoh
35 DiffW
36 Physi
37 Asthm
38 Disea
39 Thera
40 Drugs
41 Medic
42 Vital
43 },
44

45 asset
46 i f er
47 fm
48 re
49 }
50 retur
51 . Put
52

Listing

Inside
mentati
checking
the ID
in the li
similar)

1 func (s
2 ctx c
3 taxNu
4 ) (bool
5 asset
6

7 i f er
8 re
9 fm

10 }
11 i f as
12 ret
13 }
14 var a
15 err =
16 i f er
17 re
18 }
19

20 MSPID
21 i f as
22 ret
23 }
24 retur
25 }
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, _ := ctx. GetClientIdentity (). GetMSPID ()

:= Asset {
n : " CREATE ", // or " UPDATE "

user ,
ization : MSPID ,
alRecord : MedicalRecord {
mber : taxNumber ,
ng : smoking ,
olDrinking : alcoholDrinking ,
alking : diffWalking ,
calActivity : physicalActivity ,
a : asthma ,
se : disease ,
py : therapy ,
: drugs ,
alRef : medicalRef ,
Signs : vitalSigns ,

JSON , err := json. Marshal ( asset )
r != nil {
t. Println (err)
turn err

n ctx. GetStub ()
State ( asset . MedicalRecord .TaxNumber ,

assetJSON )

3: Smart contract for the create/update function

the method AssetExists, there is the imple-
on of an access control policy, which consists of

if the ”Organization” field of the asset matches
of the MPS of the user. Such a function is shown
sting of code 4 (the code for the product record is
.

* SmartContract ) AssetExists (
ontractapi . TransactionContextInterface ,
mber string ,
, error ) {
JSON , err := ctx. GetStub ().

GetState ( taxNumber )
r != nil {
turn false ,
t. Errorf (" failed to read from world state ")

setJSON == nil {
urn false , nil

sset Asset
json. Unmarshal (assetJSON , &asset )

r != nil {
turn true , err

, _ := ctx. GetClientIdentity (). GetMSPID ()
set . Organization != MSPID {
urn true , &AccessDenied {}

n true , nil

isting 4: Function to check if a record exists

ther method used to access the blockchain is the
hich allows a user to obtain information on a
This function is represented in the listing of code
edical records (the code for the product record is
. The code is similar for products’ records, except

for the research, which is performed using the pr
serial number.

1 func (s * SmartContract ) ReadAsset (
2 ctx contractapi . TransactionContextInterfac
3 user string ,
4 taxNumber string ,
5 ) (* MedicalRecord , error ) {
6 assetJSON , err := ctx. GetStub ().
7 GetState ( taxN
8 i f err != nil {
9 return nil ,

10 fmt. Errorf (" failed to read from world s
11 }
12 i f assetJSON == nil {
13 return nil ,
14 fmt. Errorf ("the asset %s does not exist
15 taxNumber )
16 }
17

18 var asset Asset
19 err = json. Unmarshal (assetJSON , &asset )
20 i f err != nil {
21 return nil , err
22 }
23

24 MSPID , _ := ctx. GetClientIdentity (). GetMS
25 i f asset . Department != MSPID {
26 return nil , &AccessDenied {}
27 }
28

29 asset . Action = "READ"
30 asset .User = user
31 assetJSON , err = json. Marshal ( asset )
32 i f err != nil {
33 return nil , err
34 }
35

36 err = ctx. GetStub ()
37 . PutState ( asset . MedicalRecord .TaxNumber ,
38 assetJSON )
39 i f err != nil {
40 return nil , err
41 }
42 return &asset . MedicalRecord , nil
43 }

Listing 5: Smart contract for the read functio

Also in this method, there is an access control
in order to check if the user that is making th
operation has the correct accesses. It is relevant to
that, for each of these methods, there is a corresp
transaction that tracks which user performed an op
on a specific record. In order to retrieve all these a
that can be done on the existing records, another m
is implemented, that is called GetAssetHistory
represented in the listing of code 6 (the code
product record is similar). Note that, as just said, o
role ”Administrator” for each organization/chann
access the assets’ history. When a user is created,
a role is associated, on the basis of his/her function
considered scenario (e.g., patient, member of the m
staff, and so on), as clarified later.

1 func (s * SmartContract ) GetAssetHistory (
2 ctx contractapi . TransactionContextInterfac
3 taxNumber string ,
4 ) ([] HistoryQueryResult , error ) {
5 position , _, _ := ctx. GetClientIdentity ()
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6

7 i f po
8 ret
9 }

10

11 resul
12

13 i f er
14 ret
15 }
16 defer
17

18 var r
19 MSPID
20 for r
21 res
22 i
23

24 }
25 var
26 var
27 i f
28 e
29 i
30

31 }
32 i f
33

34 }
35 ti
36 } e
37 a
38 A
39 }
40 tim
41 }
42

43 rec
44 T
45 T
46 R
47 I
48 }
49 rec
50 }
51 retur
52 }
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. GetAttributeValue ("Role")
sition != " Administrator " {
urn nil , &AccessDenied {}

tsIterator , err := ctx. GetStub ().
GetHistoryForKey ( taxNumber )

r != nil {
urn nil , err

resultsIterator . Close ()

ecords [] HistoryQueryResult
, _ := ctx. GetClientIdentity (). GetMSPID ()
esultsIterator . HasNext () {
ponse , err := resultsIterator .Next ()
f err != nil {

return nil , err

asset Asset
timestamp time.Time

len( response . Value ) > 0 {
rr = json. Unmarshal ( response .Value , &asset )
f err != nil {

return nil , err

asset . Department != MSPID {
return nil , &AccessDenied {}

mestamp = response . Timestamp . AsTime ()
lse {
sset = Asset {
ction : " HISTORY ",

estamp = time.Now ()

ord := HistoryQueryResult {
xId: response .TxId ,
imestamp : timestamp ,
ecord : &asset ,
sDelete : response .IsDelete ,

ords = append (records , record )

n records , nil

6: Smart contract for medical record history re-

ploying the chaincode containing all the described
ontracts, all the functions described above are
e to the users that have access to the network, in
interact with the blockchain.

app
abric Gateway11 API is used in order to inter-
the peers of the network by calling the smart

s. The Fabric Gateway is a service, introduced in
ger Fabric v2.4, that provides a simplified, mini-

I for submitting transactions to a Fabric network.
detail, these APIs allow the client application

rse a transaction proposal, submit a transaction
t for the commit status event. All of these actions

ic Gateway, https://hyperledger-
dthedocs.io/en/latest/gateway.html

are defined in the method of the Fabric Gateway
SubmitTransaction, as shown in the listing of cod

1 const result = await contract . submitTransac
2 " ReadAsset ",
3 ‘${user}‘,
4 ‘${ taxNumber }‘,
5 );
6 console .log(‘ Transaction has been evaluated
7 result is: ${ result . toString ()} ‘);

Listing 7: Function related to transaction’s subm

Such a code represents the invocation of the Rea
method defined in the chiancode, but this API
also by the CreateAsset and UpdateAsset method
each of them creates a transaction that is stored
the blockchain, in order to track every change
made to records. In addition, the web application
the creation of users. It is realized with Node.js
work and, as a database where user sessions an
information are stored, MongoDB is adopted. In
to create users inside the Hyperledger Fabric n
the web app uses the FabricCAServices library,
is an implementation of the member service client
communicates with the Fabric CA server. Theref
using this client, a user can be associated with
own certificate and role, and, with the certificate a
role, a user can interact with peers and invoke the
contracts.

In the following, first, it is explained how the
certificate management works in Hyperledger Fabric
it is described how such certificates are used in o
implement access control policies.

E. Certificates’ management in Hyperledger Fabric
There are different entities inside an Hyperledg

ric network (i.e., peers, orderers, client applicatio
administrators). Each actor represents an active e
inside or outside the network, able to consume s
and he/she has a digital identity encapsulated
X.509 digital certificate. Such identities determi
exact permissions over resources and access to infor
stored into the blockchain network. A digital ident
some additional attributes that Hyperledger Fabric
determine permissions: the organization to which t
refers, and the role inside the organization. In ad
an identity, in order to be verifiable, must come
trusted authority. This trusted authority in Hype
Fabric is the MSP, as described in Section III.

More in detail, the X.509 certificates are iss
a CA. This means that in Hyperledger Fabric a
identity has the form of cryptographically validated
certificates that comply with X.509 standard and th
is in charge of establishing which identity is va
which is not valid. In particular, CA issues ident
generating a public and private key which forms
pair that can be used to prove identity. Such an i
needs a way to be recognized by the network, w
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he MSP comes in. For example, a peer uses its
key to digitally sign, or endorse, a transaction. The
used to check that the peer is allowed to endorse
saction. The public key from the certificate of the
then used to verify that the signature attached
ransaction is valid. Thus, the MSP triggers the

ism that allows that identity to be trusted and
ed by the rest of the network. In the setting
d in this Section, one or more CAs can be used
e the members of an organization from a digital
tive. In particular, a CA can be put in place for
erent organization, since operations are available
e same organization to which a user belongs to.

dering the case of internet users, the CAs came
forms: the Root CA and the Intermediate CA.
oot CAs have to securely distribute hundreds of
of certificates, it makes sense to spread this pro-
across Intermediate CAs. Such Intermediate CAs

eir certificates issued by the root CA or another
diate authority, allowing the establishment of a
trust for any certificate that is issued by any CA

hain, as shown in Figure 5. This ability to track
the Root Certificate Authority not only allows
tion of Certificate Authorities to scale while still
g security because it limits the exposure of the
rtificate Authority, which, if compromised, would
r the entire chain of trust. If an Intermediate
te Authority is compromised, on the other hand,

ill be a much smaller exposure.

: Elements that constitute a chain of Certificate
ties

ledger Fabric provides a built-in CA component
the developer to create CAs in the blockchain

s. This component, called Fabric CA, is a private
provider, capable of managing the digital iden-

Hyperledger Fabric users that have the form of
ertificates. Whereas CAs generate the certificates
resent identities, the MSP contains the list of

ioned identities. The MSP identifies which Root
d Intermediate CAs are accepted to define the
s of a trusted domain by listing the identities, or by
ing which CAs are authorized to issue valid iden-

tities for their members. However, the power of th
goes beyond simply listing who is a network partici
member of a channel. In fact, the MSP turns an i
into a role by identifying specific privileges an ac
on a channel.

Inside an Hyperledger Fabric blockchain netwo
MSP is present in two different kind of domains: th
MSP and the channel MSP. Local MSP allows a
authenticate himself/herself in his/her transaction
member of a channel or as the owner of a speci
in the organization. Channel MSP defines adminis
and participatory rights at the channel level. Pee
ordering nodes on an application channel share th
view of the channel MSP, and will therefore b
to correctly authenticate the channel participant
means that, if an organization wishes to join the c
a MSP incorporating the chain of trust for the mem
the organization would need to be included in the c
configuration. Otherwise, transactions originatin
this organization’s identities will be rejected. Wher
local MSP is represented as a folder structure on
system, the channel MSP is described in a chann
figuration. Therefore, the channel MSP defines th
tionship between the identities of channel members
themselves are MSPs, and the enforcement of c
level policies. Channel MSPs contain the MSPs
organizations of the channel members. Every organ
participating in a channel must have a MSP defi
it. In fact, it is recommended that there is a
one mapping between organizations and MSPs. Th
defines which members are empowered to act on b
the organization. The channel MSP includes the M
all the organizations on a channel. This includes n
the peers of the organizations, which are used to
chaincodes, but also the ordering service. Figure 6
how local and channel MSPs coexist inside the Hype
Fabric network.

Note that an organization is a logically managed
of members. Hence, organizations manage their m
under a single MSP. The MSP allows an identity
linked to an organization. As a consequence, all
identities that are part of a MSP, as identified
Root CA and Intermediate CA folders, will be con
members of the organization.

F. Access control policies implementation
As just described, in the certificates, issued by t

there is the possibility to specify some attributes t
associated with the user. In the X.509 certificate
the possibility to specifies four different roles: clien
admin, and orderer. Such roles are predefined ins
network and correspond to the active elements
network. Users associated with the role ”client” c
smart contracts and the following listing of code 8
how a user digital certificate is created, along w
role and organization assignment. Note that the ro
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Figure 6: Local and channel Membership Service Providers inside the Hyperledger Fabric network

side the Hyperledger Fabric blockchain network is
from the concept of the role, which is related to

thcare application scenario (e.g., patient, medical
d so on), as shown in the listing of code 8.
isterAttrs = [];
egisterAttribute = {
e: " Organization ",
ue : " Patient ",
rt : true

terAttrs .push( registerAttribute );
secret = await ca. register ({

iation : ‘${this. orgId . toLowerCase ()}.
organization1 ‘,

llmentID : username ,
: " client ",
s : registerAttrs
minUser );

enrollment = await ca. enroll ({
ollmentID : username ,
ollmentSecret : secret

x509Identity = {
edentials : {

certificate : enrollment . certificate ,
privateKey : enrollment .key. toBytes (),

pId : ‘${this. orgId }MSP ‘,
pe: ’X.509 ’ ,

t wallet .put(username , x509Identity );

Listing 8: Creation of a user

l certificates are stored in a folder called wallet
n can be used to retrieve the certificates when they
ed. Hyperledger Fabric also gives the possibility
such certificates in a separate database, but this

ive is out of the scope of this work. The definition
ccess control policies is made inside the functions
in the smart contract. An example of access control

policy refers to the reading and the updating of a m
record, as shown in the listing of code 9.

1 MSPID , _ := ctx. GetClientIdentity (). GetMSPID
2 i f asset . Organization != MSPID {
3 return true , &AccessDenied {}
4 }

Listing 9: Definition of the read and update access
policy

As another example, the listing of code 10 sho
access control policy definition and the Figure 7 th
obtained into the web app, in case a user with ”A
istrator” role requests to read the history of chang
medical record.

1 role , _, _ := ctx. GetClientIdentity ().
2 GetAttributeValue ("Role
3 i f role != " Administrator " {
4 return nil , &AccessDenied {}
5 }

Listing 10: Definition of the read medical record
policy

On the other hand, if this check fails, then a m
saying that the action failed appears, as shown in
8.

G. Discussion about the proposed approach
This Section focused on the definition of the blo

elements and security aspects, as well as on the de
of smart contracts and access control policies. No
data violation is prevented by coupling blockchai
nologies with a clever management of access contr
the resources’ disclosure. However, the advantages
presented approach also lie into the outcomes whic
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7: Result shown when an access control policy
s

8: Message shown when an access control policy

m the analysis of the information retrieved by the
in.

ct, the envisioned system allows to conduct an
of current available products and information

recall, expiration, shortages and counterfeits man-
processes in the healthcare supply chain [5].

ng existing practice is useful to tracing process
bout the tasks, and to identify gaps and the order
information is processed and accessed by various

lders. Note that mixed lots delivery could have
implications in healthcare supply chain leading to
discrepancies, poor inventory practices, and data

medical records. For such a reason, realizing a
able to integrate both medical records and drugs

tion could support a more efficient management of
pply, avoiding waste of resources and facing more

ly the needs of end-users.
l management in healthcare requires timely and

information communication across all stakehold-

ers in a healthcare supply chain, since the most c
issue encountered by care providers and distribu
the absence of a searchable product purchase
This has significant consequences on both the sa
patients and treatment outcomes. Another challe
care providers includes receiving recall communica
the wrong clinical or business unit and, in many ca
receiving any recall information at all. Moreover, n
dard practice currently exists across the healthcare
chain to handle products’ expiration. Effectively ma
outdated products and expiration is critical to
nate supply chain process redundancy and reduce
Unfortunately, today, a common strategy to dea
products’ expiration is to increase the number of pu
orders and quantity to ensure product availabilit
although manufacturers are required to maintain
of distributed products, tracking for expiration be
manufacturer’s dispatch is not recorded nor shared
the stakeholders participating in the supply cha
the other hand, product shortages in healthcare ad
affect treatment outcomes and patient safety. In
situation, stakeholders should have the responsib
find substitute products quickly. Therefore, a syste
enables proactive information exchange and invent
ibility among stakeholders is fundamental. To such
the network proposed in this paper, should help in k
trace of the transactions related to products, as we
the market demand.

Finally, the adoption of blockchain technology
mitigate the social issues related to the acceptance b
and companies of such tracking and traceability sy
A further improvement would consist in the inte
with more specific provenance search and tracking
anisms, as the one proposed in [29], in order to effi
managing traceability and auditability and also inv
ing possible attacks. In fact, the security functio
offered by the blockchain help in managing and de
counterfeits, but further mechanisms must be put
in order to detect and face occurring attacks. Blo
also presents some limitations, mainly due to high
consumption, processing capacity, and storage pro
Hence, in the definition of our solution, we conside
fact that blockchain will run in a distributed envir
and, as assessed in Section V, in IoT powerful sm
vices; a potentially single-point-of-failure as a cent
cloud is not considered.

V. Performance evaluation
In order to assess the feasibility and infer abo

scalability of the envisioned system, we first prop
setup of a simple yet real test-bed, able to exec
blockchain-based framework in a distributed mann
to simulate the interactions with IoT devices. As
interoperability and adaptability, we have that: i)
the blockchain framework, well-defined APIs hav
specified in Section IV. Such APIs allow the infor



Journal Pre-proof

exchang
the web
provides
and sta
standar
existing
such AP
the info
end-IoT
or stake
related
wireless
conduct
which is
with rea
work, p
structur
pilot pr

Perfo
sources’
the vari
ducted

• CP
2.5

• RA
• Op
Then

users an
devices,
small te
scenario
ronment
of block
and inte
lution d
stakeho
in this
in unde
hardwar
be adop
supply
followin

• CP
CP

• RA
• Op

call
Table

ing sim
varied,
the bloc
certain
of organ
peers b
assess th

uct the
figura-
single

d case,
among
.

create,
in case
scribed
umbers
00, and
around
in the

econds,
worst

reasing
ut of a

en the
d test-
second

s is due
wer for
Hence,
ating a
ust be
ending
conclu-
tage of
in the

ersonal
st case,
Jo
ur

na
l P

re
-p

ro
of

es among the peers, the ordering services and
app running on the clients; ii) the client also
APIs as communication interfaces with users

keholders, in order to acquire their requests in a
d format. Hence, in order to communicate with

healthcare IT systems, we will need to adapt
Is and the messages’ format in order to gather

rmation of interest for the involved parties; iii)
devices, which communicate directly with users

holders, in a real scenario will use the protocols
to the particular technology adopted (e.g., RFID,
sensor, wearable device, etc.). Note that the tests
ed in this paper include the part of the network

related to the blockchain, while the interaction
l end-IoT devices and parties is left as a future

ossibly in cooperation with interested healthcare
es, in order to start collaborating and setting up
ojects.
rmance has been evaluated focusing on the re-

consumption and the time required to execute
ous operations. Simulations have been firstly con-
on a machine with the following features:
U: Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz

9 GHz
M: 16 GB
erating system: Windows 10, 64 bit
, interactions with requests/transactions from
d peers have been moved to IoT powerful smart
namely Raspberry Pi, in order to produce a

st-bed for comparison with a more decentralized
, as would happen in a real distributed IoT envi-
, which leverages the decentralized potentialities
chain technology. In this sense, the IoT drives
grates the blockchain features. A centralized so-
oes not apply in real scenarios, where different

lders are normally involved. For such a reason,
paper, the assessment of performance will help
rstanding the features (mainly with respect to
e than software) of the technologies which could
ted for achieving a totally distributed healthcare
chain system. Raspberry Pi 3, model B, have the
g features:
U: Quad Core 1.2GHz Broadcom BCM2837 64bit
U
M: 1 GB
erating system: Raspberry Pi OS (previously
ed Raspbian)
I summarizes the configurations used for conduct-

ulations. Note that different parameters can be
starting from the number of records managed by
kchain, to the requests coming from users in a
time interval (i.e., one second). Also, the number
izations, the channels per organizations and the

elonging to an organization can be changed to
e behavior of the network. Hence, three scenarios,

detailed in Table I, have been individuated to cond
analysis. Such entities, along with the defined con
tions, have been implemented to run either on a
personal computer or on the test-bed. In this secon
organizations, channels, and peers are equally split
three different Raspberry Pi, as shown in Figure 9

Figure 9: Test-Bed representation

Figure 10 shows the average time required to
read, update, and read the history of an asset,
the whole system runs on the personal computer de
above. The time has been evaluated with different n
of assets stored in the blockchain, that are 100, 1,0
10,000. In all cases, the time required is always
2 seconds. By increasing the number of assets
blockchain, the average value is always around 2 s
with a slight increase of around 200 ms in the
case tested (i.e., 10,000 assets). Therefore, by inc
the number of assets, the performances worsen, b
negligible value.

Instead, Figure 11 shows the same results wh
transactions are executed through the mentione
bed. Performances are similar for the first and the
scenario, while they get worse in the third one. Thi
to the difference in the CPU frequency, which is lo
the Raspberry Pi, as well as the quantity of RAM.
to efficiently distributing blockchain services, cre
sort of fog computing layer [20], IoT devices m
equipped with reasonable hardware resources, dep
on the workload to be managed. To justify such a
sion, Figures 12 and 13 show the average percen
CPU load and RAM used by the simulated system
third scenario, in case of execution either on the p
computer or on the dedicated test-bed (in this la
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Table I: Simulation parameters and configurations

PARAMETERS Scenario 1 Scenario 2 Scenario 3
Num. of records/assets 100 1,000 10,000

Requests/sec 100 100 100
Number of organizations 3 5 5

Number of channels per organization 1 3 3
Number of peers per organization 10 100 100

0: Time required to execute the operations on the
personal computer

1: Time required to execute the operations on the
test-bed

age is calculated on the three Raspberry Pi, where
spberry owns a maximum of 1GB of RAM).
ly, network throughput (i.e., the number of success-
sactions per second) has been analyzed, as shown
es 14 and 15. Obtained results are compliant with
omes related to the execution time, since the same
rise in the comparison with the simulation on the
l computer and on the test-bed.

Figure 12: Average CPU load - scenario 3

Figure 13: Average RAM occupancy - scenario

VI. Conclusions
In this paper, an IoT-driven blockchain-based a

ture to manage the healthcare supply chain and
medical records from tampering and access violati
been proposed. The permissioned blockchain Hype
Fabric has been adopted, due to the sensitive and
nature of the collected data. Proper access control
have been defined to regulate the access to resour
particular, both organization’s membership and rol
the healthcare environment have been taken into a
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e 14: Network throughput - personal computer

Figure 15: Network throughput - test-bed

art contract’s definition. Performance assessment
that the proposed solution could be suitable in a

ale environment, while more experiments must be
the next future. As a future research direction,
gration of IoT-driven blockchain and artificial
nce (AI) can revolutionize the healthcare industry
me available solutions already make use of neural
s to conduct anomaly detection activities inside a
ealthcare scenario [28], or employ contextual infor-
features along with machine learning techniques
late decisions on the basis of the current state of

em [30] or of people (e.g., by analyzing diagnostic
zhang2021generator [32] li2022domain [31]. The

ation of malicious devices along with a continuous
sessment monitoring would improve the reliability
hole system. Also, blockchain may facilitate the
n of consistency and accuracy problems associated

althcare data by further enhancing them using AI
es.
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ighlights:

 An  IoT-driven  blockchain-based  architecture  manages  the  healthcare  supply  chain
preventing tampering and access violation.

 Blockchain technology combined with the Internet of Things (IoT) offers a reliable way to
protect medical data.

 Hyperledger Fabric, a permissioned blockchain, provides a peer-to-peer distributed, secure,
and shared ledger to protect sensitive data.
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