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TheSixteentl International Conference on Software Engineering Advar(ICSEA 20), held on
October 3- 7, 2021in Barcelona, Spaiicontinued a series of events covering a broad spectrun
software-related topics.

The conferenceovered fundamentals on designing, implementing, testing, validating
maintaining various kinds of software. The tracks treated the topics fromdty to practice, in terms o
methodologies, design, implementation, testing, use cases, tools, and leslearnt. The conferenc:
topics covered classical and advanced methodologies, open source, agile sefagwell as softwar:
deployment and software economics and educati

The conference had the following tracl

Advances in fundamentals for softwareevelopmen
Advanced mechanisms for software developm
Advanced design tools for developing softw.

Software engineering for service computing (SOA and C|
Advanced facilities for accessing softw

Software performanc

Software security, privacy, senes:

Advances in software testir

Specialized software advanced applicati

Web Accessibilif

Open source softwal

Agileand Lean approaches in software engineel
Software deployment and maintenan

Software engineering techniques, metrics, and forrsms
Software economics, adoption, and educat

Business technoloy

Improvingproductivity in research on software engineeri
Trends and achievemer
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Similar to the previous edition, this event continued to be very contifiee in its selection proces
and very well perceived by the international software engineering comritynAs such, it is attractin
excellent contributions and active participation from all over the worldeWere very pleased to receiv
a large amount of top quality contribution

We take here the opportunity to warmly thankll the members of the ICSEA 2C technical progran
committee as well as the numerous reviewers. The creation of such a broadnégid quality conference
program would not have been possible without their involvent. We also kindly thank all the authol
that dedicated much of their time and efforts to contribute to the I‘/EA 202. We truly believe thal
thanks to all these efforts, the final conference program consists of tajalify contributions



This event could Iso not have been a reality without the support of many individuals, orgations
and sponsors. We also gratefullyank the members of the ICSEA 2( organizing committee for thei
help in handling the logistics and for their work that is making this fessional meeting a succe

We hope the ICSEA 20 was a successful international forum for the exchange of ideas and re:
between academia and industry and to promote further progress in softwangieeering researck
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An Empirical Study of the Correlation of Cognitive
Complexity-related Code Measures

Luigi Lavazza
Dipartimento di Scienze Teoriche e Applicate
Universiia degli Studi dell'Insubria
Varese, lItaly
email:luigi.lavazza@uninsubria.it

Abstract—Several measures have been proposed to represent Some other measures are proposed with the speci ¢ aim of
various characteristics of code, such as size, complexity, cohesionpredicting interesting external qualities. A new measure was
coupling, etc. These measures are deemed interesting because thﬁroposed in 2018 with the aim of representing the complexity

“internal” characteristics they measure (which are not interesting f understandi de 121, Thi d
per s§ are believed to be correlated with “external” software of understanding code [2]. IS néw measure was name

qualities (like reliability, maintainability, etc.) that are de nitely ~ “Cognitive Complexity,” however, in the remainder of this

interesting for developers or users. Although many measures have paper we shall refer to this measure as “CoCo,” to avoid
been proposed for software code, new measures are continuouslyconfusion with the concept of cognitive complexity, i.e., the
proposed. However, before starting using a new measure, we yoharty that CoCo is expected to measure.

would like to ascertain that it is actually useful and that it -
provides some improvement with respect to well established Some initial work has been done to evaluate whether

measures that have been in use for a long time and whose merits COCO is actually correlated with code understandability [3].

have been widely evaluated. In 2018, a new code measure, namedr he initial results yielded by this research do not support the
“Cognitive Complexity” was proposed. According to the pro- claim that CoCo is better correlated to code understandability
posers, this measure should correlate to code understandability {5, previously proposed measures.

much better than “traditional' code measures, such as McCabe .
Complexity, for instance. However, hardly any experimentation At any rate, whatever the goal that a new measure is

proved whether the “Cognitive Complexity” measure is better SUPPOSed to help achieving, the new measure should provide
than other measures or not. Actually, it was not even veried Some “knowledge” that existing measures are not able to
whether the new measure provides different knowledge concern- capture. If a new measure is so strongly correlated with other
ing code with respect to “traditional' measures. In this paper, we measures that the latter can be used to to build models that

aim at evaluating experimentally to what extent the new measure —_ . .
is correlated with traditional measures. To this end, we measured allow predicting the new measure with reasonable accuracy, it

the code from a set of open-source Java projects and derived IS Unlikely that the new measure actually conveys any knew
models of “Cognitive Complexity” based on the traditional code knowledge.

measures yielded by a state-of-the-art code measurement tool. We CoCo is receiving some attention, probably because it is
found that fairly accurate models of “Cognitive Complexity” can provided by SonarQube , which is a quite popular tool.

be obtained using _just a few tr_aditional code measures. In this Therefore, it is time to look for evidence that CoCo provides
sense, the “Cognitive Complexity” measure does not appear to ’

provide additional knowledge with respect to previously proposed additional knowledge with respect to well established code
measures. measures. To this end, in this paper we consider the following

Keywords—Cognitive complexity; software code measure§Vo research questions.: .
McCabe complexity; cyclomatic complexity; Halstead mea- RQ1 How strongly is CoCo correlated with each of the

sures; static code measures code measures that are commonly used in software
development?
I. INTRODUCTION RQ2 Is it possible to build models that predict the value of
CoCo based on the values of commonly used code
Many measures have been proposed to represent the internal measures? If so, how accurate are the predictions that
characteristics of code, such as size, complexity, cohesion can be achieved?

or coupling. Several empirical studies have correlated theseThe paper is structured as follows. Section 1l provides some
measures with external software qualities of interest, such lssckground, by introducing CoCo and describing the tradi-
faultiness or maintainability. tional code measures used in this study. Section Ill describes

Quite often, new measures are proposed. Some aim at rephe-empirical study that was carried out to answer the research
senting speci ¢ features of code that had not been considemgaestions. Section IV discusses the results obtained by the
previously: for instance, Chidamber and Kemerer proposed thteidy and answers the research questions. Section V discusses
Number of Children (NOC) and Depth of Inheritance (DIT) [1lhe threats to the validity of the study. Section VI accounts
when object-oriented programming languages started to lher related work. Finally, in Section VII some conclusions are
come popular. drawn, and future work is outlined.

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 1



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

[I. CODE MEASURES TABLE |
i X X . THE MEASURES COLLECTED VIA SOURCMETER.
In this paper we deal with measures of the internal attributes

of code. Internal attributes of code can be measured by looking | Metric name Abbreviation
. . . L . Halstead Calculated Program Length HCPL
at code alone, without considering software qualities (like | \siead Dif culty HDIF
faultiness, robustness, maintainability, etc.) that are externally | Halstead Effort HEFF
perceivable. Halstead Number of Delivered Bugs HNDB
. . . Halstead Program Length HPL
Several measures for internal software attributes (e.g., size, | \aistead Program Vocabulary HPV
structural complexity, cohesion, coupling) were proposed [4] | Halstead Time Required to Program HTRP
to quantify the qualities of software modules. These measures | Halstead Volume HVOL

. . " Maintainability Index (Microsoft version) MIMS
are interesting because they concern code qualities that are | \aintainability index (Original version) M

believed to affect external software qualities (like faultiness or | Maintainability Index (SEI version) | MISEI
maintainability), which are the properties that are interesting | Maintainability Index (SourceMeter version) MISM
for d | d McCabe's Cyclomatic Complexity McCC
or developers and users. . Nesting Level NL
Since CoCo is computed at the method level, in what | Nesting Level Else-If NLE
follows, we consider only measures at the same granulatrity | Logical Lines of Code LLOC
Number of Statements NOS

level, i.e., measures that are applicable to methods.

A. “Traditional” Code Measures Cyclomatic Complexity's shortcomings and produce a mea-

Since the rst high-level programming languages wergurement that more accurately re ects the relative dif culty of
introduced, several measures were proposed, to representuiigerstanding, and therefore of maintaining methods, classes,
possibly relevant characteristics of code. For instance, thed applications”[2].

Lines Of Code (LOC) measure the size of a software module,Rather than a real measure, CoCo is an indicator, which
while McCabe Complexity (also known as Cyclomatic Comtakes into account several aspects of code. Like McCabe's
plexity) [5] was proposed to represent the “complexity” oEomplexity, it takes into account decision points (conditional
code, with the idea that high levels of complexity characterizgatements, loops, switch statements, etc.), but, unlike Mc-
code that is dif cult to test and maintain. The object-orienteCabe's complexity, gives them a weight equal to their nesting
measures by Chidamber and Kemerer [1] were proposedidoel plus 1. So, for instance, the following code fragment
recognize poor software design. For instance, modules with. , _.
high levels of coupling are supposed to be associated W}fﬂ'.d flrstMgthod() {

dif cult maintenance. i (CO”O_““OT‘Q . .

In this paper, we are interested in evaluating the correla- for (".“ ' = 0’. < 10; i++)
tion between CoCo and traditional measures. Since CoCo, is while (condition2) { ... }
de ned at the method level, here we consider only traditional
measures addressing methods; measures de ned to repretlemif statement at nesting level 0 has weight 1, the
the properties of classes or other code structures are ignorstdtement at nesting level 1 has weight 2, and hgle

SourceMeter [6] was used to collect code measures. Tétatement at nesting level 2 has weight 3, thus GaB&+3=
method-level measures we used are listed in Table |. BecaBseThe same code has McCabe complexity = 4 (3 decision
of space constraints, we cannot give here the detailed de nitipoints plus one).
of each measure. Instead, we provide a very brief description,Consider instead the following code fragment, in which the
interested readers can nd additional information in the docontrol structures are not nested.
un;\enr:ga;uon of SourceMetc_er. _ . v8id secondMethod() {

g the measures listed in Table | we have: Halstead . .
T . : if (conditionl) { ... }
measures [7], several maintainability indexes, including the for (inti = 0: i < 10; i++) { }
original one [8], McCabe complexity, measures of the nesting . . L '
: : 2 while (condition2) { ... }
level (i.e., how deeply are code control structured included Iin
each other), logical lines of code (which are counted excluding

blank lines, comment-only lines, etc.). This code has CoCo = 3, while its McCabe complexity is still
- _ 4. It is thus apparent that nested structures increase CoCo,
B. The “Cognitive Complexity” Measure while they have no effect on McCabe complexity.

In 2017, SonarSource introduced Cognitive Complexity [2] CoCo also accounts for Boolean predicates: a Boolean
as a new measure for the understandability of any givéedicate contributes to CoCo depending on the number of
piece of code. This new measure was named “Cogniti{;é sub-sequences of logical operators. For instance, consider
Complexity” because its authors assumed that the measure {#sfollowing code fragment, wherea, b, c, d, e, f
suitable to represent the cognitive complexity of understandifée Boolean variables
code. To this end, CoCo was proposed with the ‘@omemedy
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void thirdMethod() { TABLE |I
|f (a && b && ¢ ” d ” e && f) { } DESCRIPTIVE STATISTICS OF THE DATASETS
} Project n Measure | mean stdev. median min max
i i CoCo| 31 43 2.0 T 79
Predicatea && b && c || d || e && f contains HPV | 323 171 28.0 0 211
; ; ; Ml | 1003 147 1022 0 134
three sub-sequences with the same logical opgrators, 1€apernate 2532 | Mmece | 33 >4 20 1 33
a&& b &&c c|d]le ,ande && f, soitadds NLE 13 0.8 1.0 0 7
LLoc | 152 123 12.0 3 201
3 to the value of CoCo. ' . 39 5 55 =7
Other aspects of code contribute to increment CoCo, but HPV | 350 184 200 10 120
H MI 100.3 14.0 102.5 56 132
they are much I_es_s frequent than those des<_:r_|bed above. F¢ N @ptcha 317 | Mecc | 3s 2o 20 P
complete description of CoCo, see the de nition [2]. NLE 13 0.8 1.0 0 5
LLOC | 146  10.6 11.0 3 8
I1l. THE EMPIRICAL STUDY CoCo |~ 4.0 7.2 201 84
o ] HPV 30.6 229 28.0 0 280
The empirical study involved a set of open-source Java MI | 1017 206 1040 0 133
. w 205| McCC | 4.3 4.6 3.0 2 46
programs. This code was measured, and the collected data NLE 13 08 1.0 0 4
were analyzed via well consolidated statistical methods. The LCLOCC 1;‘2 1;‘-3 131-8 f 17639
. . . . . oCo . . .

dataset is described in Section IlI-A, while the measurement Hev | 383 211 320 14 149
and analysis methods are described in Section IlI-B. The Ml 964 153 99.0 45 131
. . . json_iterator 379 McCC 4.6 3.9 3.0 1 28
results we obtained are reported in Section III-C. NLE 16 10 1.0 0 7
LLoc | 180  15.1 13.0 3 11
A. The Dataset CoCo| 57 158 2.0 T 203
o ) HPV | 41.0 36.9 315 11 413
The code to be analyzed within the study was a convenience M| 957 182 97.4 32 133
sample: data whose code was already available from previgu§oNieva | 260 | MeEC | 50 =8 0oz %
studies concerning completely different topics was used. |n LLOC | 215 265 13.0 3 25§
; ; ; CoCo| 46 6.4 2.0 T 61
practice, t!‘]IS amount to a random choice. . . vy | see 214 0.0 R
The projects that supplied the code for the study are listed jn M| 981 152 1004 44 13§
Table I, where some descriptive statistics for the most relevant®®” 798 Mece | 4l 3 o %
measures are also given. Methods having CoCo=0 or NOS£0 LLOC | 169 134 12.0 3 11§
; ; ; CoCo | 44 55 3.0 I 37
are clearly uninteresting, therefore their data were excluded, uev | 337 200 28.0 0 124
so Table Il does not account for such methods. Overall, the . Ml | 977 208 1014 0 137
initial dataset included data from 13,922 methods. The datagf™-socketio| 136 Mcee | 24 28 oo n
is available on demand for replication purposes. LLoc | 150 123 11.0 3 84
CoCo| 52 8.2 2.0 1 118
HPV | 393 257 32.0 0 32§
B. The Method M| 937 172 96.4 0 124
The rst phase of the study consisted in measuring the codgpdfbox 3587 Mﬁfg ‘112 ﬁ i-g (1) ig
We used SourceMeter to obtain the “traditional” measures, and LLoC | 223 218 15.0 3 330
a self-constructed tool to measure CoCo. The data from the CoCo[ 56 101 3.0 1 186
. . . . HPV | 387 285 31.0 0 74d
two tools were joined, thus obtaining a single dataset with M| 934 181 265 0 124
8.214 data points. jasperreports | 6415 McCC 4.9 5.6 3.0 1 117
' . . . NLE 1.6 11 1.0 0 10
The second step consisted in selecting the data for the study. LLoc | 235 260 15.0 3 383

We excluded from the study all the methods having CeCn

since those methods would bias the results, because of “built-

in' relationships. For instance a piece of code having CoCo =t@ perform signi cant statistical analysis. In this dataset the

also has McCabe complexity = 1; similarly, CoCo = 1 usuallgnean value of CoCo is 12, while the median is 9.

implies that McCabe complexity = 2, etc. In addition, low- The third step consisted in performing statistical analysis.

complexity methods are of little interest: since CoCo is meaMfe started by studying the correlation between CoCo and

to represent the complexity of understanding code, it is hardhach one of the other code measures. Since the data are not

useful for methods that are so simple that understanding theormally distributed, we used non-parametric tests, namely

is hardly an issueSonarQube [9] sets the threshold for we computed Kendall's rank correlation coef cient [10]

CoCo at 15, i.e., CoCea 15 is reasonably safe, according teand Spearman's rank correlation coef cienf11]. Since the

SonarQube . Therefore, by excluding only methods havingorrelation analysis gave encouraging results, we proceeded to

CoCo< 5we are sure to exclude only “non-interesting' codeevaluate correlations via both linear and non-linear correlation
We also excluded methods having Co€®&0, because our analysis. Namely, we performed ordinary least squares (OLS)

dataset contains too few methods having CeCB0to support linear regression analysis and OLS regression analysis after

reliable statistical analysis. log-log transformation of data. In both cases, we identi ed
After removing the exceedingly simple or complex methodsnd excluded outliers based on Cook's distance [12].

we got a dataset including 3,610 data points, de nitely enoughlIn all the performed analysis, we considered the results
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signi cant at the usual = 0:05 level. In almost all cases, TABLE IV
we obtained much smaller p-values, though. MODELS FOUND.
Measures adjusted R? MAR MMRE MdAMRE
C. Results of the Study MI, NL 8T 360 0.28 0.20
. : ; IMS, NL 081  3.60 0.28 0.20
The_z res_ults of Kendall's and Spearman's correlatlpn_ test#ﬂLE‘ LLOC 075 308 0.25 0.2
are given in Table IIl. All the reported results are statistically HcPL, MI, NLE 0.84 296 0.24 0.18
. ; - HCPL, MIMS, NLE 084  2.96 0.24 0.18
signi cant, with p-values well below 0.001. HOPL, NLE. LLOG 08l 304 0.5 0.0
HDIF, MI, NL 082  3.65 0.28 0.19
HDIF, MI, NLE 0.84  2.96 0.24 0.19
TABLE IlI s VI
RESULTS OF CORRELATION TEST PO MM NCE e e 028 o
W HEFF, MI, NL 082 372 0.28 0.20
easure HEFF, MI, NLE 0.84  3.01 0.24 0.19
HCPL 045 0.62 HEFF, MIMS, NL 082 3.72 0.28 0.20
HDIF 0.38 | 0.52 HEFF, MIMS, NLE 0.84  3.01 0.24 0.19
HEFF 047 | 0.63 HNDB, MI, NL 082 3.72 0.28 0.20
HNDB 0.47 | 0.63 HNDB, MI, NLE 0.84 301 0.24 0.19
HPL 050 | 0.67 HNDB, MIMS, NL 082 3.72 0.28 0.20
HPV 046 | 0.62 HNDB, MIMS, NLE 084 301 0.24 0.19
HTRP | 047 063 HPL. MIMS. NLE 084 303 024 019
HvOL 050 | 0.66 ' , . - . .
M 056 | -073 HPL, NLE, LLOC 0.82  3.03 0.25 0.20
MIMS 056 | 073 HPV, MI, NL 082  3.77 0.28 0.20
MISE| o1 | 057 HPV, MI, NLE 084 295 0.24 0.18
. . HPV, MIMS, NL 0.82  3.77 0.28 0.20
MISM -0.41 | -0.57 HPV, MIMS, NLE 0.84 295 0.24 0.18
McCC 0.71| 0.85 HTRP, M, NL 082 372 0.28 0.20
NL 050 | 0.61 HTRP, MI, NLE 084 3.01 0.24 0.19
NLE 0.50 | 0.60 HTRP, MIMS, NL 082 3.72 0.28 0.20
LLOC 055 | 0.72 HTRP, MIMS, NLE 0.84 301 0.24 0.19
NOS 052 | 0.68 HVOL, MI, NLE 084  3.04 0.24 0.19
HVOL, MIMS, NLE 0.84  3.04 0.24 0.19
) , HVOL, NLE, LLOC 082  3.03 0.25 0.20
After the evaluation of correlations between CoCo andmi, MIMS, NLE 0.81  3.59 0.26 0.19
other measures, we proceeded to building regression model%}? mtithLEoc g-gé g-gg g-gg 8-18
We obtained 65 statistically signi cant models after log-log mivs, NL, NLE 081 289 0.23 0.18
transformation of measures. Because of space constraints, heéMs, NLE, LLOC 083  3.25 0.25 0.19
MCCC, NLE, LLOC 095  1.77 0.15 0.11]
we do not report all of these models. Instead we report onlyycce. NLE. MmcciLLoc 0.95 177 0.15 0.11
the ones that appear most accurate. NL, NLE, LLOC 078 299 0.24 0.29
NLE, LLOC, MCC/LLOC 095  1.77 0.15 0.11]

Table IV provides a summary of the models we foun
For each model, the adjuste®? determination coef cient

is given (obtained after excluding outliers). We also give The results given in Table IV let us answer RQ?2 as follows:
a few indicators of the accuracy of the models (computsy study shows that it possible to build models that predict
including outliers): MAR is the mean of absolute residualghe value of CoCo based on commonly used measures, as well
(Le., the average absolute prediction error), MMRE is thes ysing Halstead measures and maintainability indexes. Many
mean magnitude of relative errors, while MdMRE is thef the obtained models feature quite good accuracy.

median magnitude of relative errors. MMRE and MdMRE are Noticeably, the independent variables that support the most
considered biased indicators: we report them here only ag@&yrate models are McCabe's complexity, the nesting level
complement to MAR, which we considered the indicator ofng the number of logical lines of code. This is hardly
accuracy to be taken into account [13]. surprising, given that elements of MCC and NLE are used in

Note that in addition to the measures listed in Table |, W@ de nition of CoCo. As to LLOC, it is clear that the longer

used also MCC/LLOC, i.e., McCabe's complexity density. the code, the more decision points it contains (on average),
hence we can expect also LLOC to contribute to CoCo. In

] ) . fact, the relationship between CoCo and lines of code was
The results of the correlation tests given in Table Ill shoy|ready observed [14].

that COCO iS Correlated W|th a” the traditional COde measurESm Conc|usion’ our Study ShOWS that CoCo does not seem
we considered. Speci cally, CoCo is strongly correlated witk, convey more knowledge than sets of properly chosen

McCabe's complexity: this is quite noticeable, considering thgditional code measures, like MCC, NLE and LLOC.
CoCo was proposed to improve McCabe's complexity.

We can thus answer RQ1 as follows: V. THREATS TOVALIDITY
Our study shows medium to strong correlations betweenConcerning the application of traditional measures, we used
CoCo and each of the commonly used code measures thastate-of-the-art tool (SourceMeter), which is widely used
we considered. Speci cally, CoCo appears most strongly cand mature, therefore we do not see any threat on this side.
related with McCabe's complexity. CoCo was measured using an ad-hoc tool that was built based

IV. DISCUSSION
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on the speci cations of CoCo [2]. This tool was thoroughlydata. Using their framework they found that CoCo affects the
tested usingsonarQube [9] as a reference, therefore we ar@nalyzability and adaptability of code.
reasonably sure that it provides correct measures. HoweverPapadopoulos et al. [16] investigated the interrelation be-
when joining the data from SourceMeter with the data fromwveen design time quality metrics and runtime quality metrics,
our tool, we were not able to always match methods identi ersuch as cache misses, memory accesses, memory footprint and
because the two tools reported slightly different descriptioi®PU cycles. Papadopoulos et al. observed a trade-off between
of methods' names, parameters, etc. We just dropped therformance/energy consumption and cognitive complexity.
methods' data for which no sure match could be found: iHowever, having used CoCo as the only design time quality
this way, we lost less than 2% of the measures. Since thtric, it is unknown whether the same kind of trade-off would
lost measures depend on characteristics that have nothinghéoobserved with respect to other design-time metrics, like
do with the properties of code being measured, they csfcCabe's complexity, for instance. Our study suggests that
be considered a random subset, which can hardly affect this doubt is well funded.
outcomes of the study Crespo et al. [17] used both the Cognitive complexity rate
Concerning the external validity of the study, as with mogtie ned as CoCo/LOC) and the Cyclomatic complexity rate
empirical studies in the Software Engineering area, we canfiéé ned as McCabe complexity/LOC) as part of an assessment
be sure about the generalizability of results. However, tRérategy concerning technical debt in an educational context.
dataset used was large enough, and the selected softwgie found that the Cognitive complexity rate and the Cyclo-
projects represent a reasonable variety of application typesmatic complexity rate provide the same results, or lack of
results, actually. Given the strong correlation that we observed

between CoCo and McCabe's complexity, the result by Crespo
Campbell performed an investigation of the developerst al. is not surprising.

reaction to the introduction of CoCo in the measurement
and analysis tooSonarCloud [15]. In an analysis of 22 VIl. CONCLUSIONS
open-source projects, she assessed whether a development
team “accepted” the measure, based on whether they xedThe “Cognitive Complexity” measure (CoCo throughout
code areas indicated by the tool as characterized by higfie paper) was introduced with the aim of improving the
CoCo. Around 77% of developers expressed acceptancecapabilities of McCabe complexity in indicating code that is
the measure. dif cult to understand and maintain [2]. Rather than a proper
An objective validation of the CoCo measure was performedeasure, CoCo is an indicator, whose de nition accounts for a
by Mufioz Babn et al. [3]. They retrieved data sets from pubfew characteristics of source code. Among these characteristics
lished studies that measured the understandability of soufte the number of decision points (e.g., if, for, while and switch
code from the perspective of human developers. They collectdtements) and the level of nesting of control statements.
the data concerning various aspects of understandability, a¥vhen CoCo was proposed, no evaluations were published
well as the code snippets used in the experiments. Thegncerning the relationship between CoCo and traditional
usedSonarQube [9] to obtain the CoCo measure for eachmeasures that directly address the aforementioned characteris-
source code snippet. Then, they computed the correlationtist of code. In this paper, we have reported about an empirical
CoCo with the measures of various aspects of understastlsdy aiming at evaluating the correlation between CoCo and
ability. Mufioz Babn et al. reported the correlation betweeseveral traditional measures, including those addressing the
CoCo and various aspects of understandability for each s#me characteristics of code taken into account by CoCo. To
the 10 experiments reported in the selected papers, as Wei$ end, we measured a few open source projects' code, ob-
as a summary obtained via meta-analysisfibluBabn et al. taining the measures of 3,610 methods. We then performed sta-
concluded that CoCo correlates moderately with some of thistical analysis using both correlation tests (namely, Kendall's
considered understandability aspects. and Spearman's rank correlation coef cients) and regression
The paper mentioned above dealt with evaluating the effeanalysis.
tiveness of CoCo (a measure of internal code properties) a’e found that CoCo appears strongly correlated to Mc-
an indicator of understandability (an external code propertyJabe's complexity and slightly less strongly correlated to
To our knowledge, nobody performed an analysis dealing witleveral other code measures. We found several regression
how internal code properties only are correlated with CoCamodels of CoCo as a function of traditional measures. Not
Nonetheless, CoCo has been used in some evaluatiagprisingly, one of the most accurate models involves Mc-
CoCo is provided bySonarQube [9] together with many Cabe's complexity, NLE (Nesting Level Else-If) and LLOC
other measures and indicators, so some researchers {ttee number of logical lines of code) as independent variables.
used SonarQube to collect code measures ended up usingonsidering that the most accurate models have MAR=1.7,
CoCo together with other measures. Among the papers thdtile the mean CoCo is 12, we may conclude that—at least
have used CoCo are the following. for the considered software projects—CoCo does not appear
Kozik et al [14] developed a framework for analyzingo convey additional information with respect to traditional
software quality dependence on code measures and otmErasures.

VI. RELATED WORK
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In conclusion, the study reported here casts the doubt that
CoCo does not provide appreciable new knowledge than the
measures of code that are traditionally accociated with the
notion of complexity.

We plan to extend this work by 1) analyzing additional
code, 2) using different statistical instruments (e.g., Pricipal
Components Analysis), 3) using Machine Learning techniques.
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Abstract2 In Agile Software Development, story points indicate Counting function points to characterize functional size, or

the effort needed to implement a user story up to the Biaition software development effort, or something, are not nedgssar
of Done. Hence, story points can be applied to track thgrogress  metrics. Counting points does not measure anything else ex-

of a software product under development. A major drawbaclof  cept points unless the points mark some unit on a measure-
their use is that they do not allow predicting the nurber of  ment scale.

sprints needed to create or modify a software product, natven
for a minimum viable product. A more promising way to meas- B. Measurement Methods

ure sprints is to use functional size counts determinkby IFPUG ISO 19761 COSMIC [5] measures size by counting data

or COSMIC. Both methods yield useful results when coectly movementsTwo measured applications can be combined into

interpreted. However, the functional size of the product is not o by simply adding their count&his works because the

simply detelrmined byfthe totalhquctionaIityfimplemeyrj[tedin system boundary does not impact the count; contrary to

sprints. Agile teams often touch the same functionaiit more . ’ .

than once; adding new requirements to existing functicality IFPUG. ISO.20926 IFPUG6] has five elementary units
whose counting value depends on the boundary, because of

must be handled adequately, and some already implemente . . e
functionality is disregarded. Moreover, refactoring, removing the File Types ReferenceTR). Adding two applications

technical debt and software testing adds effort, measudein  Yi€lds questions: what to do if theternal Logical File(ILF)
story points, but adds no functionality. of one application becomes &ixternal Interface FilgEIF)

of the other? What if a new requirement adds sbata Ele-
Keywords® Agile Software Development; Software Metrics; ment TypdDET) to an elementary data unit? Does it affect alll
Software Sizing; Sprint Performance; Product Cost Management previous counts? There does not seem to be an easy way to

Thought Experiment; Gedankenexperiment. combine two IFPUG counts and get the correct count for the
combined application. IFPUG does not comply with the VIM
I. INTRODUCTION and the GUM, whereas COSMIC does.

. However, compliance is needed when counting each sprint
_ A Software Metricis a measure of some property of a,nq trying to get a valid size estimate of the total probyct
piece of a software artifact or its specifications. Asweare-  ihe sum. Each sprint creates a mini application ttheoret-
lies on a measurement method that fulfills the definitiohef t ically +should already provide value to the customer and pro-
VIM and the GUM: _ vide some functionality. The next sprint adds new functional-
x The VIM: ISO/IEC Guide 99:2007, 2007. Interna- ity changes existing functionality, and even might remove
tional Vocabulary of Metrolog +Basic and general some already obsolete functionality. A set of stated require
concepts and associated terms (VIM) [1]; ments often varies because during agile software development
X The GUM: ISO/IEC CD Guide 98-3, 2015. Evaluation some requirements can be removed from the backlog, whereas
of measurement dataPart 3: Guide to Uncertainty in  new requirements are added. In addition, modified require-
Measurement (GUMR]. _ ments remain in the backlog.

ISO 19761 COSMIC [3] defines a software metric; ISO  |n COSMIC, these activities can be modeled, basically by
20926 IFPUG [4] a size count. Both methods are useful fagistinguishing data movements created anew from those
the purpose of measuring sprint performance in Agile. amended or enhanced. The total of data movements, new de-
veloped, enhanced, or re-developed, describes the dize of

) roduct at any given moment in tims.e., at the beginning
One can add, subtract, compare, and multiply measurgfa sprint+while the performance of a sprint should be meas-
ments for instance to combine part measurements iné@a&-m red by counting all data movements touched, be it the tota
urement of the total. Sometimes, for instance when megsuri o newly created, enhanced, re-developed, or deletedirihis
a distance between two places, trigonometry is need®i-  pjies that data movements count every time they are touched
; i rFSr the sprint, but only once for size. Since there are ysuall
whole distance because of hills, slopes and angles. different product delivery rates for new development and

A. Combining Measurements
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enhancement [/pne can compare such metrics with perfor- ~ x Functional size of each sprint, corresponding to work

mance data from other software development undertakings. performed per sprint, and therefore to the development
With IFPUG, modeling the elementary data functions and team performance;

transactions also allow sizing the product, or the spriotv-H x Total product size, corresponding to the total value of

ever, these sizes do not add easily but still approxiperte work performed that contribute to the product in use.

formance of a sprint. Thetotal sum of sizes of all sprints is not equal to tha tot

For detailed information about these measurement metiproduct size, else it would not be agile development.
ods, consult the manuals (COSMI] and IFPUG [4]) and This is due to new requirements that change functionality
the ISO standards (COSMIE] and IFPUG [6]). Fehimann that already had been implemented. Also, some funditipna
[8, p. 130ff] provides a comparison for using these methodsnight initially be implemented in a provisional way. lISti
When to use which method depends from the application &uch work had been performed in the sprints, and it would not
business domain. For transactional systems, use IFPUG; f@§H FRUUHFW WR GLVFBUWR &XFW LZRU N 6[R!
Internet of ThinggloT), communication, and service archi- times, the initial functionality was necessary to uncoker t
tectures, developers prefer COSMIC; compare with Fehlmangorrect requirements; sometimes, such functionality was a
(9] stub that made the piece of software valuable to thamuae
initial, provisional state. Examples include automated data

C. Research Questions - e ; _
i connectivity that initially was substituted by some maimual
While the teUP WSURMHFW { Kom\Agel[M0D S gfd facdiity. G

and DevOps [11], the old lore about projects regarding qual-
ity, effort and time constraints remains valid. The saames| A. Data Movement Maps

hold for agile sprintsStory Pointg12] are widely in use to For measurement, we ud@ata Movement Mapsind
predict the content of the next sprint, basednW Helfdt{ V Transaction MapsFrom data movement maps, a COSMIC
prediction. There is no distinction betweuanctional User  count can be obtained automatically; from a transaction map
Requirements (FUR) and Nonfunctional Requirements an IFPUG count. The automated counts are reasonably good
(NFR) [13]. Consequently, story points are not suitable foapproximations, enough for the purpose of monitoring agile
benchmarking, even if some sort of standard story points aggrints.
defined for comparison between different teams.

The question is whether functional sizing conformant to
ISO/IEC 14143 [14] provides value to agile teams. Some de
velopers will deny that, with the argument that functiompo  comne [ oo [ [ Firciond | biver popicdy
sizing traditionally has been used to predict the dizkeofi- | | [ |
nal product. But agile development works without a known R I I
finished product, therefore no such size can be detedmine ' (3! Read Data from e |

Nevertheless, there is a need to assess and predict cost o . Start Other Appicton :
development, operation, and maintenance for software. Tradi-
tionally, measuring functional size and benchmarking has
been used for predicting operational and maintenance cost [7]

4. Get Re_%oonse from Other Agm"cation

é 5.// Write Data into Sgre

I
Why should this not be possible for agile sprints? ol CelResul D : :
To make functional size measurement useful for agile, we ! ATl ListEntigs I
need to answer the following research questions, for both beee & 80 show Enigs ! !
COSMIC and IFPUG-based size measurements: Lo/ Dolete Enty ) I I
X What exactly to measure? M I 10/ Confirn Deleton "
X When to measure? ; O , ,
x How exactly to measure? ?‘Mef" ; ,
X How does the final product relate to sprints?
X How does functional size relate to story points? Fig. 1. Data Movement Map with Four Objects of Intesesl two Triggers
X How many sprints are needed to buill@imum Vi-
able Product(MVP)? [11] How to create these maps and its automatic counting, con-

To answer these questions, we condugedankenexper- sult Fehimann [8, p. 130 & 160]. We distinguish four types of
imentaddressing mobile app development, closely based dabjects of Interest

actual experiences. x Functional Processes: Objects that perform functional
We introduce the two methods for measuring functional processes in the COSMIC sense. One object of interest
size, then describe the approach and the sprints meabered, can perform more than one functional process; thus, it
do a Retrospective and finally present the findings. represents for instance one Virtual Machine (VM), or
Electronic Control Unit (ECU) performing different
Il THEMEASUREMENTAPPROACH calculations rather than a single COSMIC functional
Per sprint we execute two distinct functional size measure process;

ments in parallel:
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x Persistent Store: Objects that persistently hold data. from one or more internal logical files and external in-
Contrary to the COSMIC definition, they can provide terface file.
data services to several functional processes; x External Inquiry (EQ): An elementary process with
x Devices: A device can be a system user or anything both input and output components that result in data
providing or consuming data; retrieval from one or more internal logical files and ex-
x Other Applications: other applications use functional ternal interface files. This information crosses the ap-
processes the same way as devices do, however, they  plication boundary. The input process does not update
typically represent other software or systems that can any Internal Logical Files and the output side does not

be modeled the same way using data movement maps. _ contain derived data.

As shown in Fig. 1Triggers indicate the starting data For counting, these five elementary types of data functions
movement of one or more COSMIC functional processedr transaction are categorized as either low, mediumgar hi
Thus, one object accommodating several functional processegmplexity. This yields its functional size. The complexity de-
can have multiple triggers. The automatically caledabtal ~pends on th®ata Element Typ¢DET) handled by each ele-
count appears on the top. ment, and the number Bile Type Referencg@TR). Conse-

Data Movementalways move ®ata Group which can  quently, ISO/IEC 20926 IFPUG defines a count with jumps,
be thought as a data record. Its uniqueness is indicated Bgt a metric.
color-filled trapezes. A second move of the same data group Adding data elements can let the complexity assessmen
between the same objects within a COSMIC functional projump from one level into another. Moreover, replacing func-
cess lets it blank, because it does not add any addifioral  tionality is sometimes not reflected in the count.
tionality. It is not counted for functional size according the  For counting model elements in ISO/IEC 20926, it is nec-
COSMIC method3]. essary to know the boundary for the complete system. The

Data movement maps can automatically be counted fdieason is that the total number of FERepresented as con-
ISO/IEC 19761 COSMIC [3] functional size. Moving the nectors in data transaction magisnpact the size of the trans-
same data group twice between the same objects ofsiniere action-type model elements. Without knowing the whole sys-
counted as one function point only. On the other hand, one c&m, parts cannot be counted, if following the rules of the
combine as many data movement maps as possible and colffPUG manual [4] exactly.
the same total of data movements, notwithstanding how the As already mentioned, the IFPUG count does not conform

boundaries are drawn. to the VIM and the GUM. This makes the IFPUG counting
. method unattractive both for agile software development that
B. Transaction Maps needs to count the functional size of sprints, and even more

The IFPUG model [4] defines a count for functional sizefor test metrics. Any such metric relies on the VIM arel th
by counting model elements that are conceptually familiar t6sUM when comparing size of sprints, adding sprints to the
traditional mainframe software: Elementary Data Functionsvhole product, or when sizing test cases.
and Elementary Transactions.

The following five functional components of the software Enter Statt Data Df“—‘%?—ﬁ”w
evaluate for the count according to the ISO/IEC 20926 IFPUG 5L 2L
rules based on the user requirements: Show Exies

X Internal Logical File (ILF): A user identifiable group (A

of logically related data that resides entirely within the
applications boundary and is maintained through Ex- GelResul Data
ternal Inputs. 20k

x External Interface File (EIF): A user recognizable

group of logically related data or control information
referenced by the application being measured; how-
ever, maintained within the boundary of another appli-

cation. e |
x External Input (EI): An elementary process in which — =
data crosses the boundary from outside to inside. The 511 JRIETEY
Other Application Persistent Data Store

data can be either control information or business in-
formation. If the data is business information, it main-
tains one or more internal logical files. If the data is
control, it does not have to update an internal logical
file. Fig. 2. Transactioiap for the Piece of Software Already Shown in Fig. 1
x External Output (EO): An elementary process in which

derived data passes across the boundary from inside to Transaction Maps, as shown in Fig. 2, are a way tolvisua
outside. The data creates reports or output files sent ige the IFPUG model for a software system. Depending upon
other applications. These reports and files originatehe architecture, more than one transaction map is néeded

a modern architecture software system. Then, typicaligeso

IFP=2€ Boundar'
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ILF has its data managed by one transaction map while others In real life, there are a lot more functional users involved
access the same elementary data elements as an EAisB8ec + IlURP &RPSOLDQFH 2IILFHU WR WKH ED(
of the boundary rules in IFPUG counting rules [4], this leadpartment £providing additional user stories such that a real
to double counting. The automatically calculated total tounset contains rather a hundred stories instead of eight.
is shown at the bottom. Counting the vision for the Android Mobile App with the

Both, data movement maps and transaction maps are welight user stories shown in TABLE | only yields 188 IFR; th
suited for use with agile teams, for visualizing which element€OSMIC count is 105 CFP. We always start with a vision;
of software are touched in each sprint. The model elementhus, product size is approximately known. Sizing the vision
can be used for communicating work done in sprints, at thellows identifying layers, data functions by IFPUG, respec-
same time providing its functional size. Business people ustively objects of interest when using COSMIC.
ally prefer the transaction maps; developers the data movg- .

. The Architecture

ment maps. o _
The example shown here is invented; however, it follows
. AN APPDEVELOPMENTEXAMPLE as closely as possible real experiences made in practizing s
Software development typically starts with a vision, oftencoUNts in agile development.
described by an initial backlog of user storiesometimes, The architecture is standard. The smartphone never ac-

ratherEpics that are functional user requirements in a granu¢€sses banking data directly but always uses a middleware

larity way above what is needed for implementation and cod2€re calledApp & Web Servertto connect to real banking

ing. Usually, epics evolve into user stories during initiaidata. Most of the architectural components already exist but
sprints. A vision is not what will be implemented at soater] neéed some enhancements for the new Mobile App.

time it is the idea of the vision that it remains a vision For sizing, the preHd [LVWLQJ SDUWV DUH WDJJ
changes while requirements get better understood and chanfe 1 QWV" FRPSDUHG ZLWK WKH *@HHGH Y
as well. Comparing the initial vision with the product retn ~ additional features. Product size is the sum of both.

later, after enough sprints, is nevertheless intereatiddelp- We have functional users for all five application systems;

ful for product owners and requirements engineers alike. ~ thus, they add to functional size. The functional userespre
resented by the broad arrows in Fig. 3. TAN, IAM, and CMS

A. The Vision services are already existing and will not need any eehanc
The vision consisted of eight rather simple user storieghents. The App & Web Server also is standard, but many
based around the introduction of barcodes allowing for scaftnctions require a server part, for accessing data or storing

ning paper bills by an ordinary smartphone, creating transagata that does not belong to the relatively unsafe smartphone
tion that a bank can execute. For instance, transactions and access keys are neveratored

a smartphone.

TABLE I. INITIAL BACKLOG USER STORIES FOR THE ANDROID
MOBILE APP C Android Mobile App )

Label As I want 6XFK WKDW« 6R WKDW:
D « W R «
Login App be sureto By using Fingerprint |can be
User access my foridentification and confident for
Giro TAN for authentica- my privacy
Account tion
Scan QR App scanmy typingin IBAN and paying bills is

(App & Web Server )

Content

SMs
Generate

Identification & Authentication

Code User bills reference information with one click
is no longer necessal
Use Giro App use my | can access banking to pay bills
Account User Giro services with my TAN 1AM CMS
Account Smartphone
Create  App create it's simple to pay bills ) ) )
Transac- User transac- Fig. 3. Architecture Overview
tions tions
Edit App view & I'm informed about  account status .
Transac- User edittrans- what I'll pay remains under C. The Sprints
tions actions control Sprint 01 *Allegro. We assume, the development plat-

Schedule App  selectthe | can plan for my ac- accountstatus — form for Android was already installed, and thus we do not
Execu- User date of count balance remains under . . !
need an extra sprint to set it up.

tion execution control . . . .
Account App review ali pending transac-  account status Also, the team is experienced and used in cooperation. Ac-
Status ~ User account  tions are considered remains under cessing a camera on a smartphone is nothing new for nobody.
status control Therefore, the team started without hesitation. The teex
Refill App Iink'toa | can refill my Giro I'mapletopay OHFWHG WKH 39LHZ *LUR $FFRXQW 6WD\
User savings  Account my bills priority. This user story had been badly implementedreef
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and drawn much criticism. This priority decision allowsibus As before, the App & Web Server is also affected and
QHVV WR VHH YDOXDEOH UHVXOWYV Zdeil¥ Koin@ addidralAlhetidohelifly. We Iihkthe Giro account

In the first sprint, th&iew Account Statugser story was to some savings accounts in case normal income, gglare
selected from backlogactually, from the vision. Story Point salary payments, are not enough to keep the balance in the
(StP) estimations are in parenthesis: positive.

X As App User, | want to review my Giro Accountstatus $YRLGLQJ GRXEOH FRXQWLQJ ZH DWW
such that | can plan for my account balance to keepel to Session Key and Giro Account that was already created
account status under control (8 StP). in Sprint 01. For IFPUG, the EIF already initiated sush a

The Product Owner discovered two new user stories, nddentity Access Management and Mobile Content are also not

part of the initial vision, now added to Backlog. The teamc counted, since not enhanced.
sidered them uttermost important: Sprint 03 +£Scherzo.Managing and scheduling transac-

x As App User, | want to include my credit cards in thetions means that we somewhat refine two user storieslthat a
Giro Account statement such that | see the amount negeady were part of the vision:
essary to pay my monthly statements, controlling Giro  x As App User, | want to view, edit and delete transac-
balance (8 StP). tions that | scanned before execution, such that | am

x As App User, | want to connect with my credit card informed about what | pay, and my account balance
accounts such that | can use the same Giro for credit ~ remains under control (8 StP).
card payments, keeping account status under control (8 x As App User, | want to see pending transactions such

StP). that | know what will happen to my account balance (5
These two new user stories let the product size grow. Ini- StP).
tially, the vision, or initial backlog, can be used toraate the x As App User, | want to reschedule transactions such
final product size, but the product size growths with each that | can plan for my account balance and my Giro
sprint finally expected when new user stories are discdvere account is not overdrawn (3 StP).

and added to the backlog. Therefore, it is safer to metsire Now we listen to the voice of therivate Banking Coun-
real product size, as implemented after each sprint. In ogelorand add yet two more user stories:
case, the need for linking credit cards affects middlewsre a x As Counselor (or as Compliance Office), | want to be

well; thus, the App & Web Server also starts growing ttieh sure that all transactions are traceable such that any

new Android Mobile App product. misuse or erroneous action can be reversed (5 StP).
Also, the Login procedure was selected for its technical x As Counselor, | need the possibility to view the Trans-

importance. This functionality was reused from a previous action Log (8 StP).

Mobile App and thus is not a new development: Thus, the log file becomesTaansaction Logand will get

X As App User, | want to be sure to access my Giro Acenhanced functionality that allows those two functional users
count by using fingerprint for identification and TAN to help their customers, respective meet legal reqeintsn
for authentication such that | can be confident for mye.g., when scanning transactions for tax fraud.
privacy (3 StP). The transaction log is not something that the user needs,
Involving credit cards from foreign banks has become posar wishes, but is useful when the bank needs blocking and re-
sible thanks to a new standard ISO 2Q0®2t has been opening transactions. Since the App user needs such function-
adopted throughout the EU, defining account access interfacafity, and since he or she also wants to see transéisiony,
between different banks [15]. This new feature seems to inhis is a FUR that must be counted. The main reasdrafer
FUHDVH FXVWRPHUVYT DFFHSWD Q F HinfRr&hs¥¥ttohlis Qdmpliab g GHIel€s, vieRalsd 3tdoed
App. the voice of the Private Banking Counselor who wants to be
Sprint 02 *Andante. This sprint implements the main able to support its customers effectively.
functionality, namely scanning a bill and creating a tans The need to view the transaction log is logically a part of
tion that the Backoffice systems can execute: middleware, the App & Web Server, although it might net ex
X As App User, | want to scan bills received with my actly belong there, and most probably will be implemented
smartphone and pay without typing any IBAN or othersomewhere else.
reference information, with only one click (13 StP). Sprint 04 tMarche Funébre.The Security Officer found
x As App User, | expect that scanning creates a transaout that Android posts all images on some Cloud Service as
tion scheduled for next day to pay my bills (8 StP).  soon as connected to some WLAN. However, this service can
x As App User, | want to use my Giro Account, without be switched off.
a complicated process, to pay my bills (3 StP). The ability to switching off needs additional functionality
Note that scanning and creating a transaction is only or@n the smartphone. It requires saving the user settingaréhat
elementary transaction is IFPUG. We also want a irkav-  Valid outside of the Mobile Payment App. Therefore, tiere

ings Accounts: another new user story:
x As App User, | want to link my Giro Account to some X As App User, | want to make sure that my camera
other Savings Account such that | can refill my Giro scans a bill only for my Mobile App such that nobody
for paying my bills with my smartphone (5 StP). cs:alg)trace my payments, and things keep private (13
tP).
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Instantaneous posting of pictures taken with a smartphone Sprint 06 +Menuetto is meant to add better appealing
to Instagram, Twitter or some cloud service is a standard fe&unctionality to the Android Mobile App. Graphics are always
ture; however, it is not straightforward to consider itsihdt  better than just numbers; the Android library used allows to
a bug; it is a new feature. create graphs with relatively little effort. Thus, thenteas-

Obviously, a workaround could be to access the camergigned high priority to these user stories.
directly, exclusively. Using the preinstalled camera app in- This results in rather few new functionality, but sosice
creases portability but carries the risk that usuallyrsiodde  nificant enhancements of already implemented functionality.
is not open. Hidden backdoors might persist even if settings Sprint 07 tFinale. For the final sprint, we have only one
DUH VZLWFKHG WR 31R VKD UH D P)RRWaddiidhl udeistory) dddew, Bhex vhakés Kvbtk Bone previously
settings are kept persistent. for the graphical representations partially obsolete, imduci

The transaction, or data movement, already counted ienhancements to the already finished functionality progidi
Sprint 02 therefore gets changed and replaced by some nevgyaphic settings.
developed software for scanning bills. This sprint provides A little late maybe, our product owner might have talked
work on the Android Mobile App only. Because access to into some user representative and found out that graphics are
ternal smartphone camera settings is rather trickge must  welcome, but they should be available on the websotui-
hack around internal privacy protectichtotal amount of ously tlook the same.
added or enhanced functionality remains low. Thus, we must move the graphical settings data function

ORUHRYHU WKHUH LV D 35HILOO *ftdthRbe XrvditphodaAb&ecl to ltHe SévdiP Fhd Wakl the addi-
in Sprint 04 that complements the link to some savings adional advantage that users retrieve their settings even af
counts, and alert functionality: losing or exchanging their smartphdne does not impact the

X As App User, | want to refill my Giro account in case Mobile App. The new functional user story reads as:

normal funding is late or insufficient, such that | can  x As App User, | like to share my spending history
pay my bills that are scheduled for payment (8 StP). graphics with other platforms, by seeing the same

x As App User, | want an alert in case of missing bal- graphics in Web Banking (8 StP).

ance, such that | can pay my scheduled bills (5 StP).  The necessary finishing touches are represented again
Sprint 05 intermezzo.The code quality static tester tool non-functional user stories:

in use by our team, is not very happy with the amoumieoh- X As a developer, | want everything well documented
nical Debtthat already has piled up. Source code needs refac- (13 StP, non-functional).
toring. This gives rise to a new user story: X As product owner, | want automated tests before re-
x As Developer, | want to make sure that my software is lease (8 StP, non-functional).
bug free, maintainable, and contains minimal technical This user story makes the previous solution (keeping
debt (13 StP, non-functional). graphical settings on the phones) obsolete.
X Another user story was added to the sprint backlog:
x As Business Owner, | want to make sure that our Mo- IV. RETROSPECTIVE
bile Payment App runs on all neesmartphone brands In retrospective, process metrics are analyzed.

and software versions in use (13 StP, non-functional; %
suitable test service is commercially available :
This requires software tests:

Product Size Growth

o Static Tests and fixing of bad code. Product Size at Start of Sprint according IFPUG
o Dynamic compatibility tests with as many popular Android Mobile App App & Web Server
smartphone brands as possible. TN T S——
The Intermezzo Sprint does not add or enhance any func- sprintor 271FP 211FP 1291FP 12¢
tionality neither to the Android Mobile App nor to any other — awmos 111 soire R oL A !
applicationsBoth user stories are nonfunctional. Sprint04  153IFP 65 IFP 218IFP  36IFP  129IFP

- - Sprint 05 167 IFP 68 IFP 6 IFP 241 1FP 36 IFP 129 IFP
~ Sprint 06 *Menuetto. Overall progressis good, thus Nnew  syines 16710 ssrp  6Fp  220Fp  361Fp  1291FP
ideas find fertile ground with the following new user stories: ~ Spinto7 1991FP  68IFP  6IFP  2731FP  36IFP  1291FP
. . . Final 174 IFP 86 IFP 13 IFP 273 IFP 52 IFP 129 IFP
X As App User, | like to see my spending history graph-
ically, such that | can distinguish what | spent by pay-  ProductSize Growth

ments and credit card, for managing liquidity (13 StP).

x As App User, | want to set the time slot for the graph- 500 1FP
ical spending history, such that | see trends, and | can o
determine when to refill my Giro Account (3 StP). 3001FP

A similar new user story also seems important enough for 2001FP

implementation: o l I I I | I I I

x As App User, | like to see spending statistics, suah th
.. . Sprint01  Sprint02 Sprint03  Sprint04 Sprint05 Sprint06 nSpA Final
| can distinguish how much | spent for what, to plan
. App & Web Server  Android Mobile App
my future spending (8 StP).

Fig. 4. Application Growth according IFPUG
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Product Size at Start of Sprint according COSMIC Sprint 05 does not add any functionality, for both meas-
- urement methods.
Android Mobile App App & Web Server
New Dev  Enhanced  Re-Dev Total New Dev  Enhanced  Re-Dev . .
Vison  86CFP__ 19CFP 105 CFP 32CFP 3% Sprints according COSMIC
Sprint 01 32 CFP 32CF . )
Sprint02  20CFP 19 CFP 39CFP  8CFP  32CFP . Android Mobile App App & Web Server
Sprint03 53 CFP 22 CFP 75 CFP 8 CFP 32 CFP . New Dev Enhanced Re-Dev Total New Dev  Enhanced Re-Dev
Sprint04  93CFP 22 CFP 115CFP  17CFP  32CFP Sprint0l ~ 20CFP 19 CFP 39CFP  8CFP 8
Sprint05  110CFP  24CFP  1CFP  135CFP  17CFP  32CFP Sprint02  36CFP 9 CFP 45 CFP
Sprint06  110CFP  24CFP  1CFP  135CFP  17CFP  32CFP Sprint03 ~ 39CFP 9 CFP 48CFP  9CFP  4CFP 1
Sprint07 _ 132CFP__ 24CFP__ 1CFP__ 157CFP__ 17CFP___ 32CFP Sprint04 21CFP 5CFP  1CFP  27CFP
Final 120CFP__ 35CFP__ 3CFP__ 158CFP__ 25CFP__ 32CFP Sprint 05
Sprint06 22 CFP 22 CFP
Product Size Growth Sprint07  2CFP_ 11CFP_ 2CFP__ 15CFP__ 8CFP ]
Total 140CFP_ 53CFP_ 3CFP__ 196CFP__ 25CFP__ 4CFP

250 CFP Sprint Performance in COSMIC

200 CFP

150 CFP 80 CFP

100 CFP gocrp

40 CFP
50 CFP
20 CFP
y oW , ) ,
Sprint01  Sprint02  Sprint03  Sprint04 Sprint05 Sprint06 Spdnt  Final Sprint01  Sprint02 ~ Sprint03  Sprint04  Sprint05  Sprint06  Sprint 07
App & Web Server  Android Mobile App App & Web Server  Android Mobile App
Fig. 5. Application Growth according COSMIC Fig. 7. Sprint Performance measured with COSMIC

In COSMIC (Fig.5 ZH KDYH OHVV 3(QKD QPArat03 Ry PW@W%’ enhancements in existing func-

ality compared with IFPUG (Fig. 4), because a data movemefonality that was impacted by new, or changed, usgrire-

might be newly developed even if connecting two already e ments. Performance covers both new development and en-

LVWLQJ REMHFWV 7KHUHIRUH ZH |RceEegssingapriibtyprs-pivork paning efigrivT pe incre-

ments within the Android Mobile App. ment of product size, in contrary, as shown in Fig. 4ragd
Note that when newly developed functions become enP. deteriorates even more from sprint to sprint.

hanced, because of new requirements, they change the stat The team estimated story points as shown in Fig. 8, ac-

IURP 31HZ '"HYHORSPHQW  WR 3(QKD @%d¢ing to]its gwyhabitssandrrdes.Filwe Yregig perfor-

In fact, it means that these functions have been changed. Mmance with Sprints 05 and 07 does not appear in StorysPoint

] the team had a lot to do but did not add new functionality.
B. Sprint Performance

. . . . Story Points
The IFPUG sprint sizes sum up to something higher than i
product size; this is an indication that the vision has - 24 User Stories
H H H H Total
plemented in full. 'In the Ar]dr0|d Mobile App, there is some Sl 5P o5 5P 35 »
deleted functionality in Sprint 04 and 07 that does not add to Sprint02 13 8SP 3SP  5SP 29
H : Sprint 03 8 StP 5 StP 3 StP 5 StP 8 StP 2¢
size but to sprint performance. The App & Web Server bas n Smids 135F &SP 5SP iy
re-developed functionality. Sprint0s 135 13SIP 2%¢
Sprint 06 13 StP 5StP 8 StP 26!
Sprints according IFPUG Sprint 07 13 StP 8 StP 8 StP 29!
Final 81 StP 55 StP 35 StP 13 StP. 8 StP 19:
Android Mobile App App & Web Server . .
New Dev  Enhanced  Re-Dev Total New Dev  Enhanced  Re-Dev SprintProductivityin Story Points
Sprint 01 55 IFP 43 IFP 98 IFP 23 IFP 28 IFP 4
Sprint 02 51 IFP 39 IFP 90 IFP 30 StP
Sprint 03 52 IFP 24 IFP 76 IFP 13 IFP 42 IFP £ 20 StP
Sprint 04 29 IFP 13IFP 6 IFP 48 IFP 10sP
Sprint 05
Sprint06 32 IFP 32IFP ) ,
Sprint 07 71FP 18 IFP 71FP 32 IFP 16 IFP 1 Sprint Sprint  Sprint  Sprint  Sprint  Sprint - Sprint
Total  226/FP__ 137IFP__ 13IFP__ 376IFP__ 52IFP___ 70IFP . ot 02 08 0405 06 07

User Stories

Sprint Performance in IFPUG

Fig. 8. Story Point Estimates by the DevelopmennTea
(non-comparable with other teams)

150 IFP n

100 IFP =

“* 1l | J The team estimated a total sf{t — for the final 24
SPIO  Spim®2  SpG3  Smio4  Spini05  SpinC6  Spnt07 functional and non-functional user stories, grown from the
App & Wi Server  Anroid Moble App original eight user stories for the initial vision (Tahle

Fig. 6. Sprint Performance measured with IFPUG
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Productivity in IFPUG FP preparing deploymeniNew, more detailed FUR are uncov-
TotalDev #Sprints __Length _ HoursiDay Team Sif2DR ered in this process. This seems characteristitiéptoduct
48IFP 7  10Days 72h 68 TWIFP under development, and is supported by DevDjps form of
Productivity in COSMIC FP this Fractal growth curvédepend on the amount of shift-lest,
TotalDev #Sprits _ Length  HoursiDay Team SiRDR and on the details of the DevOps appro&dr instance, with
225CFP 7 10Days  72h 6.8 15 hiCFP Autonomous Real-time Testi§RT) [18], testing becomes

an ongoing activity. Then, even while effort, and thus cost, is
evenly distributed over the full product life cycle, functibn
L - . growth is not

This yields a Productivity Delivery Rate(PDR) of Smoothing the curve, the mathematical representation of

y S , respectivelyswS . The same calculation can o '\,ve suggests a logarithmW KDW ZRXOG VXLW W
also be done for story points and yields a productivity number,_ RZHYHU 3IUDFWDO  VXJJHVWWddHODWL"

Fig. 9. Overall Productivity, in IFPUG and COSMIC

Productivity in StP Delivery serving high interest. This needs further investigation.
Total StP_#Sprints __ Length _ Hours/Day Team Sifate should become the target when benchmarking performance of
1928t 7 Days  72h 68 18NSt software product development methods, and teams.

Our thriving experiment opens more questions than it an-
swers. Nevertheless, for axfeesearch questions we have an-
Agile methodology uses velocitgthe number of story SWers, thanks to our Gedankenexperiment: o
points that the team can implement in one sptfor predict- x Management should monitor the characteristics of the
ing duration and cost of product development. The respective fractal growth curve.
velocity in our Gedankenexperiment amounts to 18 h/StP. X We know what to measure when, and how. We need

Fig. 10. Overall Productivity, expressed in story points

However, velocity does not allow to predict what functidyali both functional size and story points.
can be provided at the cost of those sprints. x We prefer the subjective team measure captured by
i story points over effort measurements by counting

C. Cost of Agile Software Development hours. Story points better reflect the difficulties en-
As explained above (section A), cost estimates depend on countered and mastered by the team.

the sprint productivity; however, it is difficult to pretihow X Measuring agile development must address each

many new requirements will be detected during the agile sprint, not just the final product, an initial vision (or

sprints. Nor does the number of sprints planned predict the backlog),or the MVP. The reward for these additional

amount of functionality, and thus size, of the resulting prod- measurements is apparent.

uct. x Comparing the size of the product with the effort spent
Nevertheless, such predictions are feasible uQuglity in sprints indicates how much work was spent in get-

Function DeploymentQFD) [16] by analyzing how well the ting the requirements right, implementing NFR, refac-

vision meets the needs of the customer or user [17]. toring, removing technical debt and other quality im-

o provements.

D. Finding.s i ) , X While the product can be compared with the vision in
From Fig. 6 and Fig. 7 it becomes apparent that functional terms of size, the implemented features might differ

size growth diminishes when looking at later sprints. Intui- quite a bit. Also, the MVP does not remain stable and

tively this is clear, because tests, refactoring and daatame undergoes change.

tion become more and more dominant later in the prodact li
cycle. The relation between e_ffort and product funct_ional size used for measuring agile depends on the product do-
increment deteriorates over time. The amount of thisridet main; both methods work for managing development

ration is paramount for predicting cost of product develop- despite the lack of VIM/GUM compliance of IFPUG.

ment. It should be restated that this Gedankenexperimenttsfl

Sprint performance in terms of fiinctional size. deieriorate@ne practical experiences made when monitoring agile soft-
from the start value to about one third. Product size ineteme, - o development, in various industries, over five yeaws n

)QIs0, the tools we use for counting are adapted to agilel-dev

highly interesting to cost estimators. Surprisingly, not much '%pment, avoiding double counting for sprints and the product.

published in the scientific literature aibout this curve. It looksrhus. the effort for measuring sprints is equal to the efffort
like this curve describes some functional growth, without an,e 5 ring the final product; only the work is in sprintsegt
apparent limit+it is not a saturation curveeven while the -0 monolithic.

effort, expressed in story points, remains stable and constant
(Fig. 8. The implemented FUR seem to generate additional V. CONCLUSION
FUR like fractals.

This ¥ractal growth curvé resulting from the shift from

X The question whether IFPUG or COSMIC shall be

Using story points has the disadvantage that the team must

FUR to NFR has been observed in all agile development uréady be available and ready to assign story points to user
dertakings that the authors have monitored in the last fiy{o11eS: In contrary, using functional size measurements ena-

years. The reasons could be: Teams shift from the focus SIS Product managers to gauge their vision also in view of
developing new functionality to testing, refactoring, andproduct improvement plans and schedules. This works better

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 14



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

because the PDRs of Fig. 9 already include the chardicteris [2]
of agile development. These values can now be used to predict
future performance of the same team.

The values presented here with this freely invented simpl [3]
app product are near to what had been observed in practice in
development of mobile applications.

Comparing story points with size metrics is useful on [4]
product level but not on the sprint level. The aim of gréents
texpressd by classical musical termsplays a major role.

For predictions, it is safe to assume that the visiarerso
about half of the product that will be implemented. Oftea, t  [5]
initial vision backlog contains user stories or even epids tha
will become obsolete during development of the product.

COSMIC allows to precisely gauge size in sprints and bet!6]
ter sizes NFR that address networking and performance [13].
For technical software, developers find data movement maps,
useful, see [8]. IFPUG allows for less precision due tceitle |
of compliance with the VIM and the GUM; however, for 8]
transaction-oriented applications such as Web and Mdéile
velopment, it is good enough and eases communication with
less technical people. From the viewpoint of sizing abiéh  [9]
methods are equally useful.

The difference between size of the product and total size
of all sprints, plus the amount of enhancement worksctefle
the effort needed to find the correct requirements byghe a
team. A smaller product sometimes better reflectstrile
needs of its users, and smaller products fit better in DevOps
life cycle. Thus, the enhancement effort is not lost.

Functional sizing allows to better understand the percent-
age of effort that is needed for NFR, refactoring and testing
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Abstract? The Microservices Architectural Style is one of the problem is partially caused because of the coupling that
latest trends in software development companies. Having exists between microservices when achieving a particular
highly coupled microservices can lead to latency and network functionality. Low-level coupling between microservices
traffic, high interdependency between development teams, makes sense to reduce the consumption of network
among other problems. Being able to measure the coupling resources. Soldani[15] mentions that, since the
between microservices in early phases of the software microservices in an application intercommunicate through
development life cycle could help the software architects make remote API invocations, applications generate higher
better decisions \llx_/henbdesigning. This paper propr?_ses away of ponvork traffic with respe’ct to monoliths (where modules
measuring coupling etween microservices. This metric is . . . .

interact through memory calls) or service-based applications
basedon the COSMIC measuremgnt mgthod (ISO/I!EC 19761.). (composed b?/ a Iowerrynumb()ar of services hencgpreducing
The paper also shows a practical implementation of this . ’

the number of remote API Invocations).

metric. Measuring the coupling between microservices in the

Keywordsmicroservices coupling; measurementcosmic;  early stages of the software development cycle could help to

ISO/IEC - 19761. quantify the interdependency that exists between different
microservices, improving the softwarB U F K L dédisiorv |V

making in terms of avoiding high interdependency between

. INTRODUCTION teams, or high network-traffic areas. Coupling metrics have

The Microservices Architectural Style (MAS) is one of been proposed over the years. For example, Chidamber and
the latest trends in software development companies. lt&emerer [7] have proposed a metric call&bupling
main idea is to develop an application as a set of smalletween Object classes (CBOne CBO of a class is the
services. Each one of these services is called a microserviegygregation of the number of other classes to which it is
It is an approach to software and systems architecture th@dupled. It is mentioned that inter-class coupling occurs
builds on the concept of modularization but emphasizeghen methods of one class use methods or instance variables
technical boundarigd 3]. of another class. However, it is never mentioned how to

Each microservice is implemented and operated as @unt the usage of methods or instances of another class. It
small and independent system. It offers access to its interneébuld be counted once by every occurrence in each method,
functionality and data through a well-defined networkonce by every class-type object in each method, etc. The
interface. MAS increases the software development processeasurement procedure is not clear. Additionally, the use of
agility because each microservices is an independent unit géales it is not defined. Then, according to the metrology
development, deployment, operations, versioning, ancRQFHSW 30HDVXUHPHQW )RXQGDWLRQ’
scaling[13]. it is not possible to evaluate the validity of this metric.

The MAS benefits caused companies, including Other metric calledWeighted Methods Per Clads
worldwide companies, to migrate their software to thisproposed in [7]. The idea is to do an aggregation of the
architecture style. However, MAS is not a silver bullet, and itomplexity of the methods of a class. in [7] the author
has several challenges in the software development lifecyclentions thatComplexity” is not defined more specifically
phases. to allow for the most general application of this metric. The

The microservices of an application are interconnecteghck of an explicit definition of complexity can result in a
between them to perform the functionality. This same class having very different result measurement values.
intercommunication could imply some coupling between thet can be affirmed that the measurements obtained with this
microservices. Coupling is referred to as the interdependengyetric are not comparable, which is not good from a
that exists between different objects. If the microservicegetrology point of view, as mentioned by Abran [2].
depend a lot on each other, then the coupling is high. If the An additional metric is proposed by Chidamber [7]. It is
microservices depend little or none on each other, thealledLack of Cohesion in Methods (LCOMis the sum of
coupling is low. the number of method pairs in a class whose similarity is

One of the MAS problems found in literature is thezero (not similar) minus the count of method whose
increment of consumption of network resources. This
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similarity is not zero (exists some similarity). This meansa single application as a suite of small services, each running
the lower the measure value the greater the cohesion. The its own process and communicating with lightweight
lowest possible LCOM value is zero. The paper mentionmechanisms, often an HTTP resource API. These services
that even when LCOM is equal to zero this does not implyare built around business capabilities and independently
maximal cohesiveness, since within the set of classes witlleployable by fully automated deployment machinery. There
LCOM = 0, some may be more cohesive than others or, iis a bare minimum of centralized management of these
other words, some may lack of more cohesion than otherservices, which may be written in different programming
This is a problem, even though multiple classes can hadanguages and use different data storage technologies [10].
LCOM = 0 some of these classes lack more cohesion than To better understand this architectural style, it is useful to
others, therefore we can affirm that this metric is notompare it with the monolithic style. For example, a
comparable. software that follows a client-server architecture usually

Currently, the only type of software measurement withconsists of three parts: A client-side application, a database,
international standards adopted by the ISO is thand a server-side application. This server-side application is
measurement of functional size. It is also the only type od monolith, which means a single executable unit. Every
software measurement that has a method that complies withange to the server-side app implies building and deploying
the metrology requirements [2]. Up to now, there are fivea new version of the app. However, with MAS, each
standards of software Functional Size Measurement Methodsicroservice is implemented and operated as a small and
(FSMM). Of those five standards, the ISO/IEC 1976lindependent system. The microservice offers access to its
COSMIC method is the only standard belonging to thenternal functionality and data via a network interface. This
second generation, including several use domains, likenproves the agility of the development process, because
Management Information Systems I@), real-time every microservices becomes an independent unit of
infrastructure, Etc. It also solves most of the problems witlilevelopment, deployment, operation, versioning and scaling
the FSMM of the 1st generati¢to]. [10].

This paper presents an approach to measuring coupling The MAS general idea is to develop an application as a
between microservices. The coupling metric is basedet of interconnected services. This interconnection generates
completely on the standard ISO/IEC 197611, the COSMI@ certain coupling between the microservices. It is
method. This approach is proposed to define an objectivecognized that if the coupling is high, then technological
metric that can improve the knowledge about the couplingnd management problems can arise.
between microservices in order to provide to software In most of programming paradigms the software quality
architects quantitative elements, based in an internationaharacteristics defined as low coupling and high cohesion are
standard, to take decisions. ideal. For example, in the Object-Oriented Paradigm a

The paper is organized as follows: Section 2 explains theoftware with low coupling is achieved when each object
background about microservices and the context aboulepends on little or nothing of other objects. The same idea
COSMIC. Section 3 presents related work on couplingf low coupling applies to MAS. High coupling between
measurement methods. Section 4 describe the proposetdcroservices could cause latency and network traffic, high
coupling measurement method based on the COSMI@terdependency between development teams, among other
standard, including an example of its application. Section problems [ 17].

presents the conclusions of the paper and future work. Currently the evaluation of coupling is made with
subjective methods, and then there is a need to measure
Il. BACKGROUND coupling between microservices in a formal and standardized
This section presents the background of microservicegay. With good measures, several problems can be
and the COSMIC measurement method. identified and characterized, and decisions can be taken.
A. Microservices B. COSMIC

The Netflix company, like other companies, had a Several ISO/IEC standards have been developed oriented
problem a few years ago. They had a monolithic web systet® measure the software functionality in the software
that was modified by multiple people every day. Theengineering field. The ISO/IEC 14143 startidr2] includes
software, with its updates, was deployed once or twice @ Set of rules regarding size measurement in functionality
week. If one of the changes caused a problem, it was hatthits. For this type of measurement, the standard proposes
and time-consuming to diagnose a cause. When a compafig following definitions:
is trying to compete in the agile environment where the ¥unctional size is defined as the size of the software
updates must be delivered to the consumer as quick &é€rived by quantifying the Functional User Requirements
possible this situation can cause many internal anfl2]
commercial troubles. Because of these troubles and a few ¥unctional User Requirements (FUR) stands for a sub-
more, Netflix decides to migrate its business software tget of the User Requirements describing what the software
MAS. does, in terms of tasks and servicE2]

The most repeated MAS definition in literature is from  Functional Size Measurement (FSM) is the process of
Fowler's and Lewi's blog, where they define th@he  measuring functional siZ¢12]
microservice architectural style is an approach to developing
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The COSMIC measurement method has beerount of the distinct number of classes that a method uses.
acknowledged by the ISO/IEC as conforming to the rule®©nce again, the measurement obtained for one software is
laid down in the ISO/IEC 14143 and has taken the form ofiot comparable with the measurement obtained for another
the standard ISO/IEC 19761. There are others FSM that hageftware. For instance, the messages send from one object o
taken the form of ISO/IEC standards. However, COSMIC ither object could consider distinct entities, or domain object
the only one that belongs to th&econd Generationof information, in the same message.

FSM methods. The other FSMs belong to the First Hassoun et al[ll] propose a relation called DCM
Generation [3]. (Dynamic Coupling Metric) to formalize the idea of dynamic

COSMIC introduces its own homologated andcoupling. That metric works at the object level. # i
standardized measure unit called Cosmic Function Poimhentioned that measuring object coupling gives an insight
(CFP). 1 CFP represents the size of one data movemento the system structure and allows the comparison of
(Entry, eXit, Read or Write). Therefore, functional size cararchitectural aspects of a different system relative to reuse
be measured by counting the number of data movemen@nd maintenance. This paper uses a complexity measure in
More information about COSMIC and different guidelines toits' formulas. Howeveliit is not mentioned how to calculate
apply COSMIC can be found on the COSMIC website [1]. the complexity nor what complexity means for the context of

the paper.

. RELATEDWORK IV. COUPLINGMETRICBASEDIN COSMIC

Allen and Khoshgoftaar [5] present a way of measuring One of the main differences between some of the metrics
Coupling and Cohesion in a module-based software. Thimat are usually used to measure software and the COSMIC
coupling measurement method starts with a measurememethod is that the COSMIC method complies with the 3
protocol that results in a graph-abstraction representing sonmeetrology concepts, mentioned by Abran @ IRU D 3JRRG
aspect of software design. For example, class inheritancéesign of a software measurement method: Measurement
class type, method invocation, class-attribute referencefoundation, Quantities and units, and Measurement
Different abstractions, for a same software, can result ibtandards-Etalons. In one or more of these concepts is where
different measures. The metric is based in the softwargopular software metrics like Function Points, Use Case
abstracted as a graph and separating the graph into modulesints, Cyclomatic Complexity, Quality Models, among
An issue observed for this method is that it is based on @thers fail.
software abstraction generated by humans. Humans have The proposal is to use the concepts of the COSMIC
different points of view when abstracting software, and thergneasurement method to measure the coupling between
are no right or wrong abstractions. So, one same softwargicroservices to ensure that, when the coupling between two
can have multiple abstractions, and each abstraction can hawécroservices is measured, the measurement is consistent,
a different coupling measurement, what is not consideretepeatable, and comparable. A good measurement method is
correct. independent of the person measuring and the measurement

Arisholm et al. [6] propose three different approaches te@nvironment.
measure the strength of a coupling relation: number of For this paper, microservices coupling refers to the
messages, number of distinct method invocations, andependency that exists from one microservice MS1 to
distinct classes. The number of messages refers to tleother microservice MS2. Whenever MS1 makes an HTTP
number of different messages that are exchanged betweegguest (or through another protocol) to MS2, it is because
two entities. The other two represent the number of methoddS1 needs to send messages (eXit) or receive messages
called, and classes used by a method in an object. An iss(fentry) from MS2. In this sense, it is understood that there is
observed in this paper is that there are no standard metdcunilateral or a bilateral coupling. By using the COSMIC
units for messages, method invocations and classes. Also, @cepts [8] it can be said that a relationship between two
the measurement is done at runtime, the measurement cancroservices is defined by a correspondence rule that can be
vary a lot depending on when the measurement is beirfgjerarchical (exclusively one service uses the services of
done. So, comparing the coupling of two software becomeanother), or bidirectional (both services use services of the
problematic. They should be compared at equal conditiorgther service).

for the comparison to be valid. It is not defined hta For the proposed metric, when said that MS1 is coupled
achieve equal conditions. From a metrology point of viewfo MS2, it is meant that MS1 depends on MS2 to complete a
the measurements should be comparable. certain portion of its own functionality. However, it does not

These same situations are observed in Lavazzg®t]al necessarily mean the same in inverse mode.
They propose a theoretical framework based on Axiomatic It can be said that MS1 is coupled to MS2 when MS1
Approaches for the definition of dynamic software measuresstarts a request/response communication with MS2. A good
This paper also presents measures based on this framewakalogy is to imagine a client-server architecture where MS1
These are defined for dynamically quantifying coupling. Thes the client and MS2 is the server, the client depends on the
coupling measurements are based on counting, at runtimgerver, not the other way around.
the number of distinct methods invoked by each method in Keeping the last example, to measure how coupled is
each object, the count of the total number of distincMS1 to MS2 we need to count, for each MS1 functional
messages sent from one object class to other objects, and thecess, the number of data movements that are exchanged
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between MS1 and MS2 for all the cases where MSL1 stargenerated, the coupling level is measure of dependency
the communication with MS2. between services, not about instances at execution.

The proposed metric is based on determining the degree
of coupling of a particular microservice based on COSMIC V. APPLYINGTHEMETRIC
method concepts, considering the defined scope of the This section shows an example on how to apply the
measurement. proposed metric. The example is based on a case study called

The coupling concept is approached this way becaus€-Reg [4]. The case study can be found in the COSMIC web
usually, the microservices offer their services via an HTTRypplication [1]. The case study shows the whole process of
API [10]. These APIs allow the microservices to offer theirmeasuring functional size.
services to multiple clients. Following the previous example, To the best of our knowledge, this case study was not
MS1 is a client of MS2. However, MS2 could have 1000thought as MAS software. However, there is communication
more clients. It is considered that it does not make sense petween the measured software and other pieces of software.
think that MS2 is coupled to 1000 clients just because thghis paper assumes that three software pieces mentioned in
1000 clients use MS2's services. It makes even less sensetlife case study were built as microservices. This premise does
from an MS2 perspective, it does not matter what client igot affect the COSMIC measurement nor the Coupling
using the services. measurement.

The COSMIC measurement manual [8] explains how to  As shown in Figure 2, the C-Reg application has multiple
measure software by counting the data movements in eachf@ghctional users. Some of these functional users are humans
the functional processes. There are certain rules of whenaid other functional users are software. For this paper, we
certain data movement is considered for the measuremegdn ignore human functional users and focus on software
and when not. The coupling metric proposed in this article ifunctional users.
based on using the same rules that COSMIC uses and The C-Reg app [4] counts with 19 functional processes,
applying them to the metric's context. The couplingfrom which 11 do at least one data movement between C-
measurement between a microservice MS1 and Reg and one or more software functional users. The rest of
microservice MS2 can be calculated by counting the Entryhe functional processes only communicate with human
and eXit data movements done in each of the functionglinctional users, so they fall out of the context of this paper.
processes of MS1 when those data movements move datable | shows the names of the 19 functional processes,) the
from/to MS2. Also, MS1 must start the communication withones with at least one data movement between C-Reg and
MS2 during the functional process that it is being measuredexternal software are marked in green, the external software
is considered a functional user (Biling System, Course
Catalog System). See Figure 2.

Ms2
eXit (ED1) Entry (G01)

Entry (GD3) _EXL(GDZJ_

eXit (GD2) Entry (GD2)

Ms2
Database

Figure 1. Simple example of MS1 coupled to MS2

For example, Figure 1 shows that functional process 1 Figure 2. C-Reg Application Context Diagram. Obtained
(PF1) needs one eXit data movement and one Entry data from [4]
movement from MS2 to complete its functionality. This
means a total of 2 data movements in PF1 from MS1 to Table Il and Table Il show the detail of 2 of the
MS2. It also can be observed that functional process 2 (PFR&)nctional processes to explain how the coupling metric can
needs to send (eXit) one data group to MS2 to complete itse applied practically. First, the functional process called
functionality. By adding up the data movements from theirr' HOHWH D SURIHVVRU LV SUHVHQWHG
two functional processes, the measurement's result is that theserved that there are 2 data movements between C-Reg
coupling level from MS1 to MS2 is 3. and Course Catalog. These 2 data movements are considered
Measuring the coupling between microservices allowswith the rest of the data movements between C-Reg and
one to obtain an objective value of the dependency from orféourse Catalog to measure how coupled is C-Reg to the
microservice to another microservice. If the dependency isourse catalog.
low, then the coupling between microservices is alsg low The following functional process that is presented is
independently how many instances of MS1 or MS2 arefDOOHG 3&ORVH 5HJLVWUDWLRQ™ 7KH
process can be observed in Table Ill. The table shows that
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there are 3 data movements between C-Reg and Coul
Catalog. It also shows that there is one data moveme

between C-Reg and Billing System. These two results wil
be considered when calculating how coupled C-Reg is t
Course Catalog, and how coupled C-Reg is to Billing
System.

By analyzing the tables of each of the functional
processes in [4] and applying the proposed coupling metri
we obtain the results presented in Table IV. It can b
observed that C-Reg has a level of coupling of 21 CFP wit
Course Catalog, including 21 data movements between (

Reg and Course Catalog. It also can be observed that C-R
has a coupling level of 1 CFP with Billing System.
It is easy to observe that the coupling from C-Reg witt

Process Functional | Sub-process Description Name of Object of Data | CFP
descriptions user Data Group interest of | Move
moved Data Group |-ment
moved Type
Delete a Registrar Registrar presses the delete | Professor ID | Professor E 1
Professor’s command for the Professor
details whose details are displayed
Course C-Reg asks Course Catalog | Professor ID | Professor X 1
Catalog if Professor has any Course
Offering commitments
Course Course Catalog replies 'yes' |Professor's | Course E 1
Catalog or ‘'no’ Course | Offering
Offering
commitment
status
C-Reg prompts the Prompt
Registrar to confirm the Control
deletion Command
The Registrar confirms or Confirmation
cancels the deletion Control
Command
C-Reg deletes the Professor | Professor Professor w 1
details
Registrar Display error messages Error Errors X 1
Messages

Billing System is 1 CFP, and with Course catalog System the; pg £ 1.

coupling is 21 CFP, so there is 21 times more coupling with

Course catalog Systema than Billing System.

FUNCTIONAL PROCESSCLOSEREGISTRATION"

DETAILS. MARKED IN GREENTHE SUBPROCESSE®SF

COMMUNICATION BETWEENC-REGAND COURSECATALOG.
MARKED IN REDTHE SUBPROCESSESF COMMUNICATION
BETWENC-REGAND BILLING SYSTEM.ADAPTED FROM[4]

TABLE I. C-REG'SFUNCTIONAL PROCESSES
Process F Sub-p! Name of Data Object of Data | CFP
No Functional Process descriptions user Description Group moved | interest of | Move
Data Group |-ment
1 Add a Professor _ moved | Type
Close Registrar The Registrar selects Date closed Course E 1
2 Enquire on a Professor Registration sub-option "Close Offering
registration”
3 Nlodifv a Professor Course C-Reg requests Course | Course Offering | Course X 1
Catalog Offering data (with Data request Offering
4 Delete a Professor number of students
enrolled, etc.) from the
5 Enquire on Course Offerings (Professor) Course Catalog
Course Course Offering data Course Offering | Course E 1
6 Create Course Offering commitments Catalog received Data Offering
- - . C-Reg checks that at (Data
7 Modify Course Offering commitments least three students manipulation)
" - enrolled. If <3, it sets
8 Delete Course Offering commitments Course” %ﬁering status to
‘cancelled 1
9 Add a Student’s details Course C-Reg sends updated Course Offering | Course X 1
- ; - Catalog statuses of Course statuses Offering
10 Enquire on a Student’s details 811er;ggs to the Course
atalog
11 Modify a Student’s details C-Reg retrieves the Student Student R 1
; Student Schedule items | Schedule item | Schedule item
12 Delete a Student’s details for the Students enrolled | data
R N for each Course Offering
13 Enquire on Course Offerings (Student) Billing System | C-Reg sends data to the | Student Student X |a
Billing System for each | Schedule item | Schedule item
14 Create a Student Schedule Student enrolled for each | data
= Course Offering that has
15 Meodify a Student Schedule not been cancelled
C-Reg retrieves Student | Student details | Student R 1
16 Delete a Student Schedule name and e-mail address
n n Student Student e-mail | Student X 1
17 Monitor Course Offering Enrolment progress CRegsendsinfoon | 29dress
18 Monitor Student Schedule Enrolment progress Student each cancelled Schedule |5 colicq ™| Student X |1
e o each Sluden_l | Student Schedule item
19 Close Registration theform of anemail | 5 pequle item
message
C-Reg updates Student | Student Student w 1
Schedule items for Schedule item | Schedule item
cancelled Course data
TABLE I1. FUNCTIONAL PROCESSDELETE PROFESSOR" Offerings
DETAILS. MARKED IN GREENTHE SUBPROCESSESF
COMMUNICATION BETWEENC-REGAND COURSECATALOG. TABLE IV. COUPLINGMEASUREMENTVALUES FORC-REG
ADAPTED FROM[4] CASESTUDY
Number of Data
No | Process Course Catalog | Billing System
4 Delete a Professor 2
5 Enquire on Course Offerings (Professor) 2
6 Create Course Offering commitments 3
7 Modify Course Offering commitments 3
8 Delete Course Offering commitments 1
13 Enquire on Course Offerings (Student) 2
14 Create a Student Schedule 1
15 Modify a Student Schedule 1
16 Delete a Student Schedule 1
17 Monitor Course Offering Enrolment progress 2
19 Close Registration 3 1
Total 21 1
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VI.

COUPLINGMETRICSANALYSIS shows a practical example of how to measure coupling

It can be observed in Table V the main differenceé’etWeen microservices with the proposed metric.

between the related work and the prosed metric based on
COSMIC. Five columns are presented:

X International Standard: Is it based on an
International Standard?

X Metrology Requiremest Does it comply with
the metrology concepts mentioned by Abran
[2]?

x Comparable: Is it valid to compare the
measurement results of different software?

X

It is observed from the results (Table V) that the results
make sense with the reality that represent the C-Reg system.
The C-Reg software is coupled to two external functional
users software: Billing System and Course Catalog System.
The coupling measurement of C-Reg to: the Billing System
is 1 CFP, and for the Course Catalog System the coupling is
21 CFP. There is 21 times more coupling with Course
catalog System than with Billing System.

In comparison with the other coupling metrics presented
in this paper, the proposed metric complies better with the
Proved on MAS: Is there a case study where theneirology concepts of a good measurement method. The
metric (or an adaptation of if) was used 0main advantage of this metric is that it is based on an

measure coupling between microservices? International Standard.
Following with Table V, possible answers to these
guestions are: A. Future Work
X Yes There can be situations where low-coupled microservices
x No are generating a lot of network traffic, and high-coupled
X SP: Yes, if and only if the same procedure wasanicroservices are generating little network traffic. For
used to measure the software example, MS1 and MS2, two low-coupled microservices,
x EC: Yes, if and only if, somehow, equal could generate a lot of network traffic if they include high-
conditions between the software is achieved. usage functionality. Other example is MS3 and MS4, two
X NF: No references found highly-coupled microservices, that could generate little
network traffic if they include low-usage functionality. It
TABLE V. COUPLINGMETRICSANALYSIS could be interesting to look at the correlation that exists
between the coupling measurement and network traffic in
| . different kinds of MAS software systems.
nternational | Metrology Proved . . . L
Coupling Measurement |Standard Requirements|Comparable jon MAS Low coupllng IS a softvv_are qua_‘“ty charactgnsuc in all
Coupling with COSMIC | Yes Yes Yes Yes software, not only on microservices, and it could be
Allen and Khoshgoftaar interesting to find a way to adapt this proposed metric to
[s] No No No NE measure coupling in all kinds of software, not only the ones
Arisholm et al. [6] No No SPandEC  |NF based on MAS.
Coupling Between Object It could be interesting to do a comparison of how reliable
Classes (7] No No P No other coupling metrics against the metric are proposed in this
Lavazza et al [14] No No SPandEC |NF paper. Considering that a good measurement method is
Hassoun et al [11] No No No NF independent of the person measuring and the measurement
environment. The measurement results must be consistent,
VII.  CONCLUSION repeatable, and comparable

Many companies are developing software based on MAS
because of the multiple benefits that come with it. However,
MAS is not a silver bullet. Developers face multiple
challenges when developing software based on MAS. Sonid
problems could be generated because of the coupling that
exists between microservices when achieving a particuld?]
functionality, then low-level coupling between microservices3l
could avoid high interdependency between teams, or high
network-traffic areas reducing the consumption of networlf4
resources, for instance. 1

When two microservices communicate a lot with eaclc';5]
other, it can be said that these two are highly coupled.
Finding highly coupled microservices in the design phase of
the software development life cycle could lead a software
architect to make better decisions about the software desigrié]

In this paper, we propose a way of measuring coupling
between microservices. This metric is based on the COSMIC
measurement standard to ensure that the measureméfit
obtained is consistent, repeatable, and comparable when the
coupling between microservices is measured. The paper also

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5
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writing!thelsoftwardreguirements,n othetwordslit depends
on the tods, techngues and method$sused to! write! the!
spedfi caions! Severall techniqued and methods! for! writing
requremerts havelbeen proposetin!thelliteraturelard!these!
techniquekardusedinlindustry. For example Jacobsotet al.
[9] propese the %echriGue of @WUse CasesOto Write!
software requirenients Béck!and Weg [10],! on their pat,
propése OUsérStdiesOas a technique for  writing
software! requirements. Theseé techniques are textd
widely usédtd identify and readrd!the softivare functiond !
requirerhents. By ! definition, Wse! Cases afe textual
descriptdns used ! for dokument Isoftware
specifcaions! They influenceall' the componentselatedto!
thdsdtwaredevelopmenprocessincludinglanalysisdesgn,
implementation,and testhng. Usd Casebdescibe! textudly!
how!an actotor!usetwill linteractwith a softwaresysteniin!
ordet to! achieve al goal. The! purposéof Usé Casesis tol
identify, descibe and documentthd softwaré functiondlity,
specifyind how! the! systenican!belusedto!enablddifferent!
stalehdders and! usersto! achievétheir goals!Notelthat Usel
Casefardexpressetinnaturaloritechnicdly heutrallanguage,
withou! specifyind any! technicall terminology! User Staried
consistin afew!linedof!text'thatdescribea functionality that
the softwaré must offer to! dlow! a! givenlador or userto!
achievea spedfic god.!Uset Staiedare generallywrittenin
naturallanguiageand do nat!include technicalterms!One of!
thedmajorfadvantagemof!thislapproach is!thatlit lislcenteredn
thesystenuser!

MM B3y #)%"-1%/!
25(+"),*-1/%$!

F33$%.(+*  -ID *#+%8&- -."&!
e $)#)"0! 4*"$r2x#- !

e%! <#%AW%BL*! IN1A! A%2IN%! 3%EL* ,=! A=:0)#%!

‘N9%%! A,=:0)#%! )*3! 141 A<U%2INUHNS?,*:%R:! 1 ON1?N! :N%!
A,=:0)#9%! O18&& 9%! $A%3J! FA! =, STIHNGb! #96L$14968%+:Al
%*51*06%6#1*5! <#,2%AA! 1Al (N%! $<AH#%)8! <)#:! =! :N%! A,=:0
3%0%&,<8%*:! <#,206AAJ! M:! )&& OA-! )8,*5! :NUo#! :N1*5A-! :NC
QAA)5%! = 15= #8)&! *%6%3A! %R<#%AAY3! 9/l A)7%N,&3%6#A!
JOAH)?: HUWLSLHIG8% Al $+1&!1 ) A,=:O)H%! H#PL$1#%8%*
A<%?21=19)1Al,9:)1*063TBII2NUIS<A:#%)8H%LS1#%68%*: A1, *2%!
<#,3$7%3-101&&19%!3%A?#19%3!1*1)| A<%?1=17):1,*J12N1AI3, 7%
EN%! A<96?1=17):1tABYLAGH#/! <,1%! = #1 :N%! A =:0)#%!
3%60%8&,<8%*:! <N)A%A! 9%:0%9%* :N%! ?$A:8%#! )*31 N
3%0%&, <Y6#AJ

3" 4/0/&(&/$12+89B4E ()*+*-./)*0*1& 2+5/&/16+
7+891/-%2+
2N%! :9%?N*1L$%A! $A%3! 1+ 1*3$A#/! &1 O#1:%! A,=:0)H9
#96L$1#96FWHOYA%0%H)&! &181:):1,*AJI F2? #31*5! ;| FBI&YeH!
SWVhI-1:N%AY%! :%?2N*1LSIA! 1¥249%)A%!:NVI#1AT! =1=)18&$#0%! =,
3960%8&,<8%*:1<#,X%7?:A-| A1*2%!:NY%/| Y4BEP4 EOBE6*:) 5%
= A =0)#%! A<96?1=1?):1,*Al :N):! )#%! *0600%#! 18<&%8%*¥
F331:1,%)&&/-1:N%! 2&)AA12)&! )<<#,)?N! :, | #%LEDHUBH! A
=)1&A! 1 A &0%! (N%! <#,98&%8! =! #OABPABYBIZA-| A1*?%!
*):$#)818)*5$)5%! LAl 1*N%6#%*:&/1) 89 XESIMMASY6%63-! *0%5! =!
'N9%6!8)1#1&181:):1,*Al = :N%b! 2&)AAL?! #:#)31:1,%)&!)<<#,)?N!:,!
O#1:1*51 A =:O)#%! #%L$1#%8%* Al ?,8%Al =#,8! :NG¥b&)?:1 :N)
06?N*1L$%A-! 1#1 ) 1 2$EHA@AYB! @A%! .. #198863!: !
A<%?21=/1 )*3! 3%A2#19%! A,=:0)#%! #%LHPAVABIE)BH)&!
&)*595%-1O1:NI$*062%AA)H#/13%:) 1RIBGN 3;1%,:1=)21&1:): %!
‘N%1)$:,8):1,%1,=1:N%I A =:O)#%5?:1,%)&! ALP%! 8%)A$#%68%*:!
<#,29%AAJIM: LAY 2% AA YL I<#, <, ADNFTRADSL#IO#1: 1%5]
A, =:0)H%H%L$1#%8%*:Al:N):1?, $&3!,0%#?,8%!:N%AR6! 31==12%

MkD2+#1 >V.DM> ID *#+%&!/%$! . )4)"0! . %/#1.$* |

HYL$1#9%8%%*:1)*31:N%I&181:):1,*Al =l)<<#,)?N%A-18%:N,3ALF51:1,*)&! ALP%! 1Al 9)A%3! *I A,=:0)#%! =$*?:1,4)&1:/J! 2N%!

:06?N*1L$%AI= HIO#1: 1*51#% L $1#%8%*AJ
" | #$%& ()*+-[)*0*18&2 +

13%)1 1AL, [LS)*:1=/1:N%!)8,$*:! =1=$*2:1 *)&1:/1<#,013%3!",!)!
$AYH#! = #1 )l 510%* A,=:0)#%! <#,3$2:J! 2N1A! 18<&1%A! :N):! I
=$%7:1,%)& ALPY%!#%<#%A%*:Al:N%! ALPY%! =1 :N%! 3%#10%3! A, =

A%L$1H%8%*Al %*51*%6%#1+5! 1Al )* 18< #:)*:| <BHAVBSEIIN/1*5! IN%! #96L$14#%3! $A%H =$*2:1,%)&1:/! FMIGIWCWch
A,=:0)#%! 3%0%&,<8%*:! &1=%! 2/2&%J! "/l 3%=1*1:1,*-1 ) CA%EPplo§ %! 31==06#%*:! 8%:N,3A! = #! 8%)ASH#IALPIIL,*)&

#%6L$1#%8%*:11A1)! 2 *31:1,*1:N):)I A, =:0)#%! # A/A:%8! 8ELINGs! ,$#! #%A%)H?N-! O%!)3,<: %3 DIME! 8%:N,3J! M:!

)98%! ;! 8%%:J! M*! :NO%#! O #3A-1)! A,=:0)#%! #%L $14#% &A%Y <<&/1*5!)! A%:! = <#1*?1<&IA-1#S&IOA-1)*3! <#,?2%AA
?2)<)91&1:/1 :N):1 )l AJA:YBBA:! %RN191:! ;I A):1A=/1 )1 2, *:#)28%)A$#%! IN%! $SA%HIA! =$*2:1,7)&! #%L$1#%8%* Al ,=! )! 510
9%:0%%*!)1 2$A:,8%#!1)*31) A$<<&1%#J! M*I A, =:0)#%! %* 5% =AIFOHE AN ! #90AS&: LA! ) *$8%#17)&! 0)&$%! Al 3%=1*%3! 9/
:N%I<#, 2%AA! =H%L$1#%8%*: Al%*51*06%6#1*5-18 #% I A< WP DR XBINGANEY0<#%A%* Al :N%! =$*?:1,*)&! A1P%! ,=! N
)?:101:1%A!,=1%6&171:):1#5-1)*)&/P1*5-1 A<%?1=/1*5-10%# 7185 F¢38e 1:N! >V.DM>-1 0%! 8%)A$#%! :N%! 3):)! 8,0%8%* Al
0)&13):1*5! #0L$1#%8%* ARRIBK #:)*:1 =# A =:O}%! )<<&1?)9&%! :,! 3):)! 5#,$<Al 8)*1<$&):%3! 9/! %)?N! =$*?:1,*)&!
%*51*%%#AJ e 1 UBIBIALI *0A!:NY!%&121:): 1, %, =1#% L $FHEG00%N! F! 3):)! 8,0%8%*:1 7)1 9%! ,=! 31==/S8AME:#/-!
YANI<#,2%AA! =19%R<&,#):1,*-131A?,0%#/-1)*311*0%*: 1 FJ MBUSAEXI3-! #1e#1.966.)F+ | +AS88)#1P%A!:N%!8%)A$#%08%*:!

L1 $%2,00%4# :N%! #9%6L$1#%8%*:Al =1 )l A =:0}#%! A/A:FRPIIMA!=I:N%!>V.DM>I8%LN,3J

?2,88$*172):1*5101:NI?$A: 8%H#A-ISAYH#A-)*3!,:N%H#HIA:) 79%N,&3%#A!
N)OL*5!)*1 1*:9%64#%A:1 1*1:N%! 3%0%&,<8%*:! ,=!:NSGIAZAI%S

Boundary

#%6L$1#9%8%* A-1 2%I31A?,0%#%3-1018&19%!)*)&/PY%3I)* unctional Users Entries .
1%)1 A =:0)#%! #%L$1#%8%*: Al A<%?1=17):1,*1 3,2$8%. omer cottware or of the software
3,2$8%*:1 01&&! ?,*A:1:$:%-! )=:%#! :N%! 28&1%*:jAl 0%#1=" Humans " being measured

0)&13):1,*! :N%! ?,*#)?:$)& 9)ALA!l 9%:0%%*! :N¥A! A Reads Writes
%*51*%%#A! )*31 :N%! 2&1%*:J! 4%L$1#%8%*:Al %*51*Y o
1*:9%#31A?1<&1*)#1)?2:101:/1:N):1) 2:AD A 1*:964#8%31)#/19 C C |
‘N%IAS<<&1%#!)*31:N%I?$A:,8%#11* #3%+#!1:,19%!)9&%!:,|A<vo 7 L=/1)~3! :
8)%)5%6!: N6 IHYL $1#968%*:Al:N): I8$A:19%!A): IAAIAGRBA NGl /267891 #<9!=9>7789=0@AIBECDI??ICEIA<ON(%-2)(HOA<CF
M:!:96#%=,#%! 2 *ALA:Al 1*113%*:1=/1*5!: NU/NB AR, AL

Persistent
Storage

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 24



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

! predcatdand an objed.! The subjectis!the functionalusetof!
thesoftwaretthepredcaesrepresentheldatdmovementsAd

KJU. 3 0N(#%o0l L oowLs Ax)g2ewl @)0%s | for thel objed,! it correponds to! thel datal group that is
23)3GH#. L #$'(#e* | manipulatetby'thelfunctionalprocess!In'addition theltriplet!

e%! 3%A?#19PH (N1A! A%211N%! A,=:O)#%! #%L$1#%sdeRemns apartionlof thelfundiond processof thelsdtward

O#1:1%5! :9%6?N*LL$%! <#,4)ABbNGH,&%! 14:Al :N#9%%6! EJ@IDE measuretl. Here is  the  proplisedé triplet% mode!
2 8< *px-AJl for wtiting softwarereduremeris. ! !
2,8<,%+Al! !

"1 7)/<=*B#&).8&. )% !

2NY%! A,=:0)#%! #%6LSLAMBIEL*5! :96?N*1LBYH! O%!
<#,<,A%,!=)?181:):%!:NYbI<#,296AA! =1)$: 8): 1*51: NI =$*?:1,9)&!
ALPAL=IA, =:0)#96Mdk#1 <8, ) PNhIIM N0 #3A-1%)?N!
#1<8%:1 1A! )| AL*58%! A% %*2%! EASOXY6?:-! <#%317):%-! ,9X%7:GJ! 2N%! I
PEOXYPY<HYAY% Al NIINEES*2:1,)&! SAY6#G ON ‘ | |
1%:96#)2:AI01:N1:NY%! A/ ANBEINL: %!<#9%6 31 PRASHI0 AYNYo!
@AY%! ?)A%! A2 ): 817! <#96317): Ho<HIANY! i
89%:N,3A-1 #)*A)2: 1Al # %0%~Al #155%4%3! OMNY%! )?: E—— |
E=$%?:1,%)&-!, NV BANE30)4%!3%01?%G JId) ARIRY6!
HY%<HILAYGHA)I A, =:0)H961%*:1:/ 31 2N%%!5,)&!, BRNIH I <& Y%:
1A!:,1)&8,01)%)&IAAL 10#1:9%! #1%R<H%AMPSAUBALL)!
A18<&%!)*31%==967:10%! O)/!OL1:N!&1::8%! 1*=, #8)/1&1] 2N 1AI8% ;
IN):!ING! #1<8%:! AHSEBHBHA! ) ):,817! )*3! A$?71*7:! —
306A2#1<:1,*,=IA, =:0)#96 %L SIHIRBUBAAL*S!:NYOISAYH#06%63! | |
OL:NI&L::8%6! #1* IAS<UoH=8%,SAI3%:) L&AJ! M)A T BUHBNAE<
2&)HL:I)*31 94%01:/1 =1 INY! A, =:O)4%! #9%6L S PHPHBTHATo-! |
NOoL:#1 R0, ) 2NI2, $&318) 7%!1:196)AL%%641:, 1<0bti=,#81)$:,8): 17! _ _ '
<#,29%AAL*5! =1 A =-O)4%! #9%L $1#%68%*:A-! ONL?N! 2,$&31)$:,8):%6! S6TBIIHHBEBISAIZCHYI
N%! A=OM%! =$2:1&! ALP%! 8U)ASHUEYG ! <#3%AAJ!
>,##%A<,*3l*5&NP/o!Z#l<&%:!AZ#$?Z$#%!1A!)!#%L$l#%8%*:!%#%T?A!)!@A%!>)A%!%R)8<&%!o#l::%_rc!)A!)!:#1<&%:|
%6 ?N*1LE%LN) 12,8312, 8<89%68%* | @A%!>)A%AN) DALY <. e
M*:NLAI 2)A%-1 0% 3%60%6&, 4UMGINS; 8):127)&&N R | Soooers .
H#1<&%%:Al =#,8| @A%! >)A%A-| @A%H! .- #1%6A-1 H#)*/1 %R !%@%}m LA-%6#) %017, 357:

N !

ST ALLL1)33)!*% 0! <#,35 1 2N%! AJA:9
*):$#)&1&)*5$)5%-1) AN 1?N!3%:98PAI$**%6 2% AA)#/13%:) 1& Ne &)/IA! NSO)/O ?izﬁggf,.l :):;32 J A;s?%Al Sﬁ)SW#'%/o#N%
‘N%!A,=:0)#%#%L $1#%8%*:AlA<%?1=17):1,*13,2$8%*.J “OpOl<tt 32$'?:!1;: #8):];j’.?2l’\|%!A/A:%é.!?N%;.>7A.!:Nf;/ﬁ3
3" >(<</16+7*&**1-89*+@$18*<&2+$%+8&9*+7)/<=*&++(1AVA:%08!#%? #3A! NOHRD?.J!1 2N %! A/A.%8! ?,*=1#84

@B#>C@® ;I#%?,#31*5!,:!:N%!*%O!<#.,3$?:J

2N%! #1<&%0:! AHSSHIAL ER?, *2%<: Al ON%#%0! :N%! ASOX %2
2SR FIAL ENYL=5+2:1, ) &ISAYHN! INY6! 2, 8< AL96! <HILIJV 2L RPN 10/ R ) 8<896-109613%A2419%31:NI6 @AY!>)A%ISAT51)
2AHYRSL 1 NGl =542 &L <H WA B! )81 a1 EAGOX067-! <#06312):%6-1 ,9X%2:GI! 2NO! <#,<A%3! #1
<#%31?)I%A!?,##%A<,*3!Z,!ZN%!3)Z)!8,0%8%*IAJ!F*3!ZN%!,3_ ; :' 051 13%A?#19%)! :N%! A :ZO)#%!:$*?:1 *)&!#%L$1#%8%*
? ##%A<,*3!:,1:N%! 3):)! 5#,$<!8)*1<$&):%3! 9/ :N%! =$*?:1, <&%!)*35.%/0?210%J!MZ!M%!<#,?%AA! ,,:!)$Z,8):1*5!
<#,29%AAINd)A:&/- N #L<&Y0: HA<HWANYHBN RN - Nopl=$+2:1 ) &IAEPKPLIA, =:0)H%]

<#,2%AA!=1:N%IA,=:0)#%!:,19%!836)A$#%63
F'l 7$$=+4$)2%) (&/16F)/<=*82+(1@=8.=(&/16+&9*+
@' >A*=+ ST =S =HES) -+ 5 R/ 1 GHEY0& () *+ . 18&/SL(HHHH+

, *-A)'0*1&2 + €961 N)0%! J&A,! 3%0%68,<%3! )! -, &! = #! 5%*0%H): 1*5! :#1<8%:/
2N%! <#,<,A%3! :#1<&%:! 8,3%&! 1Al)! 8,3%&! :N)1 )&&HNAON! 2 X)1*Al :0,! 8,35&%AJ! 2N%! =1#A:! 8,33&96I1A! $A%3!
#Y%<H%A%* 1 INY%IA,=0)#%! =$*?:1,*)&!#%L$1#%8%*2A!)Ai$‘.;@ﬁ?&&%%*%#):%! #1<&%:Al=#,8! @A%!>)A%A-| @A%H! .. #
=)?1&1:):%EN%IA,=:0)#%!=$*2:1,)&IA1P1*5)$:,8): 1, *IIM: I M 1 )& 1 #06L $1#968%* Al O#1::%*! 1% *):$#)&! &)*5$)5%J! M
INO%I? *29%<:Al*317* 0&ABFBAN%!>V.DM>18%) ASHY%8%*:1:) 506 Al:NU6! A:#$2:$#%! EASOXYEB 8596313 J! e%! ) AASE%3!
8%:N,3-AIO%&&!ALNY%!=$*?:1,)&!<#, 29 ARAMAHSLINDOIAN):1:NO61 O#1:1*5! =1A, =:O)#%#%6L $14#%8%*: Al 1A13 %61 01:N!3/)3
9%! 8%)A$#%63! Al )!:#1<8%:! $IAYLSY%*:&/-1 0%! 3%0%& A6 oA -NY 140631 ?): Yo A DAESBY6*: Ao+ DI HAE!
N)! )$:,8):1?)&&J! 5% %#):%A! H#HLI<&Y:Al =#,8! =$*2LG)A81 2):0611 AIDR<#%AA%3!9/!)I0%#9-IONL?NILAN*)?:1,*1:,13 -1)
#%0L$1#%8%* . Al O#1::%*! 1*1 :N%! = #8! ,=!)! @ NH@AOGH! BN17N! 2 #4%A<,*3A1:,1)IB)0%8%*:J! 286! gRh! 0)#1)9&%! 1A!
I 2N%! A#S?:$#%! )#5%:%3! 9/ :IN%! 1, &! LAl #%<#IAJRKIIED:1 =1:No6!)?:1,*-| ON1&%!:N%! g/h! 0)#1)9€HR 1A :N%! 9
SASIX%?:-! <#%317?):%-! ,9X%?:UJ! 2N%! 5,)&! 1A! :,! #%=<3ys:n NYedoo! AS<< A%3!:N):! 1*IHDHE%3d A/A:%8-! :NY%!
A= OHIR%LE1#%8%* Al AL #1LBWA*5! =1 ASIX%?:-1 15806 AlNHYI9)A%3!, *1:NY6!113%)1:N):I0#1: 1¥51 A, =:O)#%#% L $1#%!

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 25



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

1ALN%!? *A:#$?:1,*1,=13/)312!=$*2:1, *AJ MAGEAN6?:10%-! .$IX%?!!

0%!)AA,?1):%!:N%!=$12; OAL:N!: NSEDD*3! NOG)#1)9&%AJ! oRp!qI2N%!A/A1%8

€%! $A%3!)1 3%A?#1<:10%! &,51?! 1 #9%<#I6AYFAN YD 6* VD671

A<&1:%311*: 1=1#A:! #3%#! <#%317): %! =| @BHRIMN11e9614%3! o/p!q!3):)!

9/1:N%! *):$#)&! &)*5$)5%! )*)&/P%i#! ,==%#%3! 9/! .:.)*= #3! Qd[1%317?):%All

LSO)H%! #$<! 1 5Y%*6H): %! #1<&Y:Al =#,8] =$*2:1%)&  0=Wp!q?N%?7A

#%L$1#%8%*: Al O#1::%*1 1*1 *):$#)&! &)*53)5%J! 2N1A! &)*5$)5%+]p!gA)0%A

Y&IPY%#! 1A!)! A%:! =1 &19#)#1%Al 1*1 :N%! )#:1=1?21)&! 1*:%6&&15%*?%)!

3,8)1*-18,#%! A<%?1=1?)&&/! 1*! :N%! =1%&3! ,=1)$:,8):1?! *):$98119:)1*%3!:N%!=,&8&,01*5!&,51?)&!=1#8$&)I!

&)*5$)5%! <#,?%AA1*5! EQAS1?N! 8)7%AIAA198%! :!

3%:%#81%06! :NY6! A/*:)2:121)*31 A%8)*: 12! A:#$2:$#%! =1 A%*:%*?%AJ! | IRISSWER-IMIER-/]G EWG

M*3%%3-1 :N1A! &)*53$)5%! )*)&P%#! ?,*)1*Al )l 2&)AA! ?)&&%3!

g2)5e,#3h-ION1?N!A%8)*:1?)&&/113%*: 1=1%Al:NIEBBRBAL= 2N1AI @A%! >)A%! 1A! A<&1:%3! 1* :0,! E]G! :#¥%1&%:A! :N):

O#1::%*11*1%):$#) &1 &) *5H)AD61*5!8) 3% IFASIX Y6 PAMHIA-! #05A<%?:10%&/|!

)31 OX%?:AJ! MFA<1#%3! 9/t INIA! A=:O0)#%! <#,5#)8-1 ¥DYPNoHIA/A:%8-17N%?7A-1:N%!3):)

?2*AH$?:%3!)*3! )<<&1%3! ,$#! ,O* #$&%A! )*3! ) &G MLING ¥ 2N%IA/A:%8-IA)0%A-:N%!3):)

)&&,D,1)AA,?1):%! :N%! A$IX%7?:-1 :N%! <#%317?):%-1)*31 :N%! OX%?:-I

)*31:,15%%06#): %!:NOb!:#1 <8&%: Al=#,81:N %! @A%!>) A%A! #! @ ASHHY# L Jo N =2 #1 <& Y0: ATOB&.: 1 <& % 1:: 178

O#1::%*1 1f15#)&!&)*5$)5%.J! M*! IN%! 3%A?#1<:1,* =! @A%! >)A%A-! :N%#%! }#%! A%*:0
2N%! A%?,*3! 8,3$&%! =1 :N%! :,&! 1AI $A%3! 3,1 ,9:) 1% NPl *51 A%60%#)&! ,9X% BABEEBYAG! )*3! ON1?N! 4%

=$*?:1,%)&!ALP1*5! =1:N%!A,=:0)#%)!:,19%! 8%)A$#%3J M*=¥a5bNoal o/l & 517)&! ?,*06?11ERA;-! V4r G-I 9/!

1*=9%#1:N%!=$*?:1,*)&! A1P%J! 2N1A!8,3$&%0! L$)*: 1=10%ANNB) BB | 506*06#): 1, % &1:%#):$#%-1 :NU6#%! )#%! 8%:N,3A! :N

,=1):,8121<#%317):%A! EO%#9AG! ,=190) ?N! :#1<&%:J! $OAYLIRHHI": 858 51065): 96! A:#$72:$#)&! A%*:%*2%AI EA$IXY6?:-! <#%31

A%:! =H$&IAILAN<<&1%3!:,18)7%1%) ?NI<#%31?): W12 @7 BISA1*518,517)&1?, *HEAGIHA, =! $41:, &-1D8HA%

1<%! =t 3))! 8,0%8%*:! EV#/-! \R1:-! 4%)3-! #! e#1:%GIHA<1#9%319/1:N%A%!8%:N,3A!: I<#, 2%%319/131 A)SBH5):1,*J!

Z$HNY%H#B,#%-! O%! $A%3! :N%! #%< AL #/\ =H#)BWOFKESAH):%!:N%!=,&& 01*5!@A%!>)A%! ) APNARIGALLE!

)$:,8): 1%, &Al= #18%)ASE*SENYIA, =:0)#%!=$*7:1, ))& ALP §8%#1 =1%6A1 :N%! 1*= #8):1,*-1 A)0%A! :N%! 3):)-1 #! #%: $H*Al )*! Yot

<#,<,A%3! 9/! FO#)*! )*3! )., SWO! :,! %*ASH%! N):! )*1g8osAABBIeY!:#)*A=,#81%)?N!,=:N%AY%!)2: 1, *Al1*: )| A%#1 %Al =!

)$:,8):1,*!:,,&!?,$&3!1*:%#)?:!011N!,$#!:%?N*1L$%!,=!A,=:O<)#%31?}:%A!,:!:N%!.tl,;@«%?!—!A$9X%?:!A$?N!)A!<#%31?):%!

#0L$1#%8800#1:1*5! 2N1A! =#)8%0 #7! 3%A?#19%A! ) FPEKY6F-| ABIX%7?2:GJ! e%! 3%A2#19%! $A%! 2)A%A! 1*1 = #8)&! &,

3%AL#)9&%! N2 %#HLIAL?AL =4 A=0}%! =$*?:105)8Y08da0! | #%<#Y%AY*:! A$IXY%?:A-! <#%317?):%A-! )*3! ,9X%

89%)A$#968%+:1)$:,8):1,*! :, &AJ! 2N%! 8)1* 2N)#)?:96#2A:12Ak & ORI

:N%! #%=%#%*?%! =#)8%0, #7! #%7?,88%*3%3! 9/l F9#)*1 )*31[):1*I

SNVD!?)*19%!A$88)#1P%3!Al=,&&,0Al $9X%21!
¥ F$:.,8):1,*, &AIBSAI9%!)AA,?1):%3!01:N#%7?,5*1P%3!  oRp!q!2N%!A/A1%S8
A)*3)#3AJ VOX %!

¥ 2N%!:, &AI8$A:! ==%#-= #!%R)8<&%-! :N%! <AA191&1:/! 0/ VP!g!1*=#8):1,*!
1*:%#)?:1*5! OL:N! :N%! :, &Al =#l O#1:1*5] A =:0)}#%! o/]p!q!3):)!

#9%6L$1#9%68%*A of bp! g6t #18%AA)5%
¥ 2N%! :,&A! 8$A:! <#,013%! ) <#96AY%*):1* =1 :NY#%317):%6Al!
896)ASHY8Y6*: HUASEAL 1=)P1&1:):9b!) ) &IP%A] 0=WpOg6#1=1%A

! 0=]p!gA)0%A

= | (/A *

L" ., &01*5D 1AALESI#3AI01:NH)88):17)&\ &814A% O=bpIH%6:$H*A

2N%!%&&1<A%!1AN#N%: #1?)&!=15$#%!, IAKBA%?N!1*:%88M%*!,9:) IMN%!=,8&,01*5!&,51?)&!=,#8$&)!!
00! #! 8,#%! %&%8%*: Al 1*1 #3876 A%*:%*?%! AN, #:%#-!
ON1&%! <#,8,:1*5! ?,8<#%N%*A1,*J! M*l :N%! ?,*:%R:! ,=! IN% | IRISSWER-IMIER-!/]GI=bIER-/IGU E]G
5#)88):1?)&!%&&1<A%-!0%!:%*3!:,!,81:-1= #1%R)8<&%-!)! 0%#9! #!
)*! ,9X%7?:J! M*3%%3-! 1*! :N%! #%L$1#%8%*:A! O#1:1*5! %&aﬂg]b%-' 11 KR A%?:1,*-! )*_[ %R)8<&%! =l @A%! >)A%!
)*)&/AIA-!l*! H#3%##! Z,!)0,13!#%<%2111,*-! ,81:!)!<#%31'.G:!0/0!E@%ﬁ%*:l*sl ‘N%! 8)*$)&! :$*?Zl,*)&!AlP%-! )A! 0%&&! )A! ‘N%! &1
1#!)!*1$*!E19X%?:GJ!d%:lA!l&&$A:#):%!Ol:N!)*!%R)8<&%!)!:@Iﬁ%o@é/%)&%d/o*%#):%mg/!:N%!:”&!)*3!:N%!)$:,8):1?!:$*?:1,*)&!A1P9
ON%#%! :NYGREPNY! ,B1AAL*! =1 )* ,9X%72:I! :IN%! AJA:%8Y:)1%0431=# 81:NY%!:, 18]
?N%?7A!)*31 A)0%A! :N%! 3):)J! M* :N1A! @A%! >)A%-! :N%! A/A:%8! 1Al
PN%?71*5! #10%#1=/1*5!:N%! 3):)J! . $9A%L $%*:&/-11:1 01 8@ 1< HAR#A31 1, *!, =) @A%!>)A%!)*3!1:AlID)*$)&&/! D%) A$#%3!
51 IN%L#! #882*5! E:,! A)0%! :N%! 3):)GJ! e%! A$<<,A%! :N):! :NBS!?:1,%)&!.1P%
O#L:1*5! =1 A=:0)#%! #%L$1#%8%*:Al 1Al 3,%! OLN! 3PBIRIMINIMIKESA#):%A!)I=$*?:1,*)&I<#,2%AA-I= #ION1?N!:NO
<#%317):%RR-I/GGJIZN%!3%A?#1<:1,*11¥1= #8)&!& 51?1 QYN BRH< Al )#96! 13%*:1=1%3-1 )Al 0%&&! )A! :N%! 3):)! 8,0%8%*:/
9%I!1,9X%?t-IASIX%?:-IAS?NNAl<#%317?):%!E,9X%?:- ASEXY4 R G

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 26



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

2N%!A)&%A!8)*)5%#!)ATAL:,N33!)1*060!<#,35?2: I8! A/AKMD  2+%1 F'a%2.#+81 D *.-gr2+# 4% G190/ 14+
0%#1=1%A!:N%! A)&%A! 8)*)5%#! ?#%3%*:1)&A!)*3! 31A<&)/A! :N%! *%O! 2%%d
<#,3$?:!:,#8!,#!31A<&)/A!)!?#%3%*:1)&!%##,#!8%AA)5%J!‘g(%f%)é%3;;)(%3!,;‘@‘3":,‘I 'N1AI A%211N%! )$:,8):%3! 896)A$HI6E%6*!
8)")5%##! %*:%#A! :N%! *%0! <#,3$?:! 1*=#8):1,* )ANKFIA "~ - $#| &|'3%O}J/'o&wx'ﬂgﬂ;}%A'$&.A, <#%A%*'%3'.£.)/|'N%l

048l : . ' ASEA!
ATA9%8!:,IA)0%L:N%*0601<#,3$2:312N06I AJA%8I006# LELAN Qéﬁg} +30 " Y™ 103! _
#%?,#BA!:N%!<#,3$?:-!)*3!#%:$#*A!)!?,*:1#8):1,*!8%AA)59)§4® ,8<)#%63I01:NEN, A%!,=INTB)1%R<0%6# A2%%#. 1=1%3101.

IN96!)331:1,*1 =1 1Nl “060! <#,3$52:1 #1 )| U6, # 8YAA)59%INLRMIPM>18%:NB

<#,3$?Z!)&#%)3/!%R!1AZAJ 1" ,.:*2+%$¥**1&/%KIE&(‘B’ $O*0*1&7ZK<*2

#JG);! | *sFD[WZ 12 FQ@Fddt 2 \F.@4\! | @Q>2MVQFdiMul €%!)3X$A:%3!:N%! Qd[! 8,3$&%! 9/!)<<&/1*5!)! A%AI=! #$&%
N):D)&&, 011,12 *A#$2:1)*3106R:#) 2 :#1<&%:Al=#,8! @A%! >)A%! #

“"3?,-2'38("%:;'()66) <838)="+96) | ) 12| M| T) ”,,2 @AYH! . H1%AI0H#1::0%6* 1:1%):$#) &1 8)*5$) 5% WeBH): Bod !

e o )| A%:L=L%PNFILS%A! -, 24#%):%! )! 2,8<&%6R! )#:1=12PPA! 1%:%&&1
2K?! AC! >FF! > @ (89F9@A8>17 1 | 1| 1| 1 1 ON1?N!N%&<A!:,18%)A$#%!>V.DM>1=$*?:1 *I<,1*:AJI1 2N%*-! 0%
BSCF7DA 18<8%8%*:%3! )! A%:! ,=! #$&%A! :,! 13%6FPAALNS):)!

MO85E59?! A<9l 4 (89F9@AB>IT I [ I [ [ 1| 8,0%68%*1E\*:#/-1%s1:-14%)3-le#1:%GJ12N%A% #$8& YAl #%!)<<&1
=>@>698!D8IFI@AS>I *2%! :N%! =$*2:1,%)&! A1P1*5! E3):)! 8,0%8%*:AG! N)A! 9%%*!
N g DC0 0] "BBCEIZOZRY L 306:06#81+063011 2NY6I ALRSEDALY)&I <H, 296AAI TAI%LS)&I | NG
857BI>NAA<OI@OLIBE( OOLIBECED] T T T T or] $89%# =! L:Al 3))! 8,0%8%*AJ \)?N! 3):)! 8,0%8%*:!
ECst EC84p ? #HYA<,*3A1:,1)*1): 8121 <#%317):%! ,=1%) ?N! :#1<&%:1)*3IN)A!)!
*@A98?! A<9! @IL! B8( "OLI38CF7DA| :! [ 1 [ 1| ! ! A1P%! =IWI>V.DM>!1=$*?:1 *I< 1* | ESZ{[G3*+ GG,013%A!)!
5@EC8=>A5C@ &1A:! =1 :N%! 8)<<1*5! #$&%A! :N):! O%#%! 18<&%8%*:%3! -
M985E592IA<9IF>A> &>AP N I T T 13%*:1=/1*5!:N%!3):)!8,0%8%*:1:/<%A!,=196)?N!:#1<&%:15%*%#):%
$9DC8F?!A<9!B8CF7DA 38CF7DA ! ! ! { ] 9/!ZN%!Z,,&J
$9A78@7?! >! DC@ES8| (C@E58=>A5( ! ! ! ! g
=9?77>60 =9?27>60 ) \ \ .
$IA78@?'>@!988C8!4g *88C8I=922>6¢ | | I | 1| | Q! AIGT)IE L &F2R2 viDlQ2! 2 FMQ! S@d. !

8"$&/® ) Al Al Al B © D9 <(#.,.$.")"#)E&99.,1)4+/(6)FEAG )

! 250 1| F*/13):)18,0%8%" 1=#,81:N%!=$+7:1 ") &I$AYH!
. ENS$8)*-!,:NO6#IA, =:0)#%-IN)#30)#%!3%60179
M!F*28)/<&/$l+$%+(+N2*+@(2*'*!( &&ZK ')*Al?;%#%;l)A')*l\*'LllE(!)‘\GJ) ) e
28)/<&3 B%0 2, DA\

> *(2. )" At 18&IBL(F#HY 250! | F13)))14%L$%A 1, :NG6I=$"7: 1, &L/ LAl #%6)0
Z15$H96MBESAH) IALNOGIA)BY6I=$+2: 1, )&I<H, 26 AAIH 81Nl 4o o
<#901,$AI%R)8<&Y%-131013%319/1:No%I:, &1 1*:,| AY0YoH) Bt TR 00517 A= 7 F e <3 50 A AT
3%:%HB1Al N%! =$+2:1 )& ALP%! 3! 13%*1=1%A! ‘N0 E&ﬂszﬁl&%gﬁbfAi\'lﬁ,?yzi'/:;')'Al/()J*A&é
8,0%8%*:1:/<%AMH/-1%s1:-14%)3! #le#1:%CAMBL #:)*:! | i:&&.'— #8 ’_,1*;5' *3|3'_ l<.#£VAfV*' 1 PraE
- 18%*11 *:N):LNOGL:, &1,07) AL NO6IA)8%I=$+2: 1, %) &IALPY% HFARERE! oy ')1“*Al -)O/L- )1-)-(y |?|A<§J/$?'|-’N'cy| .
)ALNGHIB)*$)&I=$*2: 1, *)&IALPI6I%A: )98 NADIMEBY %R <Vot: ] 8)*1<$&):1,"A#ANLSL#%3!:,IA%*31:N%!3):)1)::7

!

L ENOOI=$42:1, ) &ISAY#I LAL:49%0):%3!) A 1%bs ]
25UW | 06)#7N1*51,=1)13):) 5%, $<I: I<UHALA%*IA: #)
?,*A13%6#%31)A!)!4%)AE4G]
T © | 28UX1| 2N961&,517)&!<#,7%AA1*5!)*FNUB): 1?)&!
?2)&72$&): 16 2%AAHI!: 1#96)31:NY%!3):)!)#0%!

Download

Triplets list and other statistics 2 *A13%#%31)A!)14%)AE4G]
4 23UY!H FH/1#%)314#%L %A 1=$*?:1,*)&1:/11AI? *A13%+
Sle|f| & s 4%)3IE4GJ

28UZ1| D,01%5!)I$*1L$%!I3):)I5#,$<!:,|<U# AT IE)5%!
1A12 *A13%#%3NA1)le#1:9%!EeGJ

28U[ || 2N%!&,517)&!<#, 2%AA1*51)*31v! #18):N%8): 11
2)&2$8&):1, *I*U62%AAH/: 12H9%):%!3):)!:, 19%!IA
)#%12 *A13%#%31)Al) e#1:%!EeGJ!

1

0

S 0
records,prod 0
system returns message 0
Total Of Sum CFP 2

212]1]7 I
T

/56789!R;*S>=BI9ICE!.7AC=>A5D>INI29>?789F!/7@DASC@>I!-5T3"l #$%&'()*F)$Q*8&2#(2.)*A +

e%! <#%A%*:%3! :N%! =$*?:1,%)&! A1P%! #%AS&@! ,=! :N#%?
8%)A$#%3! <#,X%7?:A-l ONL1?N! #%L$1#%8%*:! 3,7$8UF: Al O#1::%
*):$#)&! &)*5$)5%! #%! <$9&17&/! )0)1&)9&%! ,*! :N%! >V.DM>!
0%9A1:%! )A! 2)A%! A:$31%AJ! Z1#A:-! >V.DM>! %R<%#:Al 8)*$)
8%)A%$#%3!1:N%!=$*?:1,%)&! A1P%!,=1%)?N!<#, 38l 2:N98 #31
8%0)A$#%8%*:18)*$)&!3%E 1) *31#$&YAI! . $IA%L$%*:&/-10%!

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 27



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

$A%! $H#! 3060%&,<%3! 1,&! 1! )$:,8):17)&&/ 3%:%HB1 sl BPH)&! 8)*1<$&):1,*Al 11 2#%):%! N):! =1&%-1 :N%#%! 1A! )!
=$+2:1,%)& ALP1*5! =1 INVAY! <#,X%72:Al =#,81 N 1#! #6kSAAVELEL M INSS) 1064+ #A-IAS? NI AL AL B%BIHA BVOR: ¥ !
69612,8<)#%3!:NYb! #06AB&: Al 5%6+06#): %631 9/ :NVs! - NSAYBIL*A <1963! #1?,<1%31:017%J

<$9&1ANY3! 9/! %R<Y%#:AJ!l 2N%b*-1 O%! 39A?HB0HEB!:N%! ,9A

31==%#%*%?%AJ
@".&$0(&/8+ .18&/SL(FHH/16+2.=&2+%) S0V &S+

KMMJ>%"(G-)%"."&!  Z#$* € %$] !

%! <#,<,A%3! I:NLA! J#:1789%! ) 8N, 3! = #! O#1:1*5!
A,=:0)H%)! #%L$1#%8%*Al NI 2,$&3! NBH8KI6! (NY%!

e%!A$88)#1P%3! 1*! K%t + AD0!)$:,8):1?1=$*2:1 )&! —gxr-1 *?&! A1P%! 8%)A$#%8%*:! <#,29%AAJ! 2N1A! :%?N*1L$%!

AL1P1*5#%A$&: Al = NEIOWHNB67?:Al=IA,=:0)#%H#% L $1#%§ U oA

)<<#,)?NI! M, Q941 :%A:%3-1 )*3! 0)&13):963! 9/1 :N%!

A<%?1=17):1,* 3,7$8%*:A! ,9:)1*%3! =#,8! :N%! :,,&J! 2N%§%&/0&,<8%*:!,:!)!*%O!Z,,&!:,#!)$Z,8):1*5!:N%!8%)A$#%8%*Z!,:!

5%*%#): %Al :N%! #1<&%:A! =#,8! @A%! >)A%A! # @

N3 =s#LY64% 1 A1Pos! =1 A =:0)#%-!)A! 3%=1*%3! 9/! :N%! >V.DM:

3%APH#19%3! 1*1 *):$H)&! &)5$)5%J! 2NUG*! 11 3%:964835HARIRITAL, &1)8.&. OAISUH06#): 145! H#1<EIbIAVAKBIDA%

=$*2:1,9)&IA1P%]

D.! Evaluatiorrand Vali dation of Resultdoy COSMIC+
Experts-

Within!the!frameworKof !this!article,we tested the tool !
with! thred (3)! projectd and! the! resultd presentediwere!
comparedwith those of! human experts! cettified with the
COSMIC method! The! manually measuretresults!of 'thesd
projectsarepulishedandaval ableon the COSMICwebsite!
FirstJour'tod lgeneratethetripletsfromtequirementdwritten
in'naturallanguage fromUsdCase®riUsetStaiedwrittenin!
Englishlorlin!French.Then,it determnesithefunctiond sizing
by! quartifying the number! of! atomic predcated (verbs)! of !
eachtriplet! The researchresultdshowed thatithe generation
ofltripletdfrom!UsedCasedor User!Storiescan be exploited
by measuremekhdutomationtods.!In fact,!our!propcsedtool!
preenslauomatedresultdtha lareconsigentwith!themanual
resultsvalidatedand publishedby!experts Jwith lanlaverage!
accuracy of198.30%,'adshown in TABLEHI, 'wherettié
acauracy VAriesbetwean 96.97%ard 100%. ! ! !

| |

#JG*));! 1 . @2VDF2M>IFQ;! 2 FQ@FdY @Q>2MVQFd! Mu\!
( VD[F4M.VQ. !
MH(-$) E&,+&/) 2+$"3&$.-) 2--+'&-| )
*+,-$.",&/) *+,-$.",&/)
1.0,1) 1.0,1)
4%A:,1./A ! y! [Z;RH\!
F>D\I >)#! RR RH XY\ !
“1#%) . /A %8
417%">, 7% HY HV :UU;UUN
8"$&/) BC) BCK LMNKQP

L' 79)*(&2+&¥=/A/&K

H@AYH!. #1%AI0#H1::%* 1*1%):.$#) & &F BB % K6 ?1=17)&&/!
1*N\*5& TANIE I Z#%*?NE@A%! >) A% A #HDPPI O#1::%*1 1*!
\*6&1AN!IE*1Z#%*?NGJIIM*)331:1,*-11:13%:%#81*%A!:N%!=$*?:1,*)
A1P1*5! =I A =:0)#%-! 1*! )331*5! :N%! A$8! ,=! <#%317?):%A! )*3!
13%*:1=/1*5! :N%! A% 3):)! 8,0%8%*:AJ! 2N%! :, &!

) <<#,R18):%A!:N%!N$8)*19%6R<%#:Al):1)9,$:Inh_JbiwJ]!

M*!1:N%! =$:$8 <%6#A<%?:10%! O1&&! #/!: D 9ek3): %
8,3$&%! ONIDL$&3! %*ABHBY:! :N%! :,,&! ?,$88Y6*%0#): %!
#1<&Y%:Al = #! A%*.%*?%A! O#1::%*! 1*! :N%! <)AIKN)%6! =#8!)*3
0,5&3 3%:%2N%! =#8):! ,=! :N%! F2uR68%*:Al 3,758
Z$#:N%#8,#%-! 0%! 01&&! O)¥E)2N1*%! &%)#*1*5! 8,3$&%0!
ON1?N! O,$&3!)&&,0! :N):! ; $36? $&3! 18<#,0%! 5#)3%)&&/!
3$#1*511:A118<&%8%*:):1,*J12N%!5,)&!01&&!9%!:,1)&&,0!:N%!:,
L &%) L AL&O0%! <#,9&%8A! 9/! 1:A%&=-! O1:N,$:! *%?2%AA)H:
*00%435!:N%!1*:%#0%*:1,*1,=IN$8)*1%R<%#:AJ

4*/*$*"(*_ |

o:P M;JN_C'la.@>IN?919AIEC8=>I5?>A5C@!C@ATID6BBBIFEI?'B8
0

FOI =9?789! >??CD5"9?! >7S! ="A<CF9?! FO! =9?789! F9! I>! A>5]19
EC@DA5C@@9II19!F9?!1C65D591?7c!&9! @C7_NBAEA8IBIDAS_9
=9?789H e%@ACIC65D>IIN28@>| >@F! EC8=>I5T>A5C@! CE!
=9>7789=9@A! BBCD9F789?!>??CD5>A9F! L5A<! 3CEML>89! E7@L
?5T9l =9>?789=9@A! =9A<CF?c! "9L! B98?BO9DA5 9?! ECS8
=9>?789=9@8£;&;!A<9?7B2C@A8"I'@5_98?5ANF7!,7°g9D!h!
2C@A8™>I'T R:VB'! HUWW@IS@9P;! . >51>gl9! | EBC=c
<AAB?ZCIiiF5D;7b>=;D>i7BIC>FIiE5I9?iA<9?797ig9 ICjA<9?79;BFE
O$9A859 1BR5I"HURA!

$>A5C@>1' '@5E59F! 38CD9?7c! .7/R0=3A8FEO@A! CE!
(%-2)(  Q3'EC8!$>A5C@>I!$C?9!$9> 5@ ) @EC8=>A5C@!
>@FI-CEAL>89#9D<@CICEN'!_ClL:IVY |@Q{R IBBUW:

ORPJ;11596987 82C89!.gC7Al-CEAL>89!$9b7589=0@A?;!"9L IkC8Kc!
%I$951INI29F ) @D IHUU;

OVP-;l #87FOI'a#<9! (%-2)(! )-%! :[YX:!! E7T@DAS@>I! ?5T9!
=9>7789=9@AI=9A<CF!>?1>1?CEAL>89!89b7589=9@A?!5=B8C_9=:
=9D<>@5@33<;&;! A<9?BMDCI9! F9! #9D<@CIC659! -7B"859789!
e*#-F IHU:H!

4%L$1#%8%* . Al)#%!5%*%6#) & &/ O#1::%* O1:N!Y3110%g AIHOAIY<="| a CEAL>89! DC?A! 9?A5=>A5C@! L5A<! (h(%2%! ))
* 1101:NI<)AAL0%!0%6#9AJIQU60%6#: NODRYGRIA1BUPAI2)A%A! 'BBISI->FFI9I$5_98'!";n0! GC@FC@c!389@A5DINGLIBEINIS@>

ON%#%!A,B%!@A%!>)A%!A?%*)#1,A!)#%!3%A?mm%a!1*!:N%H%é@ AT @F il O5EE AL>891 7 @DASC@ " CT8D
= #8-11J9%J-| A$9X%72:1)*3! 9X%72:1)#%! AO)<<%3J! V*%! & 1BIR):A . <A'1>@F!.;n;! 0>EEGQINEAL>89)! - !
:N):!:N%!:,,&!?,$&3!*,:!E)3%*%#):%!:?#1<&%:?A!:,#!A%*:%*?%A? LG ECFY >@FIZ9_0ICB=9@AI"EECBAISBEREDBSCAcC!. -

= I M>I5FctA | # ?>DA ?! I -CEAL !
1% :N%! <)AA10%! =#8J! *,0%0%#-! :N%! :,,&! 3%:%72:Al A%*: 985565!_%,;?[’3%@?&%3;@%@ CO! -CEAL>89

O#1::%*OL:N!)I<)AAL0%!0,12%1)*314) IA%A)NVAGABBINA | 48>@"| 2 CEAL>89! 20A85D7! >@HI>EE 20A8CICEN:!
ottt HIRA, -1 :Nb! <#,<,A%3! 1, &1 1Al *1)9&%! :,! 3%:%6P:! =,#8)X CoCKI@";n:c! 1519N! GC?!I>=5AC?' I (>I5E:Cl)* (C=B7AIS!
%8%8%*:Al =1 :N%! #%6L$1#%68%*:Al 3,2$8%*:-1 A$?N! )Al NUFBRIANRHZ!B IHU:U;
:,,:%#A—!:1:&%A-!%:?J!4%L$%%8%A!:,!9%!$<&,)3%3!:#,8)'2!P - 1JI>DK!I>@F!&;!15660G>NCc!.I127IARE>@67>69' ) @F7?A85>I!
Ye #3LH[Z1=18%!1%: | $#!:, &-IONY%#%6:NLAI=18%IAN, $&3!7,*yAI@6A<I#OFI-2q[[ | G>D!-7B"85978"| (>@>F>"|_CI;!Z|@C;!
*&IHYLS1HY8%*Al:%R:TOL:N,$:1)*/1= #8):1%&%68%*:J! "% ?) S0 B: RIVU LI[[;!

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 28



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

O[P );In>DCg?G@9!7 @5E59F!-CEAL>891&9 9ICB=9@IM3RCDIGMR;! .g8>@! >@F! |;! 3>AC& AC=>A5C@! CE! /T@DA5C@! 3C5@A?
nC78@>I!CE!%groDAI#9D<@CIC6N'!_Cl;! eI BB;: (C7T@A5@6c!/9>75g5I5AN! > @RI @FBSEMA F7!,7°g9D!h
0:UF};lJ9DK!>@F!&;!19?4798I-AC859?/5@!.65191&9_9lCBH@mA  2C@A8">I'IBBILL[[Y; !
-D9@>85C?"! -AC859?'! '?29! (>?97c! #<8C76<! A<9! -NRAAAZS>@!!"#$%<9!(%-2)(!/7@DASC@>I!-5T9!29>?789=9@A!

&9_9ICB=9@A?!GEBW HUUV; 29A<CFIM98?5C @ WPABI5@IP;!._>51>gIIUESTHC?=50)
0:R .;I(CD Kg78@185A5@6!9EEIDA5_9! 7 29FB5289?I9N! 25T5@6;UBBIAB59_9Fc!.B85I'THUH:P;
GC@6=>@UL 0:YPJ;12>@Cr v$a1<>A!%f&& 1J&&Is! #&&It  d'1.2798A1-919@57="
O:HPa)***| -A>@F>8F! 0IC??>8N! CE! -CEAL>89! *@65@9985@8! “l __HUH! ~ O%@IS@9P:! olgloict E8C=
Pz)gs 5@CI%§@')***' AFIX:U;€[[U!_CI;1@C; 'B@V%l © BCiiLLL;>??98A?919@57=;DC=i>AF Fil3i FRAvIRD

&9D;L[[UMIFC5ClU; U *-#&;:[[U;:UUXV; ! @LF'IO$9A859 9Fc!.B8BLRHU

O:RR:1:1 .=gl98'! a*S>=5@5@6! A<9! JHET$39=9@A?! 'B! /SC@RIZP2; 1I&CL@5@6°12;*>6192,+CB9’"I>@F!3<;!n>=9(Z*{>8!
e3$/f|g BB8C>DOX!= @N’?QEAG@ZB@Bé%I >('?I>gl9|E8¢ %.D +589! (>’79'-A7FNI AL 767?A HU: Z0%@I5@9P;! ._>51>gl9!
<AABCii>6519=CF9I5@6;DC=i9??>N?i9S>5@5®6J$/;<A=  EB8Cs! <AAB?ciiDC 55 @6;C86iB7qI5D>ASIRESES
0O%$9A859_ 9Fc!.B85I'IHUH:P; D>2QA7HN: QUQIO$9A859_9Fc!.B85I HUH:P;

0:VPJ;1"72950g9<I>@F!-;1*>?A98g8EOK7689=9 @A?!* @65 @998RB el -911>=5 121+>C79?>@F !+ | JA@F>11><1a5T5@6!">A78>!
J$C>F= gBor')8'38<:D99F5@69ICEIA<9'(?@Egs@g@%C@I#<g%é 8r69i'?798!-AC8597i'2G!"?9! (>?9?1EC8! 199! >@MI2Cg5l
CE!-CEAL>89*@65@9985@6 I"9L'kC8K!e'- [YBBHRINWU; >ASC@°' 7’)5@6' (% -2)(1d-2>N! HU:[;! O%i@ary!

) >5|> 19! <AAB?ciiDC@F5D
FET5@S: C86|B7QI5D>A5C@DIS§?P@?I@$9A859 9Fc!.B85I'!
HUH:P

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 29



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

Towards a Decision Support System
An Ontology Validation

Raja Hanafi

National School of Computer,
University of Manouba, Manouba, Tunisia
E-mail: rajarajahanafi@yahoo.com

Henda Hajjami Ben Ghezala

National School of Computer,
University of Manouba, Manouba, Tunisia
E-mail: Henda.benghezala@ensi.rnu.tn

Abstract? In certain complex situations Decision-making takes
into account a large number of theso-called knowledge of
decision-support. This knowledge is often represented as a set
of database definitions, knowledge bases, general information,
domain data, statistical data, etc. To make the right decisions
and to make good use of this mass of knowledge, it is
preferable to formalize, represent and model them. In the
literature, several works suggest using the ontology as a
adequate solution to represent the decision making and
decision support knowledge. Inspired by this work and based
on the main objective of our research work, decision ontology
was proposed to represent and formalize our decision support
system knowledge which is proposed for computer Project
Manager. The problem here is that the good practice of a
decision-making system or a decision support system is not
limited to the structuring and representation of the knowledge
used. This knowledge, and given the delicacy of the domain
studied (computing) requires to be evaluated and to be
validated by domain experts. Accordingly incremental and
multi-intervention approaches for the validation of the
proposed ontology were proposed. This validation also allowed
us to confirm the set of concepts and relationships forming the
given ontology. The result of this research is a validated
ontology which will allow us to build the memory of our
project and to feed a good consistent and rich decision
knowledge base.

Keywords-support decision; decision making; decision ontology;
ontology validation; computer project.

. INTRODUCTION

The main purpose the elaborated ontology [1] is t
provide a basis for the proposal decision support syste
offered to the project managers in the computer field. Thi
system consists essentially of two main modules: Th
decision-making module which functions as a suppor
system to computer project leaders, to make a decisiol;i
concerning the onset of their new projects and the decision
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support modules provides guidance and assistance inspired
from historical projects which are already resolved or which
have been already dealing with the problematic of their
project in question. For the two modules, the need for
knowledge, experience, historical information for resolved,
unresolved, same context or same class projects, is too
important in order to have a right course of the decision
support system and especially the decision-making module.
To have a broad knowledge of this domain,, we must model
and represent it in a structured way. In addition, the newly
created ontology must be validated and evaluated thanks to
either experts or standard validation tools. Here, we can
identify two scenarios [5] which justify the validation of the
ontology: an adequate ontology will allow better reuse of the
data and oncologists need methods to evaluate and validate
their models in order to encourage them to share with
confidence their results with the community. In this context
this paper will focus primarily on the problem of validating
the content of domain ontology. Besides, an incremental
approach for validation approaches was introduced for the
proposed ontology which is composed of six steps. In this
context, we have studied some ontology validation
approaches: those which are questionnaire based, others
based on question answering. The problem here that all
approaches studied are single actor approaches where a
single validation actor can validate the entire ontology and
this by applying the semantic and the structural validation
definitively with no return. The main novelty of our
validation approach consists essentially of three critdr&: t
incremental validation, the multi-intervention, and the
respectingof the $V cycle. In fact, the shift from one

Qalidation step to other resultsn an updateof the initial

ntology and this occurs-by the intervention of three experts
roject management expert, a project computer expert and a
pecialist in ontology engineering). Our proposal approach
quires a resort between all the validation phases and can
turn to any expert for revalidation if needed.
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The paper is organized as the following.. After theDSO is based on the Ontology Web Language (OWL),
introduction, Section 2 describes the application of oumwhich facilitates the sharing and integration of decision-
ontology in the decision support system. Section 3 is madmaking information between multiple collaborators via the
up of two sub-sections: The first sub-section illustratesesomWeb and description logic.
ontology validation approaelk and their discussions. The
second sub-section describes the proposed validati

approach. Finally section 4 reveals the main conclusion ar?@' Discusion and synthesis

futures works. The study of these different proposals has enabled us to
observe that:
Il RELATED WORKS X The ontologies used for the proposal of a decision
In the literature, several works have used ontology as a aid or a decision support are a generic ontology of
method of modeling and formalizing decision-making large domain namely the domain of design
knowledge. In the following section, we will describe the techniques, the domain of knowledge engineering,
most relevant ones. the domain of insurance bankingetc.

X Most of these ontologies are not well validated and
if this is the case the validation is not complete and

A. Main Proposals suffers from being a support for the formalization
1) A Decision-Making Ontology for Information System ~ and the modeling of knowledge. .
Engineering[2] It is in this context that we decided to propose decision

The author proposed an ontology for the modeling ofntology for the proposal of a decision support on three
Decision-Making knowledge (DM). The proposed DM Main levels. In_adqmon and in o_rder to r_emedy t_he problem
ontology is a representation of DM concepts and theiPf ontology validation, the following section of this paper is
relationships modeled using a Unified Modeling Languagdroposed as a validation approach. This approach is an
(UML) class diagram. Then an application in the field ofaftémpt to guarantee an adequate formalization for the
Business Process Reengineering (BRES been proposed. knowledge manipulated by the proposed aid system.

This proposal is based mainly on the unification of the most

important DM _concepts within a single model. The Ill.  THE APPLICATION OF THE PROPOSED ONTOLOGY IN

suggested Decision-Making-OntologlpNIO) is of a dual :

use namely: to clarify the DM concepts to formalize the DM THE DECISION SUPPORT SYSTEM

situations and to specify the DM requirements and to In order to automate the knowledge -capitalization

highlight the components of the DM method. approach [1] that we have suggested, we have proposed our

decision support system offered mainly to computer project

2) A Productive Credit Decision-Making System Basedeaders. The main goal of this support system is to guide the

on the Ontology Model [3] manager of a computer project from the start of this new

The author has constructed ontology for theProject until the resolution and the illustration of the final

development of Decision Support System (DSS) provoke&esults. Our proposed ontology is described in three main
by reviews of the effects of the pandemic on the globafONCepts: project context, project features and project
banking system. It emphasizes the relationship and suppd@tional design. The proposed system offered three levels of
between companies and banks and the need for resporggsistance and for each level of help we will identify, the

from banks to ensure a reliable business customdpllowing: the main role for the proposed support decision

experience. It is clear that the decision ontology in bankingntology. _ _ _

ULVN PDQDJHPHQW LV D FRPSRQHQW XR iThg/ficsy leyelad relp is helpwrerterssmees. It

ontology. allows the enrichment, consultati, statistic,
framing and contextualization of new projects to be
3) A Decision Support Ontology for collaborative processed. At this stage the conceptualization and

definition of concepts and terms describing

computer projects are needed. The support decision
knowledge recommended in this type of help is

given by the instantiation of the concepts and

relations defining these two classes "project

features" and "project context" as well as their

subclasses.

X  The second level of help is "help oriented decision
making" that presents the main goal of our decision
sypport systemAt this level, project leaders (chief
or project manager) are into taking a decision of
launching their new project. This decision is made
by checking whether the problem of their new

decision making in engineering dgs[4]

In this research, a Decision Support Ontology (DSO) is
developed to facilitate decision making within the
framework of collaborative design. The structure of the
developed information model reflects a prior knowledge of
decision making and supports the communication of
information independent of any specific decision method.
As a result, the DSO includes information related to the
decision such as the design issue, alternatives, rating,
criteria, and preferences. It also includes the rationale and
asumptions for the decision, as well as any constraints
created by the decision and the outcome of the decision. The
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projectis already addressed or not. Here, the need toccurance of the change. The proposed validation process
define a "problematic” concept for each project isconsists in defining weights by the domain expert for each
very important. The instantiation of the project criterion by giving it a weight relative to its importance in
feature class that contains the concept "projectelation to the domain and the use of the ontology. Thus, the
problematic" forms the answer to the decision-process will minimize the intervention ah expert in the
making question. validation of changes.

X  The third level of hip is "help oriented decision 2) An approach for validating the content of an
support”. For this type of help, the project leaderontology proposed by Ben Abacha et al [Blthors have
will be inspired by the projects already resolved toproposed a semi-automatic approach called SAVANT based
complete their new projects. In this case, they willon the generation of questions to validate their ontologies.
not only be inspired by the suggestions andThe first step is to automatically generate a list of Boolean
solutions proposed for old projects, but also theyquestions from the ontology being validated. These
will benefit from the problems and failures questions are submitted to experts in the field who provide
encountered during the resolution of these differentin agreement decision (Yes / No) and then an interpretation
projects. The instantiation of theroject Rational of these comments made to validate or modify the ontology.

Design (problem, suggestion and solution) forms alhe originality of this approach rests on the fact that the
basis for decision support knowledge. interventions are manual and they are carried out only by
health professionals.

Even if the use of the proposed decision onto|ogy p|ays 3) An interactive method for the validation of ontology
a key role in determining the knowledge necessary foproposed by Richard [10 An ontology validation method
building a decision-making knowledge base, it is st FDOOHG 29,0 2QWRORJ\pvV 9DOLGDWL
insufficient. This insufficiency is explained by the fact thatMethod" has been proposed. Authors proposed this method
this knowledge is not always true and needs to be evaluatggt the structural and semantic validation of ontology. This

and to be validated by experts and specialist_s. It is in thig,ethodis be based on five stages. They started with the
context that we propose an ontology validation approaci

which aims to evaluate, to verify and to validate the conten tructural validation that has four stages of validation
of this ontology, the choice of concepts and the relationship amely; consistency, validation by OOps, validation by

between them. The description of this approach is given ifequest and validation of the choice of the preferential label.
the following section. In the fifth step, they realized the semantic validation by

collaborating with actors of the modeled domain.
4) An ontology validation Approach by the experts via a
questionnaire by Laila et al. [J1 An ontology evaluation
IV. " ONTOLOGY VALIDATION and validation approach that has been proposed. This
The ontology validation is considered as a stakeholder afpproach starts from an ontology to be evaluated and ends
the life cycle of ontology that they can keep their interestip with an updated ontology according to the evaluators'
related to the applications for which they were built. Therrecommendations. The proposed approach consists
the validation of ontology knowledge has an influence oressentially of five steps: In the first step, a questionnaire is
the evolution and the maintenance of systems using thisroduced from the components of the ontology. Secondly,
ontology[6], [7]. In addition, the quality of the knowledge results of the survey of the experts will be done. The third
modeled by ontology directly affects the quality of thesestep is to analyze and synthesize the results obtained. The
systems. It is in this context, and to guarantee a good qualitypdate of the questionnaire based on expert feedback as well
of the proposed decision support system, we have decidedde the update of the ontology according to the knowledge of
validate the content of our proposed ontology and wehe results is realized during the last two stages.
propose a validation approach for our proposed ontology
which is built on a set of criteria. 5) A validation approach based on evaluation by Tartir
A. Main Ontology Validation Approaches et all[12]: This approach essentially consists of verifying
) ) the consistency and measuring the impact of the change on
Several works in the literature have been proposethe quality of the ontology. It also allows consistency
approaches and validation methods. In what follows, W@hecking and evaluation of the structure and content of the

will present some proposals. To get the Integrity of theyroposed ontology based on well-defined evaluation criteria
Specifications. and metrics.

a) A validation approach proposed by Rim et al [8] : B. Discussion
The authors proposed an ontology validation approach Although the validation approach proposed by [9] is a
which minimizes the intervention oén expert in the very important approach that allows the validation of
validation of changes through an evolutionary process base@ncepts, relationships and axiom components of ontology.
on consistency check and quality assessment of the fact, it has been evaluated experimentally on three

modified ontology. The verification of consistency is ontologies of different methods of construction but this
employed to ensure that all axioms remain valid after thepproach presents some lacuna:
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x A bad quality of validated ontology is related to two  In this way, we proposed a validation approach based on
reasons: the absence of ontology-expert interactiothree criteria:
and the absence of interface. X The first criterion: the Incremental validation of the

Wrong time planning of the expert and the reduction
of his level of concentration during the answers to
the questions.

The choice of questions is not generic. It also
depends on the context of the problem.

The validation method of [10] like any other method
allows the structural and semantic validation.

ontology: the passage from one validation step to
another results in an update [modification, deletion
or addition] of the initial ontology.

The second criterion: the Multi-intervention criteria:
This approach is characterized by the intervention
of several and different experts. Three experts are
involved in the validation process:

9 The project management expert: He is an
expert in the field of project management.
The project computer expert: He is an expert
who masters all the concepts of computer
projects.

The specialist in ontology engineering: This
actor has a good command of all the tools

X The problem here is that during the semantic
validation domain actors verify only the existence of
the general semantic domain. 9

x Another limit of this approach is the fact that the
domain experts are not allowed to add, modify or
update the used concepts. 9

x Expert, in this approach are simply domain actor and

are not necessarily specialists in the field of ontology and editors of the ontology.
engineering. These experts are the main players in the proposed

The approach proposed in [11], is a very interestingiPProach; however they are not the only ones. They have
approach but has some limitations: he right to bring in other experts and specialists when

X It is an approach not updated in the term of the noveltieS®c€SSary:
of the version of the OWL language.

X Uses only English for the generation of questionnaires in
natural language.

X The questionnaires are generated using non-specialists
in the construction of ontology study which reduces the
quality of validated ontology.

The study of these different approaches allows us to
notice that:

x A total absence of documentation.

x Absence of multi-expert validation [just one expert

involved].

Generally, the major approaches make use simply of an P : :

evaluation of their ontology. Effectilye this evaluation t The pro_posed vahdatlo.n approach is based mainly on
. Lo o wo-level validation method:

could not be considered as a validation permitting to exploff‘ . L L .

A technical validation level, which is carried out

their ontology. In this contextincremental validation according to the tools and menus intearated into the
approach is introduced which is mainly characterized by "Protégég(ontology construction egnvironment)

multi-intervention, documentation and incrementation. In the During this level we checked at each phase the
next section, we will describe both the process of building consigtenc and, the coherence of thep roposed
ontology and the proposed validation. ontology y prop

A professional validation carried out by a specialist
in the field of computer project and an expert in the
field of engineering and ontological construction
and a knowledge management expert.

X The third criterion: Our validation approach is
respecting the V cycle .We were inspired by the live
cycle of software engineering. Effectively our
approach like the V cycle requires a feedback
between all the validation phases. Hence, in our
validation phases, we can return to any expert for
revalidation if needed. In contrarto a classic
approach which applies semantics and structural
validation definitively with no return, we can return
at any phase of validation to enhance our ontology.

V. INCREMENTAL & MULTI-INTERVENTION VALIDATION X
APPROACH
Evaluating ontology means checking and validating two

aspects: structural and semantic aspects. The validation of 11,4 approach that we proposed is essentially composed
the structural aspect of ontology allows verifying theof six steps (Fig.1):
consistency and the coherence of a model to check. In this o
way, classes and sub-classes are verified according to the
criteria of consistency and coherence between them and to
avoid redundancy.

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 33



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

Validation
Step N°1

(’ Version . g
\ b 8
validation IT Project
Step N°2 Expert
+
(F Version 2 @
| SR
J Validation
Project
managemant

Step N°3
expert

‘ Vershon 3 " ﬁ

N\

Validation
Step N°4

Specialist in
ontological
engineering

Version G{Final version)|

3 ¥ W

Specianst in
A Validation
ontological

. . 5?% &
engineering
g‘,ﬂ

Version 5 +

[* ]
s

Validation
Step N°5

managemant

expert

Copyright (c) IARIA, 2021.

Figure 1. Incremental & Multi-intervention validation approach.

f Step 1: During the first validation step, a descriptive

document is presented in a tabular form containing
all the concepts and terms as well as theil
descriptions constituting the first version of the
ontology prepared (Fig.2).

Step 2: In the second step, it is up to us to updat
our proposal based on the remarks and the
assertions given by the computer project expert
This step was considered as a meeting accompani
by discussions. The result of this phase is a secor
version of ontology that is ready for evaluation by
"project computer expert’. This version is an
amelioration of the version 1 at the level of project
features (Fig. 3).
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X Step 5: At this step, the fourth version is sent to the
project management expert according to our objective
which is essentially to discuss projects problem solving.
Our goal here is to enrich ontology in the way to
facilitate problems solag in a new project by
exploiting historical projects. This step leads to a new
version of ontology labeled as version 5. At this stage
the expert proposes to add a new sub-class baptized
"Rational design” (Fig.5).
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x Step 3. During this step, we prepared a secon solulion |

report: a document describing our objectives anc Sgestonnmme

orientations. This report is then submitted to a

project management expert for evaluation. This

second expert could affirm or refute, add or modify

the proposal by adding a textual justification. -

Effectively, in a version 3, this expert proposes to

restrict the ontology by adding a new super clas:

named "project context". This class gives a detailec

idea about project deliverables, MfoH FW DEV W
SURMHFW, Btei(FHRU G V A

X Step 4: After the evaluation done by the project
management expert, technical check needs to be
done.This check makes use of a software tool in the

Figure 5. Fith RQWRORJ\pV YHUVLRQ

f Step 6: For this validation phase the specialist of

way to evaluate the consistency and the coherence
of the latest version of our ontology. This mission is
assured by a specialist in ontology engineering and

ontology engineering chooses to use HERMIT [tool
integrated in protégé 4.2] to validate the consistency.
This step results in a new version 6.

VI. DISCUSSION ANDRESULT

The added value of our approach lies mainly in three

points:

X The first point is presented by the multi-
interventions of experts and specialists who
cooperate for the validation of ontology. These will
intervene not only when an error has occurred but in
each phase where it is necessary to be present.

Gaoal of | Beavice | X The second point is the generic validation goal: a
technical validation a semantic validation
(contained in the meaning of the concept) and an
ergonomic validation.

X The third point consists in favoring a documentation
content of each validation step favoring an aspect of
reuse and sharing of validation technique for future
validation phases and even for future projects

The validation methodology followed in our validation

approach mainly consists in bringing in several experts with
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validation of the proposed ontology. After the validation ﬁ;‘ggrsa%%“gmetng Xﬁgdgggﬂcoéggﬁglgggf:f‘”gO“r/'n%%?'c‘;?s
phase, we will validate experimentally this ontology. In this  gemantics, (2016).

context our future work must focus on the experimentation, g} ;. gichard, X, Aimé, M-O. Krebs and J. Charlé,OVMI:
phase. This phase is carried out by building a knowledge “towards an interactive method for the validation of
base containing a real computer projects forming the basis ontologies, INSERM UMRS 1142, LIMICS, F-75006,
of the facts and a set of rules forming the basis of the rules. (2015)

These rules are of two types: classification rules which helgl1] LZ. Ghomaril, FDeghmani and A. MeghnousGeneration

to classify the projects and association rules which provide a of 2 QUZ%SUO””J"""e from ? Dom?]'” O”to('jc,’lgw'[‘fe.re.”ce d
help to describe in detail a new project. To do this, we will %%E,i;issaﬁies;\ﬁ”crgeei? Frarr?(%?t%)ones ngenierie s
use the classification d"’?t.a mining teChmql.Jes and we a‘rﬁZ] S. Tartir, S. Amit,l. andB. Arpinar, ‘Ontological Evaluation
going to propose classification and learning algorithms.” “ang validatiori, from book Theory and Applications of
Although the proposed validation approach seems too Ontology: Computer Applications,Chapter In book: Theory
important to provide a fluid and reliable environment for the ~ and Applications of Ontology: Computer Applications
formalization of computer knowledge useful for decision  (PP-115-130) [pp.115-130], (2012).

support, it still remains incomplete and inconsistent. To do

this an experimental study will prove too essential as a

future contribution.
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Abstract—This paper tackles the problem of extracting design ~ Contribution: the paper presents another passive model
and implementation informations from communicating systems |earning approach, which recovers Input Output Labelled
made up of components concurrently interacting with each Transition Systems (IOLTSs) from event logs. S8L is a
other, e.g., Web service compositions or 10T (Internet of Things) . . . o
systems. We present a passive model learning approach, Whichd|str|buted a_nd concurre_nt commumcatlng_system, we assume
recovers formal models from event logs, speci cally one Input that correlation mechanisms, e.g., execution trace identi ers,
Output Labelled Transition System (IOLTS) for every component are employed to propagate context IDs and keep track of
of the system under learning. From an event log, our approach the process contexts. But, we do not assume knowing how
is able to automatically recover conversations (a.k.a. sess,lons),(_:‘ventS are correlated in advance. The major contribution of

without having any knowledge about the used event correlation thi his it bility ¢ ticall tri
mechanisms. It uses correlation pattern de nitions and a heuristic IS approach Is Its capability to automatically retrieve conver-

based on the quality of the generated conversations to get the Sations from event logs, WithO.Ut having any knowlgdge about
most relevant conversation sets. Then, our approach extracts the the used correlation mechanisms. Instead of using a brute-

trace sets of every component and generates IOLTSs. The latter force search over the space of parameter assignments found
can be used as documentation, for test case generation, or forin events, our algorithm is based upon a formalisation of the
formal veri cation. . . . .
Index Terms—Reverse engineering: Model learning; Event Log; notion of correlathn patterns and is gwded toward_s the mqst
Communicating systems. relevant conversation sets by evaluating conversation quality.
As there is no consensus about what a relevant conversation
|. INTRODUCTION should be, the conversation quality can be adapted to meet user
Software Reverse Engineering gathers numerous techniqnesds and viewpoints. Next, from the retrieved conversations,
specialised in the analysis of software system to extract desigur approach extracts the trace sets of every component
and implementation information. Among them, model learningarticipating in the generation of the event log. And, nally,
has emerged as a highly effective technique for recoveriitggenerates one IOLTS for every of these components, which
the models of black-box software systems. Such models, egaptures the behaviours encoded in event logs with inputs and
temporal rules, or nite state machines that encode functionailitputs showing the messages received and sent among the
behaviours, offer substantial bene ts as they can be employeamponents.
for security audits [1], [2], real-time anomaly detection [3], or The paper is organized as follows: Section Il provides some
bug detection [4]. de nitions and notations on events, correlations and sessions.
This paper addresses passive model learning, for which itd&ir approach is presented in Section Ill. Section IV discusses
assumed that event logs have been previously collected fresiated work. Section V summarises our contributions and
a System Under LearningsUL) and can be mined to learndraws some perspectives for future work.
models. Although numerous passive model learning algorithms
and tools are available in the literature, few of them [4], [5], |,
[6], [7] are directly applicable to distributed systems made
up of communicating components. These systems indeed radsePreliminary De nitions

speci c dif culties. Most of them come from the fact th&UL )
is made up of components that run in parallel and concurrently Ve denote by the set of events of the fore( ) with e

interact with each other. To recover the behaviours of telaPel and an assignment of parametersinsent/received
components, it is required to extract accurate conversatiofiéh events, withP the parameter set. The concatenation of
(ak.a. sessions), i.e., event sequences of correlated eventd/R-€vent sequences,, o 2 E is denoted 1: 2. By we
terchanged among different components that achieve a cerfifjiote the empty sequence. For sake of readability, we also
goal. Additionally, traditional model learning algorithms retur/it€ 1 2 2 when , is a (ordered) subsequence of the

" at” models, i.e., one model for a given composition encodinGeduence 2. Events are partially ordered in event logs. This
all the event details (parameters) listed in the event logs. With€xPressed with these partial order relations:

large event logs, it often results in complex and unreadable <; E E, which orders two actions according to their
models. timestamps,

. EVENTS, CORRELATIONS AND CONVERSATIONS
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<. E E, which orders two actions if the occurrencecorresponds to an event sequence interchanged among com-
of the rst action implies the occurrence of the secongonents, whose events correlate by means of correlation sets:

one,
<:=<;[ <. is the transitive closure of . and<;. De nition 2 Let = ey( 1):::ec( ) 2 EX.
We also use the following notations on events to make our is a conversation iff81 < i k : e( )
algorithms more readable: correlates er( 1):::e 1( i 1)
from (e( )) = c denotes the source of the event when corr( ) = fcs;;:::;csc 19 denotes the set of correla-
available;to(e( )) = c denotes the destination; tion sets of , withcs ([ i+1)
isReq(e( )), isResp(e( )) are boolean expressions ex-
pressing the nature of the event; I1l. M ODEL LEARNING
A()= is the set of parameter assignments of Gjyen an event log produced by a concurrent and distributed

e( )2 systemSUL, our approach aims at analysing an event log
ollected fromSUL and at recovering one IOLTS for every
mponent ofSUL, which captures its behaviours.

We assume that the events in the event log are ordered with
respect to the< relation. When several log les are given,
we assume that they can be assembled withor <. In
particular, the causal order relatiegn, may help assemble two

' c

In the paper, we use the IOLTS model to express tIE
behaviours of components. This model is de ned in terms 0
states and transitions labelled by input or output events.in

De nition 1 (IOLTS) An Input Output Labelled Transition

System (IOLTS) is a 4-tupk; q0; :!i  where: log les given by two systems whose internal clock values
Q is a nite set of statesp0 is the initial state; slightly differ. <. indeed helps order the actioas( 1) in a
Eis the nite set of events. is the countable rst log that imply the occurrence of other actioas( ») in a
set of input events, o is the countable set of outputsecond one. The analysis of the paies( 1);ax( »)) helps
events, with o\ | =} compute the difference of time between these two systems.
Q Qis a nite set of transitions. A transition  Our approach is mainly divided into three main steps:
(0;a;d) is also denoted] * of. Conversation extractignComponent trace extraction from

conversations and IOLTS Generation and Generalisation
Beforehand, we assume that the event log is formatted into
The correlation mechanisms used from one system to an-sequenceS of events of the forme( ) by means of
other are seldom the same, but they are often compliant wiyular expressions. The techniques proposed in [4], [10], [11],
some patterns. Most of these are introduced in [8]. Given @1p], [13], [14] can assist users in the mining of patterns or
event sequence= e;( 1):::e&( k) 2 E , we formulate that expressions from log les, which can be used to quickly derive
an evente( ) correlates with w.r.t. one of these patterns ashe appropriate regular expressions.
follows:

Key based correlation: ( ) correlates with if all the A. Step 1: Conversation Extraction

B. Event Correlation and Conversations

events share the same parameter assignment set; \ The rst step of our approach extracts conversations from a
\' «6;; sequences. Our conversation extraction algorithm is devised
Chained correlation: e( ) is correlated with if e ) to explore the possible correlations among the successive

shares some references we( «): \ 6 ;; events ofS, thus in a depth-wise way, while being ef ciently

Function based correlation:a functionf : E! L rstly guided by the conversation consistencies. This notion of
assigns to each event a label of the form "l:=label'lin consistency is expressed by means of conversation invariants
according to the event parameter assignments. Then, i conversation quality. Invariants and quality metrics also
event correlation is performed w.r.t. one of the previowgrmulate a heuristic that guides our algorithm towards the
patterns; most relevant conversation sets.
Time-based correlation: this pattern is somehow a spe- 1) Conversation Invariant and Quality:;The correlation
cial case of the previous one, in the sense that a laBgitterns implicitly restrict the structure of a conversation ac-
can be injected into an event w.r.t. a condition on timgording to some properties that are always true, i.e., invariants,
Afunctionf : E! L assigns labels to events returns @yer correlation sets. Indeed, an event must correlate with only
label of the form "t:=I" according to timestamps. one conversation of a conversation se€ with a unique
The above patterns can also be combined with conjunctioc@relation set; a correlation setof corr( ) cannot be empty,
or disjunctions to formulate correlation expressions. To maks cannot be found in another conversationof C. Besides,

our algorithm readable, we write( ) correlates if the must have parameter assignments for building potential
evente( ) correlates with a sequenceby such a correlation correlation sets, it must include parameter assignments that
pattern-based expression. cannot be found in any other conversatiop. These three

In reference to [9], a set of parameter assignments used iforariants are formulated in the following proposition. Other
an event correlation is callecbrrelation set A conversation invariants can also be added to meet user preferences. For
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The conversation quality metrics can be general or estab-

Nlogin(from:= “cl" , to:= "ShopS", id:= "tocken" , . ) .
account= "I ) lished with regard to a speci ¢ system context. Our approach
Ok(ffotmi= "Sh?lps")v to:= "cl" , id:= "tocken" actually does not limit the metric set. We provide four metric
rans:= "tl" ;
forder(from=_ "cl" , to:= "ShopS" , examples beloml andm, evaluate whether a conversation
trans:= "tl" tem:= "a") follows the classical request-response exchange pattern (sender
/StOth(ffomF “tl""ShOF;S” , tor= ';SIOCKS" , sends a request to receiver, ultimately returning a response).
rans:= , ltem:= a . . . .
ok(from=  "StockS" | tor= "ShopS" , trans:=  "t1" | miq evaluates'the ratio of requests inassociated with some
item:= "a" ) responses withReqwResf{ ). m, evaluates the ratio of
ok(from:= "ShopS" , to:= "cl" , responses following a prior request wigespwRed ).
trans:= "t1" ,content:=  "stock" )
/supply(from:= "ShopS" , to:= "WS", trans:= "t1" , iReawRes i+1
key:= "k1" jtem:= "a") 0<my( )= IRCAWReSH )i @
ok(from:=  "WS", to:i= "ShopS" , trans:= "tl" , jReq( )j+1
key:= "k1" ) . .
/supplyWS(from:=  "WS", to:= "WS1", key:= "k1" , 0<m,( )= jRespwRed )j+1 @)
key2:= "k2" jitem:= "a" ) 2 jResp( )j + 1
/supplyWS(from:=  "WS", to:= "WS2", key:= "k1" ) ) )
key2:= "k3" item:= "a") The metricms examines whether is composed of cor-
/SUDPIIE/;/;/ZS_(_”Q{E; iter\;\’f : ,,‘;’,i:) WS3", key:= "k1", related events, in other terms, whethehas more than one
ok(from:=W51,t0:=’ "WS", key:= "k1" , key2:= "k2" ) event: 1 if 6
ok(from:=WS2to:=  "WS", key:= "k1" , key2:= "k3" ) ms( ) = I CO”( )6 3)
Unavailable(from:= "WS3"to:= "WS", key:= "k1" , 0 otherwise
key2:= "k4" ) . . .
Nlogin(from:= "cl" , to:= "ShopS", id:= "tocken2" The metric my evaluates the ratio of assignments used
” aggour]tsri ISZ ) i ocken" to correlate the events of a conversation. The simpler the
° (rotrpégs: e ) to:=cl, 1d:= tockenz" correlation mechanism is, the closer to 1 the metric is.
/order(from:= “cl" , to:= "ShopS", jS csj
trans:= "t2" item:= "b") _ cs2corr ()
ok(from:= "ShopS" , to:= "cI" , trans:= "t2" 0 m4( )— 1 JAi( )J <1 (4)
content:= "no stock" )

Fig. 1. Formatted part of an event log

Algorithm 1: Conversation and Correlation Set Extrac-
tion

instance, the last invariant imposes conversations to start witHnput : Eventsequence S = ei( 1) :::ew( «), boolean rst

a request.

output: Conversation sets C;
1 C:=fer( 1)g;
2 callFind _C&CS(C; 2);
3 ProcedureFind _C&CS(C;i) is

Ch,

Proposition 3 (Conversation Set Invariants)Let C be a & | "' Jfben o 00 6
conversation set and 2 C. Inv stands for the set of s CS:= P( i\ last( )) nfg
conversation set invariants: ! foreactcs Z:QCiS( d‘°);
8cs2 corr( ):cs6 ; N oo (O:)[zf g b Y
8cs2carr( );8 22Cnf g:cs\ A( 2)=; 1 if C, satisesinv andQ(C,) T then
A( )n L2cnf gA( 2)6 : 12 | Find _C&CS(Cp;i +1);

8e1( 1):::e( k) 2 C:isReq(e( 1))

For readability, we denote that the conversations of a conver-

sation seC meet conversation invariants wi satis esInv .

13

Csz:= C|[f e( i)g;
14 ;

corr (& ( i) = ;
if C3 satiesInv andQ(C3)
L Find _C&CS(Cs;i +1) ;

T then

else

Our algorithm uses quality metrics as another way to Iimg
the conversation set exploration, but also to prioritize this
exploration among several conversation set candidates. We
formulate a comprehensive quality metric of a conversation

return C;

ifQ(C) T2then

L STOP all Find _C & CS instances;

set C by means of a utility function for representing user

preferences. The following de nition refers to quality metrics 2) Conversation Set Extraction Algorithnhe conversa-
M; (C) over conversation sets, themselves calculated by medi#§ set extraction is implemented in Algorithm 1. It takes

of metricsm;( ) over conversations:

Be nition 4 (Conversation Set Quality) Op Q(C) =
L MiCyy  1with 0 Mi(C) = —? 1,
w; 2 Ry and :‘:1 wi =1.
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as input an event sequen&eand returns conversation sets,
which are ordered with regard to their respective conversation
set quality. It builds a rst se€ composed of one conversation
equal to the rst event ofS. The events ofS are then
successively covered by recursively calling a new instance of
Find _C&CS(C;i). This procedure takes an evenf ;) and
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C={

/login() ok() /order() /stock() ok() ok()/supply() ok() /supplyWS()/supplyWS() /supplyWS() ok() ok() unavailable(),
/login() ok() /order() ok()

}

T(SS)={ ?/login() 'ok() ?/order() !/stock() ?0k() 'ok() !/supply() 70k(), ?/login() lok() ?/order() 'ok() }

TWS)={ ?/supply() 'ok() !/supplyWS() !/supplyWS() !/supplyWS() ?ok() ok() 2unavailable() }

T(St)={ ?/stock() 'ok() }

T(WS1)=T(WS2)={ ?/supplyWs() lok() }

T(WS3)={ ?/supplyWS() 'unavailable() }

?/stock ?/supplyWs

?/supply lok 1/supplyWs w v
lok lun.

. . . ?/supplyWs ?/supplyWs

7 2un. I/supplyWws
O OO
lok lok

Fig. 2. Conversation set and IOLTSs modelling a composition of 6 Web services

tries to nd, in the conversation s&t, a conversation such  Algorithm 2: Component Trace Extraction
thate ( i) correlates . If there exists such a conversation, input : Conversation set C

the procedure builds for every possible correlation set (line Z)g“?g“tfigT_race sets Tey i Tey

a new conversation set with the new conversati@n( ).  foreach = ei( 1):::ex( «) 2 C)do

Besides (line 13), an additional conversation €gtis built 3 °i=

foréachéi( i)2 do

to consider that the everf( ;) might also be the beginning - Comp := Comp [f from (ei( i));to(ei( i)g;
of a new conversation. For every new conversation set th;at i iome (iéai((f ')fic Tségm (Si( ( i)))))gﬂgen i)
meets conversation invariants and qualiind_C&CS is L 4. 0.9, (F idc g ol ( Nal 1):

recursively called (lines 12, 16).
K . 9 foreach ¢ 2 Comp do
Let us consider the event sequence of Figure 1 whose evepts | .= Tc[f °nfe( )2 °j(idc = c) 2 gg
include varied parameters e.grom, to, key. Algorithm
1 extracts the conversation sé&t of Figure 2 (the events
are given without parameter assignment for readability). We
obtain 2 conversations whose events are correlated with tBe Step 3: IOLTS Generation

parameters irfid; trans; key; key 2g. Every trace seT. = f 1;:::; ngis now lifted to the level
Algorithm 1 may return several conversation sets orderegl |OLTS.

by quality if different correlations have been detected amongA rst IOLTS denoted L. is obtained by transforming
successive events & In this case, the user has to choose th@ie traces ofT. to IOLTS paths.L is the IOLTS L, =
most appropriate conversation set with regard to its needs 3§l q0; ;!i derived fromT. such that:

knowledge.

T

go is the initial state.

_ Q; ;! are de ned by the following inference rule:
B. Step2: Component Trace Extraction

i=ar( 1)mak( k)

ad Y (aiel (g aiet (! ™ g

The second step of our approach now generates as many
trace sets as components found in the sys&sh. This step,
implemented by Algorithm 2, rstly covers the events of every By applying this trace set to IOLTS conversion on ev-

same time, it converts events by integrating the notions of ind@LTSs are nally generalised by merging their equivalent
and output. In lines 6-8, every request or response is indestdtes. The state merging is performed by means of the k-Tail
doubled by separating the component source and destinatiaigorithm [15], which is known to be a exible state merging
The component that executes the event is identi ed by agorithm in the sense that it assembles the states sharing
new assignment on the parametge injected to each event. the same k-future, i.e., the same event sequences having the
Non-communicating events (neither requests or responses)maximum lengthk.

marked as outputs. Then, Algorithm 2 segments the resultingFigure 2 depicts the IOLTSs generated from the conversa-
sequence into sub-sequences, each capturing the behaviotien set given on top of the gure. Our approach has detected
of one component only of the s€omp (lines 9, 10). The 6 components among the events of the two conversations.
algorithm returns form every componen® Comp a setT, These have been converted to 6 trace sets, which capture the
that gathers the traces of the componeihly. behaviours of each component. The traces sets have nally
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been converted to the IOLTSs depicted in the gure. In thisnown. Besides, CSight requires speci ¢ trace sets, which are
example, we call k-Tail wittk := 2. segmented with one subset by component. CSight follows ve

With these IOLTSs, it becomes much easier to understasiéges: 1) log parsing and mining of invariants 2) generation
the general functioning of the whole system. In particulaof a concrete Finite State Machine (FSM) that captures the
it is now easier to understand that three services allow fianctioning of the whole system by recomposing the traces
interact with wholesalers. Two of them seem to be behaviour the components; 3) generation of a more concise abstract
equivalent, but the last one is faulty. FSM; 4) model re nement with invariants that must hold in
FSMs, and 5) generation of Communicating FSM.

We have proposed in [28] a passive model learning al-

Event correlation has been widely studied in different kindgorithm for recovering models of component-based systems.
of domains, e.g., process mining, or event association mininthe requirements considered in this approach are different
In short, many approaches try to recover conversations fsgm those of the above approaches. The main difference lies
mining frequent association rules in event logs, without usirig the fact that the communications among components are
correlation mechanisms [16], [17], [18], [19]. Other work&aissumed hidden (not available in event logs). The algorithm is
propose to recover conversations by using some correlatisgnce speci c to this assumption. Then, we have proposed the
patterns [20], [21], [22]. In particular, Process spaceship [2@pproach Ck-Tail in [7] to generate models of communicating
gathers a set of algorithms allowing to scan event logs asgstems from event logs. Compared to CSight, we do not
retrieve conversation sets. The event correlations are miresbume that the trace sets are already prepared. The novelty
by using a sort of breadth search strategy over the paramgdesposed by Ck-Tall lies in its capability of detecting sessions
assignments found in events. It explores all the possikileevent logs. Compared to this work, we assume with Ck-Tall
correlations over the domain of parameter assignments ghdt the components follow a strict behaviour: they cannot run
prunes them with interestingness properties. All the interestingultiple instances; requests are processed by a component on
conversation sets are found, at the expense of time complexityrst-come, rst served basis. Besides, components follow the
Compared to Process spaceship, algorithm 1 uses anoffegjuest-response exchange pattern
strategy, which aims at nding correlation sets while building We showed that Ck-Tail builds more precise models than
conversations. This can be considered as a depth search guitledother approaches by better recognising sessions, but we
by heuristics based upon invariants and quality metrics. Thio concluded that its requirements are too restrictive to be
strategy allows to quicker nd a rst solution. Our algorithmwidely used. The approach proposed in the paper relaxes these
also has the capability of ordering conversation sets that maesumptions and now supports any kind of communicating
quality requirements. system.

Passive model learning includes techniques that passively
recover models from a given set of samples, e.g., a set of V. CONCLUSION AND FUTURE WORK
execution traces. These are said passive as there is no dire

interaction with the system under learning. Models are ofteri1 lised into the recovery of formal models from event lods
generated by encoding sample sets with state diagrams whoge =Ty 9
erated by communicating systems made up of concurrent

equivalent states are merged. For instance, k-Tail has b&H .

. : - omponents. The approach rstly explores the conversation

later enhanced with Gk-tail to generate Extended Finite State . .

. . . set space that can be derived from an event log and is

Machines encoding data constraints [23]. Other approacheuslded toward the most relevant conversation sets by means of
also enhance k-Tail to build more precise models [24], [2 y

[26]. kBehavior [27] is another kind of approach that generat%%/:”tirzjtstoazz ﬁgnxggsrat'roe?e?gg!;é rgftsncssté;hiolﬁgexrt:a?hg i
models from a set of traces by taking every trace one af'tt rap P y ) '
Eie approach generates one trace set for every component

the other and by completing a nite-state automaton in su¢ gng with one IOLTS expressing its behaviours. These IOLTS

IV. RELATED WORK ON PASSIVE MODEL LEARNING

‘f‘this paper has proposed the design of an approach spe-

a way that it now accepts the trace. These previous pass?ve . :
; . . . . .can be later used as documentation or for automatics analyses.
algorithms usually yield big models, which may quickly ) . . . o
There are several issues which require further investigation
become unreadable. f luati h O fth is 10 be able t
Some passive approaches dedicated to communicating ore evajua |:|gb0l|1r appgoil\s:v - ne % | emis od eb'?t € Od
tems have also been proposed. Mariani et al. proposed fpPose aé;oo_ ta ancethe een n:Odelosli'ZI% rea at')'y an
[27] an automatic detection of failures in log les by mean recision. For instance, the generate S may be very
rge on account of similar event sequences having different

of model learning. This work extends kBehavior to suppo . )

events combined with data. It segments an event log with t\%%rameter values. We hence mtgnd to add further steps _to. raise
strategies: per component or per user. The former, which & IOLTS abstraction level, while preserving the possibility
be used with communicating systems, generates one mo@e
for each component. CSight [6] is another tool specialised in
the model learning of communicating systems, where com-
ponents exchange messages through synchronous channeResearch supported by the French Project VASOC

It is assumed that both the channels and components ékevergne-Ridne-Alpes Region) https://vasoc.limos.fr/

fmalyse of use concrete parameter values.
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/TKH ,62 )DPLO\ DQG LWV $SSOLFDELOLWY LRU/*63P 5
DQG OHGLXP 6L]JHG (QWHUSULVHYV
+RZ WKH ,62 IDPLO\ VWDQGDUGYV FDQ K@D 3 LANKV KW KK FH XD

SBURWHFWLRQ ODZ IRU VPDOO DQG PHGLXP VL]HG

$QGUpP GH )UHLWDV )HUQDQGHYV )DEIMDLPFD § BHPQMR) G B P V8 HLIM GG %WD MW R OX
ODULDQD 6EDLWH *RQoDOYHV 5HLQDOGR *RPHV %DOGRLQ

(6% 8QLYHUVLW\ &HQWHU

DQGUH IHUQDQGHVBEHDG@RRDIRY EVZWR.[PIDOSHRIR- D U G # FUPE]UB QIO F#R F ERIX G F
PDULDQDVEDLWUHIPDIOCG RREEDOGRLQR#LHVE HGX EU

$EVWUDFW 7KLV DUWLFOH GHVHOQLEHDO QP6EH FRIPOPWILBRQFKLSD OHWXH +RZHYHU If

%UD]LOLDQ 'DWD 3URWHFWLRQ /DZ /*3'PH@A XP VLIHG 2AWB]LOLDQ FRPSDQLHV
WKH LQIRUPDWLRQ VHFXULW\ WKURXIK G62 |4\W-HQPR UGV 7KH WKHPH L

H[WUHPHO\ UHOHYDQW DV LW VKRBV WKH Q
PHGLXP VL]JHG FRPSDQLHV WR FRPSO W6’QQ§£V6(\)/(RVFDDUOHOLRC
DSSOLFDEOH OHJLVODWLRQ RQ SWIR i;z ‘E& E DV K
GDWD DV ZHOO DV WKH QHHG IRU VHFX Q%U\HM‘V/
WKH SULYDF\ RI WKH KROGHUV RI SHU¥Y D erHGD(fGX PYRFHVVHV |
IXWXUH GDPDJH ZKHWKHU SURSHUW\FR%QJVLL,@%&V\L&NBM(EDW&R@ VHFXULW\ QHF
FRPSDQLHV KDYH DOUHDG\ UHFHLYHGS UMW HDY RAX S URGXEWOBU VHUYLFH
SURFHVVLQJ Rl SHUVRQDO GDWD REHLBJ DBKIIXDDUHWILWF O/ HDLPRHBW R GHPRQVWUL
DQVZHU IRU WKH HYROXWLRQ RUW\WH'HEW[DE?)QLLI-Q\HPYVFIWFD@@LWQFFW ZLWK WKH /*3'
RI SHUVRQDO GDWD 7KLV DUWLFOH GHf@@W\MuWMIFQ Wi LRAS RV MP QFWHRR| WKH
FRPSO\LQJ ZLWK WKH /3" DQG XVLQJ VHFXUl WNN\PI® o0 DV PDNLQJ
LOYHVWPHQW LQ LQIRUPDWLRQ VHF Rdhg,q/ GOWR
PDQDJHPHQW DQG JRYHUQDQFH RI va;{< E\%‘FE L H HYROYH LQ W
& PWLRQ VHFXULW\ DV RQH RI WKH
.H\ZRUGV /*3' $GHTXDF\ ,62 6HFXULW\6R734¢Q6D§MW}\R%BAWKDW JXLGHG WKH DUWLF(
x :KDW LV WKH QHHG WR DGDSW 60(V WR
1752'887,21 X :KDW GLIILFXOWLHV GR 60(V IDFH RQ D

‘H OLYH LQ D FKDOOHQJLQJ HQYLUR"QP;-’é@%%%1 MK ERPHW KRRORJIV L QIRL
LD

SURWHFWLQJ SHUVRQDO GDWD 2Q WK @%&%ﬁ?\%&ﬁ%%&%\} V\\;VRK

SURWHFWLRQ DQG SULYDF\ ODZVQVDNH
VRFLHW\ 2Q WKH RWKHU KDQG DWKHUHgky BRUIWSLGHPLF RI GDW

H[SRVXUHV DQG EUHDFKHV DIIHBWLQJ EX W\HVWOBR@Q@JWﬁWL[Rm ZH 7
PDUNHW VHJPHQWY JOREDOO\ |&/Rmmﬁp/op|u¢1 QRBWWW KHTKHD WWRRV WKDW J.
VLWXDWLRQ ZKLFK GHSHQGYV RQ—W"Z"HK@IB@(RWED(QI\G ERK W W&V DL PLVLQJ
WKHLU EXVLQHVV FRQWLQXLW\ VHFWLRQ ZH ZLOO WDON DHRQW WK
$ VXUYH\ FRQGXFWHG E\ OLFURV/@IWD@@VZWMQL5§§W\M@E VHEWLRQ ,9
DQG 2FWREHU > @ LQGLFDWHG WkDMb URY (Y PQP QHREQG RRFIGLX%R ZLoO WD
VLIHG FRPSDQLHV WHFKQRORJ\ ZDgb, WKK EBYHND DOV ZHY WR-WHWQ 9, zH
DURXQG WKH FULVLV 7KH VWXG\ VKRZV W{BWGcBYENQJI WKHHIRAROGPLF , zH

RI 60(V DFFHOHUDWHG WKH DG R SpWLAREY e HGHH W@%IQQR/QRQLHQV ZH SUHVH(
PDLQO\ PHGLXP VL]JHG FRPSDQLHV DQG IRU

UHVSRQGHQWY WKHVH WHFKQRORJLHV GH7D@0$WKJH0(ZIBQ 6\W (820D $)1G(¥

HFRQRPLF UHFRYHU\ LV DQ DFURQ\P IRU 6PDOO DQG OH
:KLOH WKHVH EXVLQHVVHYV QHH@va >b\4:FdJ EK@IWF@}]\XWQ} W(/KQH#QDVVU
UHLQYHQWLRQ WKH\ PXVW FRPSO\ ZLWR Ry Vi #zﬂVka V2 RUNH

UHODWHG WR WKHLU SHUIRUPDQWR p v
m& L HH QO W& D7¢<M\?i WASH R

FRPSO\ ZLWK FXUUHQW DQG DSSQ 5\FHD WRWDIERORP\ R
SURWHFWLRQ ODZV 7KH PDWWHU ZRX ﬁ \(_LRFQS ,\JHlQ FRPSDQLS
KDG D YLVLRQ RI SURFHVVHV DQG EXG H V GHILQHG IRU WKH VHFXULW\
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7KH FODVVLILFDWLRQV DFFRUCGC
HPSOR\HG DUH DV IROORZV

,QGXVWU\

X OLFURHQWXBUW®RLVHHV

X 6PDOO %XWRPHVWR |

x OHGLXP &RASRE®\ WR

X /DUJH &RPSDRU PRUH

7UDGH DQG 6HUYLFHV

X OLFURHQWBUS/RLVH

X 6PDOO %XVMQHVVHP

X OHGLXP &RPSIMR HP

X /DUJH &RPEBQN WKDQ

$FFRUGLQJ WR 6HEUDH %UD]I
VHUYLFH > @ WKH\ FDQ DOVR El
UHYHQXH UDQJH H[FHSW IRU VF

$FFRUGLQJ WR FRQVXOWLQJ ILL

7KH SRZHU RI YBOGWQW HQ WKHLL
*URVV 'RPHVWLF 3URGXFW *'3 R

7KH VHJPHQW HPSOR\V PRUH SH
PLOOLRQ HPSOR\HHV LQ VPDOO
PHGLXP RQHYV

$FFRUGLQJ WR 'LVWHUHI ,62 E
FHUWLILFDWHG FRPSDQLHV IRX(
FHUWLILFDWHG RUJDQL]DWLRQV

HPSOR\HHV DQG ZHUH WKHUH

3HUKDSV PRUH VXUSU RI WKHVH KDG IH
WKDQ HPSOR\HHV 7KH IUDPHZF

FRGH Rl SUDFWLFH WR GHILQ KL

,606 (DFK FRPSRQHQW LV WKHQ ¢
PRGHO OLIH F\FOH WR } FRPSOLDQW ,60

VPDOO EXVLQHVVHV DUH GLYLGHG DMWRAGURzv
X ,QGLYLGXDO OLFUBRQWI® SWXQMHXYVUHU XS (55/3(56213/ '$7 3527 (&7,248$:

WR 5 WKRXVDQG
X OLFURHQW MQRXDH WXUQRYF
WKRXVDQG
X 6PDOO %X¥QQMNDY® WXUQRYH
WKRXVDQG DQG 5
X 6PDOO )BWRBHUW\ ZLWK XS
RUWQDRXDO VDOHV RI X
6HIJPHQWDWLRQ E\ ELOOLQJ
&RPSOHPHQWDU\ /DZ DOVF

/IDZ IRU OLFUR DQG 6PDOO &RPSDQLWR

$FFRUGLQJ WR 'DWD 6HEUDH > |
PLOOLRQ FRPSDMLBYA @ I%WRLLY
PLOOLRQ DUH LQWR WKH 60( F
FRPSDQLHV FRUUHVSRQGHG WR D
WKH YROXPH RI MREV WKH VDPH

60(V JHQHUDWHG DERXW \
YROXPH RI DURXQG 5 ELOOL
1DWLRQDO VXUYH\ E\ WKH VDPSO
WKH ,%*( VKRZ WKDW EHWZHHQ

JURZWK LQ WKH QXPEHU RI
FRXQWU\ IURP PR.I0GDQ. [RRYQ WSRH |
VDPH SHULRG WKH QXPEHU RI K
RZQHUV DOPRVW TXDGUXSOHG Il
SHRSOH DQ LQFUHDVH RI

35%

28% 28%
. 21%
16% 18% ;
14%
119
9%
l -

Comércio Indastria Agricola

Servicos Construcdo

m Alta informatizagdo Baixa informatizacdo

JLIXUH 'LVWULEXWLRQ

7KLY GDWN WRDBVSRWHQWLDO
60(V VHHNLQJ WR DGDSW WR QHIZ«
QHHGLQJ VXSSRUW IRU WKLV WD
6HUYLFHVY VHFWRUV
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PLOOLRQ

$1' 60%$// $1' 0,'6,=(17(535,6(6

7KH %UD]JLOLDQ /DZ + *HQHUDO /DZ IR
WKH 3URWHFWLRQ RI 3HUVRQDO
FRPSDQLHV SURFHVVLQJ RI SHU
ZWKRXW PHQWLRQLQJ GLIIHUHQE
PHGLXP ODUJH FR HPSOR\HG SURIHVVLR
LV FOHDU WR HVWDEOLVK H

7KH DGPLQLVWUDWLYH VDQFWL
HIITHFWLYH IURP ®XQUX\WZWWK OHVV
JR EHIRUH WKH VFKHGXOHC
FRPSO\LQJ

7KH SXUSRVH RI WKH /DZ LV \
RUJDQL]DWLRQV DERXW SULYDF\
KXPDQ SHUVRQ DQG DOORZ KF WKHLU
ULJKWYV

,Q DGGLWLRQ WR EULQJLQJ SU
KROGHUV RI SHUVRQDO GDWD L
DGPLQLVWUDWLYH PHDVXUHV W
FRQILGHQWLDOLW\ RI LQIRUPDWI
JRYHUQD@HAHQSOWKH DSSOLFDWLF
SURWHFW DQG SUHVHUYH WKH YE
LQ EXVLQHVV IORZV DQG SURFHW
HDV\ QRU FKHDS WR DGDSW WR W
QHHG WR VWUXFR KDYH WKH EXGJHW D¢
UHVRXUFHV WR SUDFWLFH HY HUR
RI 60(V LW WXUQV RXW WR EH I
LQYHVWPHQW EXW DOVI

7KH *HQHUDO /DZ IRU WKH 3UF
UHTXIQMMHNWUDRDO RUJDQL]DWLRQ
UHVSRQVLELOLWLHV DQG LQFUH
DQG WRROV DPRQJ RWKHU DFWDR
KDYH LQ %UD]JLO ,W LV HVVHC
DGPLQLVWUDWL'H /DZ VWDUWHG LQ $XJ)
DQG IHZ FRPSDQLHV DUH LQ FRF
ILQDQFLDO DQG UHSXWDWLRQDO

ZH FRQVLGHU LW IXQGDPHQWD
DSSOLFDWLRQ Rl WKH ODZ VR WKDW WKI
FDQ VXFFHVVIXOO\ IXOILOO WKKDR
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/*3" WR EH DSSOLHG PXVW WUHD®RRP®DQ EFRVP FID@L HFR PESTOADOLAMK WKHVH U
UHVSHFWLQJ WKHLU FKDUDFWHULVW2FV DQOGPHQDNVWMQGWKEYV DFRAHD OLQV
DSSOLFDELOLW\ RI LWV UXOHV EXVLQHVVHV RI DOO VL]HV WRDWQWUXFW
2QH Rl WKH PRVW LPSRUWDQW QRRHGIW QDD AN SWKRF BWWHIGY | RKH YKIHQJ WR
SHUVRQ LQ FKDUJH RI 'DWD 3URFHWDWIRZLERUUHRMSRQGLMRFRUWR MRASUHKHQ
'DWD 3URWHFWLRQ 2IILFHU RI WK HHRWPDQFHWD 3URWHFWLRQ
5HJXODWLRQ DQG DERXW ZKLFK ZH ZLORHGIWERMVOEBQREVVRFLDWLRQ RI 7
$%17 > @ LV WKH 1DWLRQDO )RUXP IR
%UD]LOLDQ 6WDQGDUGY ZKRVHRIRQWH
9 $7$3527(&7,22)),&(5),*85( (175< WKH %UD]LOLDQ &RPPLWWHHV $% 1
7KH *HQHUDO 'DWD 3URWHFWLRQ6MZQGEDVWGREXWHROQWWRGLHYUH %17 216
Rl 'DWD 3URWHFWLRQ 2IILFHU WK H:BRHRMRQ RIHW S BOMIZE®DH IRDUWMKHESUHSD
SURFHVVLQJ Rl SHUVRQDO GDWD Z&RPALY\DLRQNSGLILHRBUPBIG EDWKH LQW!
WKH IXQFWLRQ Rl FRQGXFWLQJ WKHKERMHBYWLREWMHRY VRFRWBEBLEQYPHGDUGL
SURFHVV LQ DGGLWLRQ WR EHLQJ RWFRHH HRWFW RE FRWPIX@DVDMWRQ@RDO 6 W D G
EHWZHHQ WKH KROGHUV RI SHUVRQDROBEQWDUWR®GGS GRFA R WL QQ FIDIHEHV FR Q \
DQG WKH UHJXODWRU\ ERG\ 1DWLRQDH XDLWBPHIRMMFWLRQ $XWKRULW\
7R SHUIRUP LWV UROH ZHOO WKIGVDWH 2H RBWoH F W IHEG QU AF® UREXPHQWV GFR
WR NQRZ PXFK PRUH WKDQ WKH /DHFUMHWXRW QJSODWILBQE ZKLFK XVH
FRPSOLDQFH SURFHVVHV WHFKQRWRNL Q3$ HRIHFHH GHO@QH HRPYHHQUWD Q\ $% 17 7
DQG EHLQJ IDPLOLDU ZLWK VHFXUTLMHURIRRHKZ RUKKN , X NVWDWODUGY DQG \
BURWHFWLRQ 2IILFHU PXVW EH LQGRIYHIO®R IHG [EO G WUH FKIQW Y ¥ HIVV RU VX SSR
IORZV LQYROYLQJ SHUVRQDO GDWDRMWE LYIHWIHQWDSNM]H\WQ GV RV KRIODHREWE HV W
VHFXULW\ FRQWUROV WR EH DSKBLHA GHO PQ WV JIDQEH JKX U GH®LLFQ KD WBRWL G H
ULVNV
7KH /*3' > @ LQ LWV DUWLFOH EULP0JIVEaRR7TRIBED WP 1§ WBO. /<
DJHQWV WKH QHHG WR DGRSW WHFKQLFDO DA LIBEPLQLVWUDWLYH
VHFXULW\ PHDVXUHV +RZHYHUUWKH 'DKWD ,B@RWHFWHWQR2IMWBQGDUGV FRC
UHVSRQVLEOH IRU PDNLQJ WKLQJVVKBPXSHW DQG SUILYHDR SIUPP HHZRWDN &RF
FXOWXUH RI SULYDF\ ZLWKLQ FPmEBROMAL QX®E VL WPISW RUHHRFH QWO\ZKLFK LQ
WKLV SRLQW WKDW WKH QHHG WR N@&@RX RVOEP B Wohk Qv KQWHUKP O HPURIAAY V H
Rl WKH ,62 IDPLO\ RI VWDQGDWYBWEKRPHQG | WRRIH, 1H[W ZH ZLOO
7KHVH VWDQGDUGY ZKLFK DGGUWVV SRERYGLRIUWR\* LOWLHY poo@ ZKHQ FF
DQG VWUXFWXUH WR EXVLQHVWBBGRFHWMWRQLRHY K WIRQEUL JQMLFDQW
EXW DUH QRW HYHQ NQRZzZQ E\ VPDYHFXYEWMWHAXPIHRHYWQLHYV

7KHVH EXVLQHVVHV GR QRW KDYH SYRFHYV PDQD I|-||:E’l_I]-I|QEY\(N|_ BHEXULW\ |
FRPSOLDQFH EXGJHWV DQG FDQQR\NGWH}éDOXH LQ KHLU DGRSWLRQ

7TKH VWDQGDUG EURXJKW E\ WKH O
VHQVH RI DVVLVWLQJ LQ LQIRUPDW VY:l&Q- }%\}:ZRLQV\[/:FQ‘
FRPSDQLHV WR LPSURYH WKHLU ZD\sgh é_ \P\M ﬁl\é % BV YLURC

SURFHVVHV DQG SHRSOH DSSOLFDWLR VHEXULW\ KXPDQ UHVRX
7KH UHTXLUHPHQW RI FRPSOLDQ&H 16 Wi 3RV@|J€QQ LWHPV  WKDW |
EULQJ WKHVH FRPSDQLHV JUHDWHUpPRLAH \(yR WKHLU SURFHVVH

SUHYLRXVO\ LQ WKH GDUN OHDGLQJsWR QHE HQJSD?dJBQEtsHL/sU?HJ PWBH®BGUH
DUHDV DQG PRUH H[FHOOHQW RLRJDQH]TDNMUR@H@Q/VWBUIRVHRVHV DQG F
PDQDJHPHQW LPSURYLQJ WKH WHRUOVYHFWIHODWHRQVKLD Q G LPDK) VNV W K H
FXVWRPHUV DQG EXVLQHVV SDUWQHUMVHQW LQ RUJDQL]DWLRQV KHOSLQJ
RI HVWDEOLVKPHQW LPSOHPHQWDWLRG(
UHYLHZ DQG PDQDJHPHQW RI DQ ,QlI
9 /*3" $%17 $1' 7+( 6BS1'$5'6 ODQDJHPHQW 6\VWHP

&KDSWHU 9,, RI WKH /*3' > @ DGGUHVVRWNWUERPWIRR\ GGFxXULW\ ODQDJHP
*RRG 3UDFWLFHV 6HFWLRQ , o&HPBRUWLWRSBOERZIDAMDWHH BHAQFLSOHY RI WK
6HFWLRQ ,, *RRG 3UDFWLFHV DQw KRYMHVIMW-GFFRRGH QVRIVDBEYRRFK WR 6HF
GHWHUPLQHVY WKH DGRSWLRQ RI WMHRKNOQWORHIEVPOUEYWDOGE DRRGDRXIDF\
SUDFWLFHV WR PDLQWDLQ FRQILGHMWMDMDEAWK BKREHYNHNVR® G\ SR G XU

IRU EHWWHU JRYHUQDQFH KRZHYHU LW GRHV QRW FODULI\ KRZ
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LQ HDFK RUJDQL]DWLRQ GLIITHUK@WGM YDIOARREPGHLQON WRRS MUKMHWY RIQF LDIG PHDV
RI HDFK WHFKQRORJLFDO DQG RUJD@‘KPMIDN\Q-DCDQIQYUUER)DWQWM@UHVXOW

FXULW\ PHWU @

% ,62 t ,QIRUPDWLRQ GHFXU'—WRH W%QQUE’J'{N@’H’PRQVWUDWHV KRZ
.62 HVWDEOLVKHV D FRGH WRHFEMVW)\ SRIDIFWXUFHRH ®WR SURJUDP KR
VXSSRUW LPSOHPHQWLQJ WKH PHDNYPBHWRRQ KREFXBLRSHUDWH WKH
ODQDJHPHQW B6\WWHP  ,606  LQSURRFHMMHYDWMRPOVR LQFOXGHV FRPS

FRPSOHPHQWLQJ WKH SUHYLRXV VvV WeO-b I HEQ W W\ PiHY QRRR E RIHHEWAWHHYV L\P QG
WR HVWDEOLVK JXLGHOLQHV DQw HiMbIE WD S HRUM FBsdﬁVH<\R\'W*RPI:| VWUHYV
LPSOHPHQW PDLQWDLQ DQG LPSERRRJILYWIRM DPDRH VM FRGRWALWY  RI L
PDQDJHPHQW LQ DQ RUJDQL]|DWLEBIKQ@QbHOXGLQJ VHOHFWLRQ
LPSOHPHQWDWLRQ DQG PDQDJHPHQW R1UHRWWAYROHNN SIRRALES QU WQ J

WKH LGHQWLILHG ULVNV 7KHQ@BPE EHORIURMIG XSH WIRW R/MMQFH RI LQIRUP

DSSURDFK > @ > @ ,606 SURFHVVHYV
X ,QIRUPDWLRQ 6HFXULW\ 3ROLF\ x (YLGHQFH RI FRPSOLDQFH ZLWK W|
X ,QIRUPDWLRQ 6HFXULW\ 2UJDQL]DWLRY (& DV ZHOO DV DSSOLFDI
X $VVHW ODQDJHPHQW DQG UHIJXODWLRQV
X BHFEXULW\ LQ KXPDQ UHVRXUFHV (g2 +,IRUPDWLRQ 6HFXULW\ 5LV
x 3K\WVLFDO DQG HQYLURQPHQWDO VBFXULMWN s jXLGHOLQHV IRU WKF
X B6HFXULW\ Rl RSHUDWLRQYV DQGL@REB&@WLQQV&'—'%QHULW\ ,6 ULVNV .6
x $SFFHVV FRQWURO QFHSWV VSHFLILHG LOQ LQLQ DG
X SFTXLVLWLRQ GHYHORSPHQWWI@@QP%@HQ’W@W@%‘?QRbQG FHUWLILFC

VA\VWHPV VI\VWH® V> @
X ,QIRUPDWLRQ VHFXULW\ LOFLGHQWFPRQBIBEHWW WKH VWDQGDUG WK
X %XVLQHVV FRQWLQXLW\ PDQDJEBROMVY FRPSULVHV WKH IROORZLQJ DF
X &RQIRUPLW\ X ,GHQWLI\ DQG DVVHVV ULVNYV
7KH REMHFWLYH RI 1%5 ,62 ,(& x 'HNLEWDMWIbG B¥VR GR DERXW ULVNYV
IROORZV > @ 3,QIRUPDWLRQ VHFXULWJKHEY DFKLHYHG E\
LPSOHPHQWLQJ DQ DGHTXDWH VHW yRbRRRQMYRG Vv NYQFOXAN- QWUHDWPHQ
SROLFLHV SURFHVVHV SURFHGXWGV RWMQQWL@%%@Q/%Q@W)@,\HWR Vi
VRIWZDUH DQG KDUGZDUH IXQFWLRQV 7&HNHORRUW i QbW G WRUEH RS SR
HVWDEOLVKHG LPSOHPHQWHG G®RQLWRWEGRYHEW OO\ DQDO\]H
DQG LPSURYHG DV QHFHVVDU\ WR HQYXUHLWKB W BINRKRDABHBWLR® | 0o\
EXVLQHVV DQG VHFXULW\ REMHFWLYHV DIJHRHMPHOQW LQIRUPHG WKURXJKR

& ,62 + *XLGHOLQHV WR ,PSOH HQg\QDWLRQBMv(sKglxeLW “XLGHOLQHYV
6HFXULW\ 0DQDJIHPHQW ,QIRUPDWLRQ G)WIVHP \ r| 62 GLVEXVVHY WKH

LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW
:KLOH ,62 SURYLGHV WKH sUkT¥XbYHRWHKIWEHURRUPDQFH RI DXGLWV
LPSOHPHQWLQJ WKH ,606 ,62 SR L 606V DIGIGPRFW RQ LV DQ DISBSOLFDI
WKH SURFHVV DQG UHFRPPHQGDW LRQHH G RARV XBIGH WWLWHIY Q G QRAJ FROWVREOW L Q
SHUPLVVLRQV $FFRUGLQJ WR WKH IVQVDEQG RUGW W WD THUEQ ,$SKWB\DHG LW S
Rl SODQQLQJ D@ ,@06 BURMHFW $FFRUGLQJ WR WKH VWDQGDUG WKH\
2EWDLQ DSSURYDO IURP VH®@LRA POV HPHQ WR MR Y
PDQDJHPHQW WR LQLWLDWH WK Hp XGDI6WS B B MGIFFIVE O H V
'"HILQH WKH VFRSH OLPLWV RQGDSBOHPHERW WEEH DXGLW SURJUDP
,606 X &RQGXFWLQJ DQ DXGLW

&RQGXFW DQDO\WLV RI LQIRYPRWAEBRWMBFKNW-&3 DVVHVVPHQW RI
UHTXLUHPHQWYV

&RQGXFW ULVN DQDO\VLV DVVHWYPHQW deUsP@D"d-%@vﬁ\HFXULW\ 0DQ
WUHDWPHQW $%17 1%5 (& SRLQWYV |
'"HILQH WKH ,606 _QIRUPDWLRQ 6HFXULW\ *RYH@ QDQFH VK

' .62 + QIRUPDWLRQ 6HFXU|’.‘W§3P§E§33LJ VV REMHFWLYHV ZL

\ DWHJ\
,62 JXLGHVY KRZ WR DVVHVV WKH SHUIRUPDQFH RI
,62 SURYLGLQJ D VHW RI VWDQGDUGY WR JXLGH WKH

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 46



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

+
&RPPXQLFDWLRQ 7HFKQRORJ\

7KH
SULQFLSOHV EHKLQG WKH UROH RI
&RPPXQLFDWLRQ 7HFKQRORJ\ LQ HQV

@
%\ GHIDXOW WKH QRUP

X

>

(QVXUH WKDW LQIRUPDWLRQ UHYNKHB U (HO MHRRIW HD OD@®G DQG ORE
IRUZDUGHG WR WKRVH UHVSRQVWVORPV *36

$GG YDOXH WR WKH EXVLQHVV VHKQIFREH®DBEBIHUWNHPVDQG
VWDNHKROGHUYV x 'LJLWDO YLGHR DQG SKRWR

o Thi SUHSDUDVYFESQEX\%L% ngékén%’ @W( RQ 7&3 .3 DQG
XU Laftgﬁ,wgh@@’@% I%ng_YNOLNH W K

VWDQGDUG JXLGHV
+ 3ULYDF\ ODQDJHPHQW

$v PHQWLRQHG DW WKH EHJLQ®RLQJ R
6XJIJHVWYV D VWUXFWXUH RU VWUXB WX LR JR KHWHHEDOM SHHWVRRRQ DO GD
VHW RI PHWKRGV DQG SURFHV¥RVWIRAHDQ\ RY I [IDWWRRQ WKH DPRXQ
SULYDWH JRYHUQPHQWDO DQOVWRGSURFHURKREQWD@DFUHDVLRQVDV L
,GHQWLILHV DQG VSHFLILHV LIO@KLWAKOBYDQWIDEMIBIWWRQ QHHGV W
LQFOXGLQJ SHUIRUPDQFH FURWHWIODWERYNIQHIDPO®GLQJ WKH SURFH
LPSOHPHQWDWLRQ GHWDLOV WRRWHFIRLYRQ , 8T BHUDGRLRHVY WKH FRQW

FDP

RRNV
,62

DV SDUW RI

WKH RUJDQL]DWISSHUVR@EDO GCOHOD LIQJ DVRRFLHWDO QHHC

HQVXUH EXVLQHVV FRQWLQXLWIHJLVODWLRQ DQG RU UHJXODWLRQ DUF

FROQWLQXLW\ VHFXULW\

$OORZV DQ RUJDQL]DWLRQ WR,6RPHDVXUW DIOVN[WBQVLRQ RI

, 6

2 L

DQG WAHUHRUWKDWDBBEQ@HAVMHWRWKH UHTX

VXUYLYH D GLVDVWHU LQ D FRRVEVYHDWWR) GCHYMWHREIQULYKG LPSOHPH

PDQQHU FRQWLQXRXVO\ LPSURYH DQ ,QIRUPDWL
6\WWHP ,306 WKH GRFXPHQW VSHFLI
’7KH*6262 * &\EHU 6HFXULWA UHTXLUHPHQWVY UHODWHG WR WWH ,306

x &\EHUVHFXULW\ RYHUYLHZ
X
RI VHFXULW\

'"HILQLWLRQ RI
UROHV LQ F\EHUVHEXULW\
*XLGDQFH

LVVXHV DQG

X

O GDWD

VWDQGDUG DGGUHN¥YWW EDMG-trp YOIWXUOWRPSDQLHYV W KD W
SUDFWLFHV IRU VWDNHKROGHWY LQFUYRRHVSDPEN RS BRIV

7KH WDEOH EHORZ SUHVHQWY WKH PI

S5HODWLRQVKLS EHWZHHQ F\EHHV R MWNHUPQ IGQ RRMUKPHIUWWRHVHF X ULW\ |

WKLV GRFXPHQW LW LV SRVYVLEMEKWWR V

VWDNHKROGHUWD ®GRICQ & MWKRH DYSHR® RI BKIEMDF\ LQ WK

IRU DGGUHVVLQJ FRPPRQ F?\E/HU@\#HF’FXWLW\%“$3352$&5+21

JUDPHZRUN WR HQDEOH VWDN

HKRIO G B2 WR

FROODBRUDMWH .62

(&

RQ VROYLQJ F\AEHUVHFXULW\ L

V VOARUPDWLRQ 6HFXULW)\ ,QIRUPDWLRQ 6H|

- ,62 £+ 3UHVHUYDWLRQ RI "LITWDGOYYTGH G #YEY ZROLFLAY GHFUPYBRL D

7KH FRQWHQW RI ,62 > @ PDNHKNURBWDRQ HO FHYURIE WORMHDRIE® 6HFXULW\ 0DC
Rl LQIRUPDWLRQ IRU IRUHQVLF SURIMVVIRODOV WoEPDRBYVPX S po

LQWHUQDWLRQDO VWDQGDUG IRU JGHBWEMESY CERIEHPAPCGI WEFRY GtV W HP

DQG SUHVHUYLQJ GLJLWDO
LOYHVWLIDWLRQ SURFHVYV

I R U B

LR IRVAIWIRd BHP

2EMHFWLYHV

LMV 2E WHE W Y HWS U Y@DIR\WU PD W

7KH VWDQGDUG VWDQGDUGL]HV WB@FRLKPQWFRQL@HEE%QB\#%%%‘EU BOF WKW\ DQC
WUHDWPHQW RI GLJLWDO HYLGHQ “JL“‘ PO |
FROOHFWLQJ DFTXLULQJ DQG SUHYHUN 0 YT EE HS e BT H WkBw °
PD\ KDYH HYLGHQWLDO YDOXH KHW JD¥ WUV RROUHE QULWWVELWRNIV LQ, IMRBPDWLRQ
GLVFLSOLQDU\ SURFHGXUHV LQ IDFLOLWDWLQJ WEKNM[FKDQJH RI
GLJLWDO HYLGHQFH EHWZHHQ MXUL\!/?%'BPV\PIY\R-QQ/ GHFX@@\U%WHW $VVHVYVPHQW

62 JHQHUDOO\ FRQVLGHUV '=7U'HBHWQA€\A;' fwmb/@'mﬂlsp@\'?’mleHFXULW\ 5L
IXQFWLRQV WKDW DUH XVHG LQ YDULRXYprbW @(PVWD(QFEU-HbWLR@ DQG 3ULYDF\
'LJLWDO VWRUDJH PHGLD XVHG LQ FRPSXWHUV XFK DV +
IORSS\ GLVNV &' '9'" SHQ GULYH VPDUWSKRQHV WDEOHWYV

SHUVRQDO 'LJLWDO $VVLVWDQWYV
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FRUSRUDWH GDWD KDG D UHOHYDQW D¢
9,, 28 &/86,28$1' )8785(: 25. DQG WUDGH VHFUHWYV

JURP ULVN GHILQLWLRQ WR EXVL%H’\W/ LF\QQ\WYBXLLR/\?\Rly(WCP%WV\@Rg(\)HKOLJK
SODQ WKH ,62 IDPLO\ SURYLGHRY oYy UKE BMyv B ubspGRRKFH RU DQ REV
WKDW DOORZV XQGHUVWDQGLQJ DbRPBRRYBbLLE; DR WHHEERRARILEPO HYR
VHFXULW\ DQG SULYDF\ 7KH VWDQEBYREVIRLEE W Y
ULVNV UHODWHG WR WKH SURFHVV L RGWY By &
WR UHLQIRUFLQJ WKH QHHG IRU sSRBELPIHRM Low
FRQWUDFWXDO DJUHHPHQWV LwHDPVYREkbW D
VPDOO DQG PHGLXP VL]HG FRPSDQLMHKA XMy WR &
UHTXLUHPHQWYV RI WKLV VHW RIGVWDHD&PUE BRF & YuB lgH\A?(LVFé'tPVV/VH((ﬁ' FRQ
WR GHYHORS VHFXUH SURFHVVHKWH V\'PFQZPQ)\%D'%HH\QKW t/
LQIRUPDWLRQ LW KDQGOHV 7KHUBMHRUHCHWEHES GwRO¥R HNQRZL
LQFOXGHG LQ WKH SURFHVV EHFF?(PVL"gfﬂlgHUW RI LLEQHVY,
EXOWXU H 'O FRQFOXVL EHVW WKLQJ WF
&RQVLGHULQJ WKH UHFHQW DUURVDW KR Sy MH OBHUV S
3URWHFWLRQ /DZ LQ %UD]JLO V WRdigdHP%c\! RHWGLgI‘D"f
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EXVLQHVVHV UXQ WKH VDPH ULENV L)
WKH VWDUWLQJ SRLQW IRU D W\D@QmW HITR ¥ EW: %J
GDWD SURWHFWLRQ 6PDOO EHVH@ﬁ@Vﬁ@QLLgVW P@ UHs paPev
PRUH YXOQHUDEOH DV WKH ODFN RP 299 WAL WV Bd%
PDNHV WKHP DQ HDV\ WDUJHW IRU FRERBEY PG WKH U

7KH ELJJHVW FRVW LV WKH QRQ LOYHVWPHQW 385(119 RU
VHEXULW\ $FFRUGLQJ WR D UMFUOW_ VXUYH\ ED HG RX
'DWD &RUSRUDWLRQ DERXW RI E@\é\/%ﬁ?ﬁym %\/ Y §‘%FEJF,FFF\F& Og\y\}REUDVLO
WKH V\WWHPV RI VPDOO DQG PHGLXPY Pef N S %HQZGVHE
DYHUDJH FRVW RI YXOQHUDELOLWHLHvﬁpyG Qggm Yb@?ﬁﬁiﬁﬁl@&(’ﬁ%%{v S e R\
FRPSDQLHV H[SHQVHV E\ DURXQG 8 'HywxgR o)

WKDW VDPH VXUYH\ LGHQWLILH® KWHKDW Wk H é(EDA_E]d YW LBSOFW AW R WU oH £

ILQDQFLDO RQH 6WLOO WKHRBHSR LﬁDgglﬁg%zgﬁuL@ (E/AG@F WELR
r

W

SXEOLF UHODWLRQV RI WKH FOLH ng
XSRQ GLVFRYHULQJ WKDW WKH FRPSDOQ W WD U .
OHDNDJH GXH WR PDOLFLRXV D\N\NRISF%VVW [&E ge) SQWS\QQQQI\:F% EE“éL(';é’D(
GRLQJ EXVLQHVV ZLWK WKH LQVWLWXWLR®Y Ghi 6 $¥Xvp

'Q DOQRWKHU DUWLFOH LQ WKH- %U ]
*HVWMmR 1HJYFLRV 30( ODQDJHPHQV% @QG’%@%%%@& }LSJ,?F%L]SéVFf‘EQ\thRFUX

(GLWLRQ LRYHPEHU ZDV UHLW LW Bie L MK BIME x0T WS WD HP HOW 61\
LQYHVWPHQWYV LQ VHFXULW\ V\VWHP KﬁWHQéDQNI?'FP WO H Y BLWMEWIRY  1RU
HISHUWLVH LQ WKH ILHOG RI LQIRUPDWLRQ JHEXEWWAGDRGEICIRYR I\ &R G H
SURWHFWLRQ WR KHOS ZLWK WKLV MOURRPOWRRQY HERX S @ HED B W HB w
PDSSLQJ RI SHUVRQDO GDWD WKURXJKR XMW MUl WAL B o0 LIHB\FQBwi e @ 1RU
NH\ SDUW Rl JUHDWHU SURWHFWLRQ LQ FRPSDQLtYPDWLRO WHEKQRORJ\ 2 6HF

$V D SUDFWLFDO JXLGH RQ LPSUReYLOQRUWKMLFPD WXIXIW W\RPDODIHPHQW \
LQIRUPDWLRQ VHFXULW\ DQG GDWWD SURWHFWLRQ LQ FRPSDQLHV WK
62 )DPLO\ 6WDQGDUGYV SURWLGH@ D, OMAULGDWRR MORR QVIWEKIDDWLRQ IRU
KHOS LPSOHPHQW ,QIRUPDWLRQK6HFXULW\ SR QQIRIUHYWZR D WH¥KQRWRJI\ 2 6HF
VL]H DQG EXGJHW RI WKH FRPSDQ\ :[*W KQVRKRDWHRIQQ W HB YWYW\D PPIRQDIHPHQW
WKH *HQHUDO 'DWD 3URWHFWLR@® /Dz PHBVXYypBRPHQW DQDO\VLV DQG HYDOXDWL
WKH QHHG IRU DGDSWDWLRQ ZDWHGYH® JOWBWAHPW DRQ D D Q EWIDROM W HED RU

WR WKH SURWHFWLRQ RI SHUVRWDR®QGDWD DO VR RVPRY LRLHWWHIR DARW\H> 6HF
IURP QRZ RQ ZKHUH EHIRUH WKH DUURYDE RYLER Y HDHM WY YLVN PDQDJIHPH
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> @ ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ ,62 ,(&
,QIRUPDWLRQ VHFXULW\ F\EHUVHFXULW\ DQG SULYDF\
SURWHFWLRQ 2 *XLGHOLQHV IRU LQIRUPDWLRQ VHFXULW\
PDQDJHPHQW V\VWHPV DXGLWLQJ
> @ ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ ,62 ,(&
,QIRUPDWLRQ VHFXULW\ F\EHUVHFXULW\ DQG SULYDF\
SURWHFWLRQ 2 *RYHUQDQFH RI LQIRUPDWLRQ VHFXULW\
> @ ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ ,62 ,(&
,QIRUPDWLRQ WHFKQRORJ\ 2 6HFXULW\ WHFKQLTXHV
2 *XLGHOLQHV IRU LQIRUPDWLRQ DQG FRPPXQLFDWLRQ WHFKQRORJ\
UHDGLQHVV IRU EXVLQHVYV FRQWLQXLW\
> @ ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ ,62 ,(&
,QIRUPDWLRQ WHFKQRORJ\ 2 6HFXULW\ WHFKQLTXHV
2 *XLGHOLQHV IRU F\EHUVHFXULW\
> @ ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ ,62 ,(&
,QIRUPDWLRQ WHFKQRORJ\ 2 6HFXULW\ WHFKQLTXHV
2 *XLGHOLQHV IRU LGHQWLILFDWOQRBQ FROOHFWLRQ DFTXLVLWLRQ
SUHVHUYDWLRQ RI GLIJLWDO HYLGHQFH
> @ ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU 6WDQGDUGL]DWLRQ ,62 ,(&
BHFXULW\ WHFKQLTXHV 2 ([WHQVLRQ WR ,62 ,(&
DQG ,62 ,(& IRU SULYDF\ LQIRUPDWLRQ
PDQDJHPHQW 2 5HTXLUHPHQWY DQG JXLGHOLQHYV
> @ OLQLVWpPULR GD (FRQRPLD MVGHFLILFDomR GH 5HTXLVLWR
6HIJXUDQoD GD ,QIRUPDomR HP &RQWUDWDO}HV GH 7THFQRORJLD GD
,QIRUPDOomR’~ 6HFUHWDULD GH *RYHUQR 'LJLWDO
> @ 3ULFH:DWHU+RXVH&RRSHUV 32 SRGHU GDV 30(V QR %UDVLO’

> @ *HVWmR 1HJyFLRV 30( 3'H ROKR QD VHJXUDQoD GR VHX
FOLHQWH" (GLomR

> @' $OPHLGD OLUDQWH FRQWIELO 33URWHOmMR GH GDGRV H R SDSHO
GRV SHTXHQRV QHJyFLRV’

> @ $ $ %HUWLQL - & ODUWLQVAHG ( 7KRPD] 'HVHPSHQKR
HGLILFDoO}HV KDELWDFLRQDLY JXLD RULHQWDWLYR SDUD DWHQGLPHQWR
QRUPD $%17 1%5

> @' *HRUJ , 62 (& DQG IRU LQIRUPDWLRQ
VHFXULW\ PDQDJHPHQW

> @ * $0DQ ,PSURYLQJ WKH TXDOLW\ RI LQIRUPDWLRQ VHFXULW\
PDQDJHPHQW V\VWHPV ZLWK ,62
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SURSRVHG ,QFLGHQW 5HVSRQVH OHWKRGRORJ\
SUHVHQWLQJ WKH EHVW SURFHVVHV DQBKSE ORFHEGKYUHHYWIL RV D3 E

$OH[ 5SDEHOOR -XQLRU *RXODUW 0 BHEQOR GRULRP HOWD %BPRG BRLWRQID KR DG
(6% 8QLYHUVLW\ &HQWHU

DOH[ UDEHOOR#SUMYDFROIDUMRF LEEWOLQN FRP EU NDUDMP#RRE EU PDUFRV S
UHLQDOGR EDOGRLQR#LHVE HGX EU DQG URQDOGR#U IRUFH F

$SEVWUDFW ORVW %UD]LOLDQ FRPSDQLBWICRQDKIDQEF WWKHXRJHN RROQDMODQGDUGYV
SULYDF\ ODz /*3' E\ QRW HQVXULQJ GDWD@RSXEQDRBWIDRR®E ZLWK DSSOLFDE
ZHOO PDQDJHG VHFXULW\ FRQWUROVSHUMRQDOHEBHXOQUBDGURWEHFWLRQ DV LW

RUJDQL]DWLRQDO PHDVXUHV WR SD® Y HQMW UFDNWPL R DANHPE X U MWD DDLOLH® WR Wk
/3" VSHFLILHV WKDW RUJDQL]DWDRMQ\R @RIPWNHHSIRUW WR WKH

DXWKRULW\ $13' DQG WKH GDWDFNGHUWFW LiRQ\ P/
RFFXUV WKDW FRXOG FDXVH UHOHYDOQW{&bY W IWR| WETRGPWRY VREMHW OXGLQJ
R

+RZHYHU WKLV SULYDF\ ODZ ODFNV LQI W L
HITHFWLYHO\ WR GDWD OHDNDJH E\WPﬁ%@E;%ﬁ Qﬁgﬁ/—v&yge\&g LVKHG E\ |
VRO

DJDLQVW GDWD EUHDFKHV 7KH DSSUR % |6 \/ U|§ E{ QJPRQNI\;\/HR FLFE
GDWD OHDNDJH LV WR LQYHVW LQ HVU |6 F] JWKH EUF

WHFKQRORJ\ DQG SURFHVVHV HQPRPGWOH

PHWKRGRORJ\ 2UJDQL]DWLRQV ZLOWO
ZLWK WKH SULYDF\ ODZ E\ DGPLQLVWHUL@GBP>® ﬁNz?oHQF'-GHQWV Pl

H R

DQG VWUDLJKWIRUZDUG SDWK IRU VHFXUYWEFHpoRDQIXQHFWMLERRYwW FVEHU DWWD
SUDFWLFHV 7KH GHYHORSPHQW RIWKH M @HvdRERIORI\ RY EHNQ RI' VHUYLFH
LQWHUQDWLRQDO VWDQGDUG ,62 FRQILCGHQ® LDRRPHVWULFWHG GDWD VH
UHFRPPHQGDWLRQV IURP WKH 1,67 F R G E &IKFKDQWLHKRY W/IRHD VAVWHP ZLWKRXW
DGDSWDWLRQ RI WKHVH VWDQGDUGV PLUVSYQABHMPB QRMRUHN ISHMDOLBHGGDWD RU
FKHENOLVW IRU GHWHUPLQLQJ ZKKQ QUR WBHVLEDD MOHQEHPW YHHIRURUPDUWH\RQ 71
DQG WUDQVSDUHQF\ WR WKH %UD]LOLDIQQDRWEKRQLMWIIRQWQGHKDWRQJ WKH JUH
VXEMHFWV 2WKHU SRLQWV GLVFXVVHGDWWHSURQWHBEL RAR LOURKHUOVW FHQW X
EXLOGLQJ WKH VHFXULW\ LQFLGHQW\ UHV®RWKH WHRE WMHYWRILWHEKERPHYV LQHYL
DXWRPDWLRQ WRROV DQG SOD\ERRN WHVRYULFHYL WIR HH Q\XULHG W JRYHUQDQ
DSSOLFDWLRQ RI EHVW SUDFWLFHV E}p|KRRRPBWIRQ GFHEX UQMANRYH QWY WR GH
SURFHVVHV SHUVRQDO GDWD OHDNDJH

JVZRUGY "DWD THDNDJH - QIRUPDWLRGQR @ PO Yy L RSV WR YW axLeHG wkH DU

/*3
f :KDW LV WKH SURSHU zZD\ WR DQDO\]H
¥ +tRZ WR KDQGOH D ULVN DQDO\VLV WR
1752'8&7,21 ¥ +tRZ FDQ FRPSDQLHYVY DGRSW D PHWKRC

7KH DGYHQW RI SULYDF\ DQG GOWEOFSGRRXWFW R HFPHAW DY ROYLQJ G|
UHJXODWLRQV ZRUOGZLGH UDLVHVIiIRG8BWRLEVWKHH PRvwWREHbMWH FRPPXQLI
TXHVWLRQV IRU PRVW RUJDQL]DWLROR/ WKBHVQIRWUR QRPSDXOW KHRAHWNY DQG GD
VXIIHUHG D GDWD OHDN" ,I| VR VQKH EXVLQHVV LPSDFW RI UHVSRQGL
SXEOLFO\ ZLWK WUDQVSDUHQF\ FDQ/KEHH IROVRALIQI 76 WARWIMRKH ,, GHVFUL
LPSRVLWLRQ RI VLJQLILFDQW I LUXNWWBRRH ARKWUNY R DB RO LG WIRRHU-QIRUPDWL
DIITHFWLQJ WKH FRPSDQ\ V UHSXMAM VWDRP IHRKRWZ DG WKHRYWKBDVHY WR K
LI D FRPSDQ\ KDV QRW KDG OHYNHRGNG BWEH QW W N ODH¥ ith O WM RL Gy DPAGID VD HIND NADKOHt
\HW EHHQ WKH WDUJHW RI DWW DEONYUR 8 RVHIGD PWHW K RGIROWR \QMHPXWHGBJ RQ
VWUDWHJILF DQG WDFWLFDO DFRWLRBEGGCWR VIYHE. & X O LRU PIDQWFLFEGT @W VHEXUL!
LQFLGHQWYV DQG 9, SURYLGH VSHFLILF GDWD OHDN

7KH SXUSRVH Rl WKLV DUWLFOH LB/SWRREHVPWIHE Y ROXMLRREROKPLODEOH
WR SURSRVH EHVW SUDFWLFHV IRUHWIRHVIHIRUPDWLRQ 6HFXULW)\
,QFLGHQW ODQDJHPHQW IROORZLQJ WKH GHILQLWLRQV DQG FRQFHSWYV
VWDQGDUGL]JHG E\ WKH ,QWHUQDWLRQDO 6WDQGDUGV 2UJDQL]DWLRQ
62 (& > @ DQG VRPH SURFHGXUHV GHVFULEHG E\ WKH

%@WRPHU GDWD

o
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781'$5'6 $1')5$0(:25.6 )25,1)250$7,21 % 'HILQLQJ WKH UROHV DQG UHVSRQVLEL
6(&85,751&,' (170 $1$*(0(17 7KH UHVSRQVLELOLWLHY LQYROYHG DI
,62 VWDQGDUGYV DQG 1,67 SXEOLFOKLHRQRIBURDYWHARRP BHGEWHIGW\ 2RIQFHU
WRROV WKDW FDQ KHOS RUJDQL]H dQd&dHbQB2H MHFOMNWRLEGODER QWK EMHF
UHVSRQVH IRU DQ\ RUJDQL]DWLRQ YKNSRQNVH PDQREBOUFIYWEXQLW\ DQDO\V)
EULQJV FUXFLDO LQVLJKW LQWR WK WHV B QRDYVULHY R | FRUKSIRUO MH ARMP XQ
UHVSRQVH WHDP LQFOXGLQJ WKDRD@E HPREBUVONO IRWNGIWYDB VIHHRXULW\ H[SH
GLVWULEXWHG DQG FRRUGLQDWHG $PRQKARVMH PRKkR BEBURWULYBIWHRI WK
PRGHO VL]H DQG SRVVLEOH ORFWWWROP RYXFKHDNULRBGLEHRW P RRV\VLV
EH HYDOXDWHG EXW WKHUH DUH W SWRRUINWY U IYQ &/ DLd® SHFW VR R PV EWHKIPIE K
GHILQLQJ DYDLODELOLW\ EHLDBUHERHER\DPHGE BKHSHARHYOMWKH LIQWEKGHQ\
ZRUNLQJ HLWKHU ZKROH RU SDUWWKLINMH WKIY LVOHDPQ PPHMIW RSO R DQG GR
RXWVRXUFHG ZRUN FRVW Rl KLULGRGEWDHQGLRD WKSIHGHMBBHSWOROQRRI WKH
OHYHO RI NQRZOHGJH DQG HYDOXDWLQ bl UWHQUWH WA S B ¥WRH URF PHIBDHIGE DYV H
WKH LQFLGHQW UHVSRQVH OLIHF\ROHXQADWRUMHERBRHYGY IRXU
SKDVHYV SUHSDUDWLRQ "HW HF G
&RQWDLQPHQW (UDGLFDWLRQ DQG H¥(§@§LP\%%9‘§'Q8§&N\{7VW§FL%W
SEFWLYLWLHYV $QRWKHU HOHYDQW SURFHGXUH UHIF
62 (& VWDQGDUG LV GLYLGRGYHWWHR Q¥ iy FiHy R! F\EHU DWWD|
,QFLGHQW ODQDJHPHQW 3ULQFLSOPWXDEOHeDVVHWYV DQG SRVVLEOH FI
*XLGHOLQHV IRU 30DQQLQJ DQG FIHPRUHBEWHRY VIREXVHRHYNowQ DGGLV
5HVSRQVH ,62 ,(& DQG *XLGHRORRHULE MV'-BXQL%Q@QV GHFODULRQUI WKH
5HVSRQVH 2SHUDWLRQV LQFLGHQQRW WgoH (RVVXDQFH RI LQWHUQDO DQ
$FFRUGLQJ WR ,62 ,(& D |XQG%ﬁﬁg%@JSBQV\WKz'r' BHYHO RI LRSDFW L
RUJDQL]DWLRQ V RYHUDOO LQIRUPDHY '\?‘QQQF@(@IW\P\R‘V\W HIWHRIQ WMy 7 KL\
HVWDEOLVK FRQWUROV DQG SURFHGRQW B &y
LPSDFW RI LQIRUPDWLRQ VHFXULW\LJFHLEHDRMHR WY
DQG LQGLUHFW FRVWV FDXVHG WRL FL(@‘H%WV DG PBY VWHVSW/EL)(F?GDUGV

PLQLPL]H WKH DGYHUVH HIIHFWV“RJIXLEEI U MWL RYE XxQRWLILFDWLRQ\
LQFLGHQWY DUH 30DQ DQG 3URR@WHLQALOHWHHEWRRBO WD ,Q DGGL
5HSRUWLQJ (YDOXDWLRQ DQG 'HEKEFKQZLOGpXMHR ¥R UHFRGG DQ
/HVVRQV /HDUQHG PHFKDQLVPV IRU GHWHFWLRQ DQG FRU
DQRPDOLHV WR REWDLQ SUHGLFWDELO

58326%/ )25 $1&, (175(63216( UHFRUGV LQ DXGLWV VXSSRUWLQJ DQDO

0(7+2'2/2*< )28 378/ (3.8 ( 6HOHFWLQJ WKH SURSHU VHFXULW\ WF

2XU  SURSRVHG LQFLGHQW UHVSROVH,nRWPQRVEBRBIW WRROY ZRUN
PHWKRGRORJ\ IRU SHUVRQDO GDWD p{ppRNPIH VRERBY BT W L Vi PR VEQ Q1R L
D UHVSRQVH IUDPHZRUN DGDSWHI Wiy Y34k IRR QMARM RbRYVVROEB OR@EMN DOt
SURWHFWLRQ $Q DSSURSULDWH LQFhWHRW WHWARQMH SRPXRUBWHEPBIDW H C
WKH WHDP WR KDQGOH WKUHDWV| QQRWWILIDAV th QFFD G HRWWHY L HHRQARWEY S
LQFLGHQWY LGHQWLILHV VHGHLEDWIHOFR QMDA QR/QWIKHID R WD FS\U LN UOHII H DE X
WKH XQGHUO\LQJ FDXVH UHFRY HUY[ WSHAREGXF WLRIH DIWWWHPY  DQG
FRQGXFWV D SRVW PRUWHP DQDO\VLV, R SRBIWHR® JEWKHHHESLVRBWHFXUL
$ )RUPDWLRQ RI WKH LQFLGHQW UH,\%%%@%%\&['?—RI%'\#H(SQNH(&V% DODFg&VX'%DH%WORFGF
7KH LQFLGHQW UHVSRQVH WHDP FRQVRONGRIHWVHEROBWXWBOG PRAOV U
6HFXULW\ ,QFLGHQW 5HVSRQVH 7HIRP&RWIQJI>U@VRHPRUFHW WY D UHVXOW \
PDLQO\ RI PHPEHUV RI WKH SULYDFXWHGRW R DALV M HIF & ULLANAL GOHXEBNV WV LPH O
OHJDO WHDP ZLWK SUH HVWDE ODWKIF HWRDLHY WR RIQH EWW K HY O © QGHRIRI YD QW
IRU HDFK PHPEHU RI WKH WHDP 7KHHWHO@RORLIO ® &R O HRIIHQ YRRQ G FRWHHFW V|
LPSOHPHQWLQJ SURFHGXUHV DQG RBNRHEGVEHVYFWRWERABLORWW WHKHHWUXVWI
VHFWRU LQ ZKLFK LW RSHUDWHV RYHQHVRLIRY KAH B R QFHISM X ORI\ WRILWRU
F\EHUVHFXULW\ HFRV\VWHP FORWRHUK MWK ONKKW SHUPKWHRROORZHDPIDKEWLRQ
WKH RUJDQL]DWLRQ W LV HVVHQWLUIDOHWRRUNPXDWLP @@ RPDDLEA VWK Vi
PHPEHUV LQ WHDP EXLOGLQJ HRNXERQQHWKH\RIQD/Y Ih PE FHWYYWBVWWKDW W\,
UHOHYDQW V\VWHPV DQG WHFKQRORBUHHM A ®® VOKHWEHMW. FS MR OUPRD QF H
TXDOLW\ t $FFHVV DFFRXQWV ZLWKRXW HOL
SHUPLVVLRQ OHYHOV IRU PRUH LQIRUP
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UHJXODU HPSOR\HHV 6LQFH HPSOR\HEVLWHQW MRQ\EHLQYRHQMRWMFRYHU\ L
DFFHVVLEOH HQWU\ SRLQW LQWR F\ERHFYLRE vivWsLVo WaH¥BRWuWER FDC
FORVHO\ PRQLWRU DFFRXQWYV MWKLQQBbMRﬂW LBJLF\/!/'*Q_%\#L@W&/W WR
WKH LQFUHDVH LQ SULYLOHJHV RQ \QWHREDHGy XN G Y 7K B WQWWHIW WR oLPL

 (IFHVVLYH FRQVXPSWLRQ DQG VX RSdiFrRyX Y SYHEKDRW L YDWRPQJI WK
REVHUYLQJ DQ LQFUHDVH LQ WKH SJiKhHRE PRQ R/

5 C

g;@\l

<
TFo0 L

F

L

10

)

HoRYpoG FR
KDUG GLVNV LQ WKH HQYLURQPHQWGHRNPEWY RN BE & RY Iy @J@@\QQXUF
DFFHVVLQJ RU OHDNLQJ GDWD SURFH THEW WKDW LW L
£ 8VH PRGHUQ VHFXULW\ WRROV SYRER Y BV NQR® L GWMAWHR kwiH vk
%HKDYLRUDO $QDO\WLFV 8(%$ > 265 o P WRPPVRIARP QR WwKDW WK|
LGHQWLI\ DQRPDOLHV LQ XVHU EBKI FRUBEQH PEVR VW R SYBEYEEN 1RU
PXFK EHWWHU FRYHUDJH RI SRWHGQWbHR® \WHF XBUWH WY HEMYL RQF RO
VDYHV WLPH IRU VHFEXULWY WHDPV  pHpyVXUHV WR SUHYHQW WKH LQFLGHQW

( +DQGOLQJ LQFLGHQWY DQG WKUHBWRK DV LQVWDOOLQJ WKH OWWWEVIWQBHF
VMVREL D \ H YHPRYLQJ DFF

W H i
$IWHU GHYHORSLQJ DQ LQIRUBPHW VEE x Wit
VSHFLDOL]LQJ LQ PRQLWRULQJ W ,‘1.{ ELWQW\'%@” 'L
O
L

/E<§
o <

LQFLGHQW ,Q FRQMXQFWLRQ ZLWK \l/J\kv
H[SHUWV WKLV LQIRUPDWLRQ VKIFMIE
W\SHV Rl GDWD DUH LQYROYHG DQ g

QHFHVVDU\ WR GHWDLO KRZ WWKH %
FDXVHG HYDOXDWLQJ DQ\ MXKDWGW,

ﬁ% SHE &
HQD vV W
G Suy

A

L
F
b
'ﬁH WHG LQFLGHQ

FRPSDQ\ QHHGV WR FRPSO\ ZLWK
7KH SURSRVHG PHWKRGRORJ\ JLY

WHDP DQ DFFXUDWH DQDO\VLV RI

LQYROYLQJ SHUVRQDO GDWD DQG

P
k L
QDWLRQDO DXWKRULW\ $13" DVF ldéT
OHJLVODWLRQV LQFOXGLQJ WKH *'35

IURP DQ\ DUHD RI WKH RUJDQL]D
KDSSHQLQJ LQ WKH V\VWHP UE@S$RW

) .QFLGHQW LQYHVWLIDWLRQ DQG UHFR(¥ GFLEHQW DFWLYLWLHY
,QYHVWLJIDWLRQV DUH EDVHG RQ W W 'vf éw 6?/';18 "W Y F\lilvxg
EH KDQGOHG ,7 VIVWHPV JDWKHU H BE PR X% YHUYV
ORJ ILOHV HUURU PHVVDJHV HRWHR( E WD SQGFKHV
VIVWHPV 7KLV GDWD PXVW EH DQRRQ P 5 HWH L
DQG VHFXULW\ DQDO\WWV WR GHFL 4 R LY MO RU X O
UHSUHVHQW VHFXULW\ LQFLGHQMW i~ R W. GAWDNH

B Q) W K WKH DIIHFWH
O

b W VW RI
"
DEFWLYDWLRQ FDUULHG RXW YLD VKW \% vPE mmghgb@%

!
WUHDWPHQW IORZ 7KHUH LV DHBURIR RRRXEQYVPBEWWRE\ DQBHBPEVD %UHDFK Q
WKH LQIRUPDWLRQ VHFXULW\ WHDP HQDEN-QY RPRVYE!LFPN IRR G By ¥/ 't 1
WASH RI LQFLGHQW VHYHULW\ WKgQ ULYN yWR, Wik EXBHEIH UMK RRBE Lo F
SRVVLEOH LPSDFWV RQ SHUVRQDO ILEDW R DOO PHPEHUVGRI WK
$00 HYLGHQFH DQG UHFRUGV PXVMEWY KFRWA

LQ FDVH DQ\ FULPLQDO DFWLYLW\ ¢§¥

SURRI GXULQJ VFUHHQLQJ DQG VFR§
HVSHFLDOO\ LI LW EHFRPHV Q$BDUYHY
LOOHJDO DFWLYLW\ RU GDWD EUHDg¥
WKH QHHG WR SUHVHUYH HYLGHQF Y
LQYROYLQJ SHUVRQDO GDWD HYHQ LigkVy by EYR L QS IS WY w
DLPLQJ DW WKH GHIHQVH LQ SRWWVLEQR

ILOHG E\ WKH GDWD VXEMHFWYV D Q& Wik

S
QDWLRQDO DXWKRULW\ $13° LOQFEUHDVHG ULV R WKDW URO HVDYRN @
SURSHU SUHVHUYDWLRQ RI HYLGH@MhH YHR Kk WY EHNWPAHY KWRHE IRuibQl
FKDLQ RI FXVWRG\ SURFHGXUHV WKW P kRS BB R'p W E iy FYWD FIR 0 O F
HOHFWURQLF HYLGHQFH ODZ /*3' 1| GHWHUPLQHG GXULQJ WKH !
LQFLGHQW UHVSRQVH SODQ WKH Ul

FRPPXQLFDWH IROORZLQJ WKH QRWLIL

FDXVH RI WKH LQFLGHQW DVVHWY

ék
W
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VWUDWHILF FRPPXQLFDWLRQ DQG GLVVHPOQRIIRIQ WRUHH GHY HDWRSHG@ GD
IRU HIWHUQDO DXGLHQFHVY DQG LQWH‘RI}IDLQNVW@ILQ LQIRUPDWLRQ V\VWHPV

) \HG E\ IDLOXUHV RU QHJIRWUWFW L
5HYLHZ DQG 3URFHVYV PSURYHPH QIRUPDWLR V\VWHPV

2QFH FULWLFDO LQFLGHQWV DUH DQG 5
LQYROYHG DUH UHFRYHUHG WKH RUPDW
PHHWLQJ WR UHYLHZ WKH HIIHIDWQYJ DYDLOD
SURFHVV DQG LGHQWLI\ QHFHVVDU GROJ W

VHFXULW\ FRQWUROV DQG SUDFWLFHY

,QIRUPDWLRQ JDWKHUHG IURP WKE%%} m‘&é‘y%%ﬁ%ﬁg WD OR!
DQG FRUUHFW V\VWHPLF ZHDNQF|-L\V-I\X/ Q VEIIH Q
DQG SURFHGXUHV 7KH VHFXULW\ v NPL |'_-\\MN H'EBTD%Sb%PHQXV ZLW
WKH LQFLGHQW ZDV PDQDJHG UMR X '—Br@ Y BIFWH @GIEVQMY H ¢
UHFRYHU WKH DWWDFNHG V\VWHP D/\Q<H—Q)‘(J MR#UHRWKMQUMQM@(B\Z@ HP.
WHDP QHHGHG LPSURYHPHQW DQG W X@LDFPEW ZI QDR FLRIP\ RV IDIWG UH:
HITHFWLYH (YLGHQFH UHSRUWV SURWYIG@LIDWORI®U 7RH PIYHRAZ QR IWVMKMKINH GDP|
HQWLUH LQFLGHQW DQG FDQ EBUNWHBSHQ IPWMIHYAH QUR/ L B8 OBHRQFXW QRQ RW L R
IRU FRPSDULVRQ RU DV WUDLQLQJ UGIRU®DWKRBK | RDQQIHZF DYBLHE HQW
UHVSRQVH WHDP PHPEHUYV t '/3 (QGSRLQW HQG XVHU GHYLFH Z

'HYHORSPHQW RI DQ LQFLGHQwW URVERBVH SIPRRR CHVNWRS ODOWRS
,Q DGGLWLRQ WKH URRW FDXVH DQEO/\é/WlPé\b\M/[EFb\ﬁUW@\RM% VRVRUDJF

WKDW FRPSOHWH GRFXPHQWDWLR WkaY H \
DFFXUDF\ DIWHU WKH LQFLGHQW U q&'ﬁ% é/LH ﬁLF%%%‘@%GHVRMQ
KHOSV WR LPSURYH WKH SURFHVV %ggﬂ{%%@%ﬁ%
SURWHFWLRQ PHDVXUHV DOLJQHG \@

ULVNV GVLK QHW RU DQG

*HUDUG -RKDQVHQ > @ FDOQ HODERiud%ﬁRWIEIQRV?&}IS\(/ GRQW\H KGHVLGLQJ L
LQFLGHQW UHVSRQVH SODQ ZL\RQ\DOVﬁWRNRW%/WU Q'Sd"%‘rfm[’o F
GHVFULEHG LQ D SOD\ERRN SREWRAMVAD & K/HuHH GL)/LVN@ RIUH GHVLIJQHG W
WKUHDWYV PXVW EH HYDOXDWHG LQE;@QMVW'Qd\b WRE TRAMRISIY. DWW @ﬁMQLUmLF
WR EH IROORZHG DWFKHVY D SDWWHUQ RU H[SUHVVLRQ R
'XH WR WKH ODUJH YROXPH RI LR}FL%M@WRA—'LEFQP@HWIRHJG\/KZ:QF\M VRICH ZD\
GHDGOLQHV SUHVHQW LQ WKHR®MRIRVODOHRY FR®Q WKHIHORMLDWHHG/LDQG LV
YLRODWLRQV LQYROYLQJ SHUVRQDBRQVYWOH ZRWHKILHY LHKEX DD LRAFLGHQW V
UHVSRQVH /*3' DQG KRXUV *'35 ZHKEHHOHNDIOXDWL®J VRPH SURSRVHG
QHFHVVDU\ WKDW WKHVH EHVW SURGXFVWDEGOWW\OSDNDWH FHVR ¥FOIQDEEH L G |

<

DXWRPDWHG ZLWK WKH LPSOHPHQWDMURWLRIXY SROMPIBRRNWRODWFSYRFHVVHYV
EXLOGLQJ D FRQWLQXRXV IORZ RI NRRZO DAINBDWHEY KMB &KW R FOUQMJI RUJID Q
UHFXUUHQW RU VLPLODU FDVHV 7K WK R G Vs GHY R BBBH 6 piviep WHAWM. G H v
SOD\ERRN VKRXOG VHHN LCRQWkU\H FRW WH WMy GCD"WI§Q_\V ORFDWHG
XQGHUVWDQGLQJ WKH 773 7DF VRULWLFmewvaD LV LQ WKH Ul
3URFHGXUHV > @ FRPPRQO\ XVHG o HUJ UXF
JRYHUQDQFH EDVHG RQ WKUHDW VF
RI MXVW UXOHV DQG XVLQJ FRQOQ 5' \GDW
gODWIRUPV éVL%JGWHFKSQF(Q?ORJ\(S\ééF LLéLW ; VIRQ'S U R
XWRPDWLRQ D 5HVSRQVH
DSSURDFK ZLWK WKH DELOLW\ WR5I5|)¥\B H by 'T-'?'bQ/QIV WK
LQFOXGLQJ SHUVRQDO GDWD EUHDFRH@EHUV Kb v HPD LOHG VH VLWLYH TL(
WR ZRUN RQ FRUSRUDWH UHTXHVWV RYF
9 @(185,51$/<6,6 2)$78/($.8%( 72$33/< DGGUHVV WKLV VLWXDWLRQ ZHIRKVW S
'/3 62/87,216 QHWZRUNV DQG HQGSRLQWV $OWR FDOQ
SROLF\ WR SUHYHQW ILOH XSIRRFPGV WR
7HFKQRORJ\ FDSDELOLWLHYV |RU’§UA'§H&\J§\_R_ SRE®BWD FERVVW QYR GHWHI
OHDNDJH DUH GHILQHG E\ D VvVwuUDWHIRFFIRRUD P VWKIDWMP iR EwW W KH (Q
PRQLWRUV DQG EORFNV SRWHQWLDO EUHDFKHV RI VHQVLWLYH GDWD
ZKLOH LQ XVH HQGSRLQW DFWLRQV LQ PRWLRQ QHWZRUN WUDII
DQG DW UHVW VWRUDJH GDWD
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> @62 ,(& ,QIRUPDWLRQ WHFKQRORJ\ 6t
9 288/86 21 ,QIRUPDWLRQ VHFEXULW\ LQFLGHQW
' $YDLODEOH IURP KWWSV ZZZ LVR RUJ V\
$V D UHVXOW RI DSSO\LQJ WKH SYURSEBYHG PHWKRERARD 3XREHFDWLRQ
IDFWRUV DUH REVHUYHG DV JDSV WRPB WWLUJHGJI—WHG

LWERRMGWRW +DQG
SURFHGXUHV DQG UHFRPPHQGDWLRQ@YB \@5@# 18 DQ@WY\@V Z2ZZ QLVW J
VWDQGDUGV 2QH RI WKHVH IDFWRUV® LV XV H DXWRPDWLRQ LQ
LQFLGHQW SURFHVVLQJ GULYHQLQXH B @l'w;' 5;5 ,ﬁ 5'&7 >}§8£
UHFHQW \HDUV DQG WKH VKRUWLBQDG BB N H o 18
IRU QRWLILFDWLRQ RI SHUVRQDO GDWLDV QKH\Q 8BQG WKH SRVVLELOLW\
RI DXWRPDWLQJ PDQ\ SURFHVVL@R W@é/l-l\l:\kLZLLVWK LOHAOPD QY REVOLRQ HYHQW |
VIVWHPV DQG ,7 WRROV UHGXFLQJ W KWHBRBKX@RN \ R t DKUX\PDHY D EQQ LY@ $YDLO
DQG KXPDQ GHFLVLRQV UHTXLUHG 6XBERYHY WFKFI-|HQL1 LIJ_G£|'ED ||-_ WHFKQRO
DOUHDG\ KDV DQ LQFLGHQW URMSWQV'HQWHBBWL ﬁ v
FDUHIXOO\ FRQVLGHU DOO WKH WWQH b P@ i%gv H >\§</ I'QI—%HS’HX LGH
WKH 1,67 GRFXPHQW DGGLQJ SQRIHVY % Ve g () e 1Re | Lre
GDWD SURWHFWLRQ NQRZOHGJHD (DG K& WREDXMHBS Y

bl
SURFHVVHV H[FHSW IRU WKH '32 $VHQPSKDVL$EG E 1
KDQGOLQJ LQFLGHQWY LV D FRPSOH[@VBVUN DXIG F KORMD@/\

C
R

F X% WEOPILRUDO  $Qt
E\ LPSOHPHQWLQJ VHFXULW\ DXWRPDWRRBHSRLQW >2QOLQH@ SYDLODEOH
$Q LPSRUWDQW SRLQW ZLWKLQ WKLRU '@Q/VES(SRFVSW@M %‘E)R/Q/{FYVH ED X'
DOG LQ GHSWK WUDLQLQJ RI LQIRU
HVSHFLDOO\ WKRVH UHVSRQVLEOH § é? % ‘% r?ﬁ PD}}NV\E
LOQFLGHQWV VR WKDW WKH\ SUHSDUHW ﬁq = XR LQQéZ

WKH SURSHU FKDLQ RI FXVWR GO VKX Y OW%DEHQWM% QWd-LkazVMbBWK $Q ,
DORQJ ZLWK WKH SURSHU SURFHGXUHYHOQMR QYDODWDBXBPUSDJIJWHKI) DQ 2UJDQL

HQYLURQPHQW DYRLGLQJ WKH FRQW Dgit L Q DYWL RQv PloH Y, oGPy LRIQLFIRD EDV
PD\ EH QHFHVVDU\ IRU D PRUHWIQHGHS®MDL QMBINIWIHJ BBWWRIGWLBQ DQG SUHYF
FLYLO FULPLQDO VFRSH WKDW FDKH XVHURSV ISR PH I BWKH WUXWK ZLWK
QDWLRQDO GDWD SURWHFWLRQFDX&KRULWLHVY RU LQ WKH SXEOLF MXGL
VSKHUHV IRU WKH MXGJPHQW RI WKH ULJKWV RI WKH KROGHUV

,Q WHUPV RI WKH ,62 (& DSSURDFK WKLV VWDQGDUG
GHVFULEHV DQG GHWDLOV LQFLGHQW PDQDJHPHQW DQG DOORZV DQ
RUJDQL]DWLRQ WR DSSO\ SUHYHQWLRQ SURDFWLYHO\ +RZHYHU WKLV
DSSURDFK GHSHQGYV RQ WKH HIIHFWLYHQHVV Rl WKH OHVVRQV OHDUQHG
DQG FRQWLQXRXV LPSURYHPHQW RI WUHDWLQJ LQFLGHQW
PDQDJHPHQW DV D OLQHDU RU F\FOLFDO DFWLYLW\

7KH DGDSWDWLRQ Rl WKH LQFLGHQW UHVSRQVH PHWKRGRORJ\ DOVR
DOORZV IRU WKH LQFOXVLRQ RIHD FKHFNOLVW RI DFWLRQV WR GHFLG
ZKHQ LW LV WLPH WR QRWLI\ WKH LQFLGHQWYVY WR $13' DV ZHOO D
WKH GDWD VXEMHFWV DV LQ WKH ,62 VWDQGDUG DQG WKH 1,67
UHFRPPHQGDWLRQ WKHVH QRWLILFDWLRQ SURFHGXUHV DUH QRW DV
HPSKDVL]HG FRQFHUQLQJ WKH LPSRUWDQFH RI WKLV UHTXLUHPHQW
VWDWHG LQ WKH /*3' ODZ

5()(5(1&(6

> @ 1RYDN ' OFLQWLUH $ +XHFD % ODQOH\ 6 O0OXGG DQG 7
%LOOV THFKQLFDO 5HSRUW 7KH 6HFWRU &6,57 )UDPHZRUN
>2QO0LQH®@ -XQH $YDLODEOH IURP
KWWSV UHVRXUFHV VHL FPX BIWX DVVHWILOHY 7THFKQLFDO5HSR
B B B SGI

>@% *RUHFNL 32&\EHU %UHDFK 5HVSRQVH WKDW DFWXDOO\ ZRUNV
:LOOH\

> @ -RKDQVHQ 3LJLWDO )RUHQVLFV DQG ,QFLGHQW 5HVSRQVH QG
HG ~ 3DFNW 3XEOLVKLQJ %LUPLQJKDP 8.

> @*3'" /HL *HUDO GH 3URWHomR GH GDGRYV >2Q0LQH@
$YDLODEOH IURP KWWS Z2ZZ SODQDOWR JRY EU FFLYLOB BDWR

OHL O KWP

> @QGBRQHPRQ ,QVWLWXWH 7KH FRVOWLRH®@® 'DWD %YUHDFK UHSRUW >2Q

$YDLODEOH IURP KWWSV Z2ZZ LEP FRP VHFXULW\ GDWD EUHDFK
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Abstract—Traditional IT organizations and software compa-  example, most software development companies provide bug
nies are transitioning into digital service companies in order to  tracking systems (Jira and open source ticket systems) and
survive in increasing competition. However, this transformation  problem solving communities for their customers since they
process is a major change requiring new digital skills, leaming  start operating as a company. When a company decides to start
new methodologies and ways to work, introduction of new digital  5arating in a service business, their toolset shall be expanded

technologies as well as introducing new roles and responsibilities : . :
within the organization. In this study, we explore how skills, and very likely shall include an IT service management tool.

technologies, methods, ways to work and processes are changing  The pusiness growth and digital transformation have a
:’gsglai:]rg;’ISthgJSgC)imOpr?ngj d)(/jilrjlg g)n ddIglrtc%;ﬁlngﬁ(t)k:?a;ﬁgbtignurof signi cant impact on organizational structures of software

gy . ' g development. Most of Finnish IT companies are very small
Art'b?al Inge”;]genced(m-) 'nH IT Orgg-n -'Zat'?rﬁ' The research entitiesIO This means that their developnaent and suppgrt teams
problem of this study is: How traditiona companies are . X i g
approaching Al and advanced digital technologies? The main are small, _ha_v_e relatively limited resources and a richer set
contribution of this paper is to show preliminary ndings from of responsibilities compared to those employees of large IT
an interview study. service provider organizations where service design, service
transition, service operation, and continual service improve-
ment are typically provided with different resources but certain
level of systematic overlapping can be identi ed.

Keywords—Digital literacy; Arti cial Intelligence; digital trans-
formation, software company.

In a mature service organization, development teams are
responsible for Early Life Support (ELS) [7] of new services

Digital transformation and uprise of advanced digital tech-for a certain time period. After that customer service and
nologies (Arti cial Intelligence, Extended Reality, Internet of support are provided by service desk units that may evolve
Things, Digital Twins) affect not only non-ICT organizations and mature into omnichannel service centers [8]. The key dif-
but also ICT companies and software development units. Verference between a multichannel and omnichannel approaches
likely, most IT companies use at the moment combinationss how integration between customer communication channels
of a software engineering approach (software developmentias been implemented. The omnichannel approach often in-
project management and maintenance activities) and a servigelves usage of integrated environment for modern customer
engineering approach (service design and engineering, clowgkperience (CX) and well-integrated communication channels
engineering, agile service development, service management$)].
However, the role of service engineering is becoming stronger

all the time and service management is altering many of the 1 @ddition to structuring organizational resources, com-
software maintenance activities panies need to pay attention to competencies required by the

digital era. Every employee in the company should understand

IT companies are continuously updating and modernisizindnis/her role during and after the digital transformation process
their key operational processes, such as software release mas well as understand the opportunities of digital technologies
agement [1] to service release and con guration managemerior the company's business. This is called in general digital
[2], changing the scope of IT architecture from software archiditeracy [10]. For a software development organization, the
tectures to enterprise architectures [3] and extending softwatgansformation might mean that there is less need for traditional
quality-focused processes, for example, software defect madava developers, business analysts creating Uni ed Modeling
agement and failure management [4] to have wider approachanguage (UML) diagrams [11] and business case documents
(service incident management [5]) that also covers incidentgl2] and project managers using waterfall and Rational Uni ed
due to poorly implemented processes, knowledge gaps dfrocess approaches; and more need for cloud service special-
employees and failures made by third party service providerists, service design engineers and Agile project specialists.
and seeks permanent solutions by investigating the root cause

of service failures with problem management procedures [6], concerning digital literacy, governments world-wide are
investing hundreds of millions for increasing competences of

Additionally, when a software development organizationarti cial intelligence, such as conversational Al [13], Ma-
grows and complexity of service provision increases, thechine Learning, Machine Vision, predictive analytics and other
toolset of the organization also hanges and evolves. Fdiorms of articial intelligence. Well-de ned Al Application

I. INTRODUCTION
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Programming Interfaces (Al APIs) enable software developersized companies seem need a lot of help in introduction of
to utilize latest Al functions in their software code without these technologies and integrating Al components to their
investing huge efforts in creating those functionalities in-houseproducts and services.

The large scale use of APIs and related business models - . .
and practices together form the basis of APl economy [14]. 1Nne research problem was divided into the following
Software companies could use Al not only in information "€S€arch questions:

systems they provide to customers but also improve their own
processes such as use Machine Learning in defect management
to predict defects [15]. Additionally, machine learning could
assist project management and project portfolio management

to [16] in making better decisions or predict project success. )

1) How evolvement of Al & digital literacy skills is sup-
ported by software development/ICT organizations'
managers?

How Al and related technologies are used in software
development/ICT organizations?

The goal of the Digital Innovation Hub (DIH) is to act as 3) How Al affects the daily business operations of a

a one-stop shop that helps companies of the region in tackling software development / ICT organization?
digital challenges (our focus is on Al, HPC, data analytics 4) How Al is linked to software development/ICT orga-
and digital transformation). This study supports directly the nizations' productivity?

objectives of the DIH by producing new knowledge on Al- _ o
powered digital transformation in Finnish companies and the The rst research question highlights the management
status and targets of Al adoption as well as usage of other digbupport for digital transformation initiatives and our aim was to

tal technologies (cloud, digital service management platforms?ECEiVe information that demonstrates the management support
in service operation. or Al projects and increasing competences of Al. The second
, ) i research question was created to identify popular technologies
In this paper, we aim at answering the research probang services that organizations use in their Al initiatives. This
lem: How traditional IT companies are approaching Al andinformation might give non-Al companies a list of potential
advanqed digital technologies? The main contribution of th'sstarting points for their Al journeys. With the third research
paper is to study guestion, we wanted to explore the impacts (both short term
- : . and long term) of Al programmes and nally the fourth
How evolvement of Al and digital literacy skills research question aimed at generating a view to what types

IS sulpported by software development/ICT 0rganiza-nt hene ts Al would result in the organization's productivity.
tions' managers?

How Al and related technologies are used in software Data Collection Methods
development/ICT organizations? :
The paper writing, selection of research methodology and
analysis were performed at CEMIS research centre. However,

empirical data for this study was collected during Digital and
How Al is linked to software development/ICT orga- Intelligent Management of Service Operation project (ESF
nizations' productivity? ELY) from 8 interviewees and their organizations represented
) ) o N various business domains in service provision such as ICT,
This paper aims at providing research communities ofenergy, miscallenous services, marketing and advertisement.
software engineering and service science new knowledge Ofterviewees were selected for this study by using convenience
how managers support increasing Al capabilities related digitaampling, however, we tried to achieve a rich, balanced set
technology competences within their organizations. of interviewees with varying work positions, including man-
The results of this study might be useful for digital trans-29ément and governance (CEOs, senior management), product

formation managers, development managers of SMEs, proje@VN€rs and product managers, customer service _em_ployees,
managers of the projects where digital technologies are appliegf"VIC€ managers and designers. ot The questionnaire included
as well as HR managers for identifying what digital skills oth structured and 'open_-ended interview questions. Due to
; indeOVID-19, most of interviews (1 hour) were conducted by
of the paper is organized as follows. In Section 2, we presertSing Microsoft Teams video conferencing tool and intervie-
the research methodology of this study. In Section 3, maifVé€S were provided an option to receive questions before the
ndings of the interview study are presented. Section 4 is the?ctual interview event by email.
analysis part of our study. Finally, the conclusions are given

in Section 5. B. Data Analysis

How Al affects the daily business operations of a
software development/ICT organization?

The data of this interview study were analyzed using a
thematic content analysis technique that focuses on identifying

The research problem of this study is: How traditional IT common themes while searching the materials organically. The
companies are approaching Al and advanced digital technolanain objective in the analysis is to nd common patterns
gies? We selected the research problem because both comp&ross the data set. For video interviews conducted with
nies and government (ministries, regional, national and interMicrosoft Teams, we used the recording function of Teams
national funding agencies) in Finland are pushing more andtb capture entire interview discussions. This turned out to be
more resources for transforming traditional production meth-an excellent solution because some answers were really long
ods with arti cial intelligence. However, small and medium and complicated.

Il. RESEARCHPROBLEM & M ETHODOLOGY
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Fig. 1. Context of our interview study

Transcript les were stored as digital les in the project's
digital, cloud-based work environment (internal Teams envi-
ronment) and shared among the research project team. Each
interview transcript was numbered and named according to
prede ned naming conventions: ordernumber, name of the
study, status of transcript: rawdata/validated. Transcript les
were sent to interviewees for short validation and interviewees
were offered an opportunity to remove or change their answers.

IIl. FINDINGS OF THEINTERVIEW: Al AND DIGITAL
LITERACY

Figure 1 shows the context of our interview study. This
paper shows preliminary ndings from rst eight interviews

“I have not been able to support and have not had an
opportunity to participate in Al developme@lass:
No support

“| participated in Elements of Al course and studied
Al topics myself. | have also explored Al-powered
apps that support our business such as Trello Butler.
We have saved quite a lot of efforts with that app
(avoided around 6000 Ul clicksElass: Personal Al
learning, Exploring Al features

“I have a 'bad' habit to link all interesting articles and
videos to our team's Slack. Thus, information sharing
is one way to support. By sharing links and webinar
invitations and encourage colleagues to participate in
these eventsClass: Sharing Al-related information

“lI have not supported because Al has not been in
our core focus yet. However, if we start purchasing
a new application, we need to observe and think
whether there are some Al features available (cherries
on the cake) and whether it is possible to include
those features to that applicatio@lass: Exploring Al
features

“We have organized general information sessions to
our personnel and encouraged our staff to make their
work more visible and we have also rewarderd em-
ployees based on it. Developing Al competences is
among employees' personal goal3ass: Organizing

Al information sessions to staff, Rewarding staff on Al
work, Linking Al to employee's personal work goals.

“Not at all yet"Class: No support

and from preselected four interview questions that formed ouB. How Al and related technologies are used in software

research questions.

development/ICT organizations?

Transcripts were coded according to a thematic content The second research question focused on identifying Al
analysis technique (a category class was allocated to eadfchnologies and targets for Al usage in software development
answer). During the rst round, we did not pay a lot of @and ICT organizations.

attention to duplicate categories.

A. How evolvement of Al & digital literacy skills is supported
by software development/ICT organizations' managers and
employees?

The rst topic that we focused in exploring digital literacy
was how managers of software and technology rms had
supported the development of Al skills and competences. We
observed that one answer from an interviewee may result in
several category classes.

“By innovating new services that utilize Al and iden-
tifying demand and customer need for Al solutions.
Additionally, we have recruited Al specialist to our
company.Class: Recruitment of Al specialists, Iden-

tify customer's Al needs, Service innovation

“I have not participated myself in Al training events.
However, | support aims to do work tasks smarter. |
participate in introduction of Al in those parts that
are understandable for me. | act more like a coach /
inspirator in Al mattersClass: Support for smarter
work, Coaching

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5

Machine vision and machine learning as well as
Natural Language Processing in our products and
services. For example, in care facilities one can listen
operational instruction<lass: NLP, Machine vision,
Machine learning)

We use data lakes, Azure cloud technologies and
maintain user information concerning Of ce 365 ser-

vices. | do not know about usage of Al technologies.
Class: Azure cloud, data lake, 0365

Azure for managing user right information, AWS
cloud in server management, we also store information
to Dropbox cloud storage, Google Ads for promoting
our products and service€lass: Azure cloud, AWS
cloud, Dropbox, Google Ads

We have AWS virtual servers, cloud based le man-
agement and a web-based support system (a contact
form for ordering new items). Some applications we
use have Al featurelass: Al-powered apps, AWS
cloud, cloud le storage

Facebook and Google ads. We obtain services that
utilize these two. Storing information and centralizing
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it. We have a chatbot introduction project running.
Class: Facebook, Google Ads.

We have a commercial chatbot service, we use Re-
queste systen for managing support tickets and Azure
cloud. Class: Commercial chatbot, Requeste support
ticket system, Azure cloud.

We do not use Machine Vision in our own work but
for customers we do. We use Machine learning and
neural networks a lot. We use cloud services almost for
everything. Azure, AWS, Google.. We have a service
portal that we have built on ServiceNo@lass: Azure
cloud, AWS cloud, Google cloud, Machine vision,
Machine learning, Service portal

We have NLP/NLU (an Al-based bot), we use Azure
and AWS and self service portallass: Azure cloud,
AWS cloud, NLP, NLU, Al bot, Service portal

C. Impacts of Al to daily business operations?

Concerning the third research question, we captured what
types of impact Al may have to software development orga-
nizations' and ICT organizations' daily business operations.
Interviewees were guided to identify impacts to prede ned
business processes: Customer service, sales and marketing, -
nancial management, human resources management, logistics,
IT and free choice. Additionally they were asked to describe
rationale for their choices.

elsewhere because there is some simple arti cial in-
telligence in routers. ”

“Especially sales and marketing. It is a big challenge
for us to analyze the data. | see already now that many
organizations develop their own services on the top
of Google and these services help them to identify
correlations in data.”

“Customer service: for us customer service is the
biggest part of our business. Thus, everything that
makes it more effective shall improve our business
most. It can bring automated recording of cases and
work ow automations. These issues free more work
time and improve the data validity. From the per-
spective of nancial management, the whole invoicing
could be automated and checked that accounts and
reference numbers are correct. ”

“Employee satisfaction has increased, customer ser-
vice process is faster, throughput times are better, Al
has had comprehensive effects to customer satisfac-
tion, automation works more effectively and with less
errors than a human.”

“We launch increasingly more chatbots in customer
service and logistics and inventory management uti-
lizes Al. "

D. How Al is linked to software development/ICT organiza-

tions' productivity?

“In application development, we utilize various Al
algorithms and we develop Al solutions to our cus-
tomers. Regarding sales and marketing, we could us
more analytics for marketing purposes, for example,
with Facebook's own Al one can target marketing
campaigns.”

“In customer service, Al helps in routing tickets
automatically over the rst support level or with small
amendments. In nancial management Al helps in
processing purchase invoices or routing them to a
correct person. In inventory management, Al may trig-
ger alerts automatically when thresholds for inventory
saldos are exceeded. Al shall save time in those areas
where it is possible to utilize it. ”

“Customer service: when customers send requests,
automation can process them smoother and we can
reduce / avoid paper notes. Al also helps in monitoring
sales and marketing by automating the monitoring.
Al can be used to monitor servers if there are a
lot of customers using systems (loads can be seen
beforehand) ”

“Through Al, one does not need to wait for customer
service and level of automation can be increased. Al
may also result in personalized service and customer
service staff can focus on delighting customers in
interactive situations. Self service portals enable em-
ployees and customers to do things by themselves. For
IT organizations, Al can help improving information
security and preparing for Denial of Service attacks.
Al can detect potential attacks and route the trafc

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5

The nal research question addressed the linkage between
rti cial intelligence and the organizational productivity in
e interviewee's organization. The original questions in the
guestion form addressed also links between Al and wellbeing
at work, however, these answers were excluded from this paper
due to space limitations:

“Concerning productivity, we produce Al services but
we do not exploit Al ourselves.”

“Related to nancial management Al decreases work-
load in invoicing. If we can introduce better solutions,
we can reduce management's worklo&ldss: De-
creased workload

“Yes of course there is a link if we can get things that
makes work faster and actually helps when we do not
do unnecessary manual work. Al has to be brought
into right targets. We welcome Al. Sure, there are
things in various domains where Al can helplass:
Eliminates manual work, makes work faster

“Manual work is not among the most motivating work.
Through automation, we have more time for creative
work. In our company, automation removes clicks
in the Ul. Less clicks and more time for drinking
coffee."Class: Eliminates manual work, more time for
creative work

“There is direct connection if you look at marketing.
We have so much data. If we had to perform these
tasks ourselvels and with our own brains, it would be
impossible. Now, when we can rely on Al provided
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by existing platforms, it is a big pluLlass: Helps in Other

processing large amounts of data ’

“It is very close to all processes where we can use
automation and machine learning. These can be uti
lized for example automated ticketing. It would enable HRM
people focusing on more demanding problems or . . ...
communicating with people. When the basic reporting

is ok, we can start creating prediction models of our s2i=s&marketing
customers and own nanceélass: Automated tick- P
eting, enables focusing on demanding work, create:

basis for predictions

Logistics&invent.

=]
[
P
w
s
wn
o
-
oo

“To a signi cant extent, Al results in productivity and Fig. 2. Impact of Al on organizations' business processes
it should be introduced more and more. It makes work
faster and predictive and correlates with pro tability

and productivity. Class: Makes work faster, affects Related to the second research question, identi ed classes
pro tability revealed the use of common Al types (conversational Al
gNLP), machine learning, machine vision) and strong existence
of cloud service platforms (Azure, AWS) but also Al-powered

ervices such as Google Ads. Regarding the third research
guestion (impact of Al), we analyzed the answers regarding the
frequency of business processes mentioned by interviewees.
Figure 2 shows our ndings. Each interviewee was asked to
select three business processes from the list of prede ned
IV. ANALYSIS processes that he/she thinks Al is going to affect in the
Mear future. Prede ned process areas were: customer service,

ales and marketing, nancial management, human resources

anagement, logistics and inventory management, information
gchnology and other (free selection by the interviewee). Ac-
cording to our interview ndings, customer service was most
frequently mentioned (7/8 interviewees) process to be affected
by Al in the near future.

“There is a positive connection. There are processe
in the background and we aim at improving them
continously in order to make our operations smoothe
and more effective. Class: Smoother and effective
operations

The data analysis was performed by using thematic conte
analysis technique for the interview data. The goal of th
analysis was to categorize interview data to classes and identi
frequently used classes. Regarding the rst research questio
we identi ed the following categories on management com-
mitment to support the organization's Al skills:

Recruitment of Al specialists, The thematic content analysis of the answers to the fourth

Service innovation research question resulted in the following category classes.

Identify customer's Al needs Decreased workload

Support for smarter work Eliminates manual work
Coaching/inspiring
Makes work faster
Personal Al learning,
] ] More time for creative work
Exploring Al features in products

. . . Helps in processing large amounts of data
Sharing Al-related information P P glarg

Organizing Al information sessions to staff Automated ticketing

Rewarding staff on Al work Enables focusing on demanding work
Linking Al to employee's personal work goals Creates basis for predictions
No support Affects pro tability

According to our observations, only one of the interviewed Smoother and effective operations

organizations demonstrated clear management commitment

for supporting Al. In that company, they had increased Al  Our rst observations on these ndings was that '‘Makes
awareness within the organization, introduced rewarding mechwork faster' was mentioned several times. The key message
anisms for staff and also taken care that Al was visiblein the ndings was that Al provides tools for automation and
in employees' personal development path. However, otheopportunity to eliminate non-valuable, routine and manual,
activities we identi ed support well the management's work demotivating work tasks while resulting in more time for more
on getting people focused on Al. While used together theseneaningful work activities and human to human communica-
activities (classes) provide management a very good start fdions. However, organizations should carefully evaluate where
Al roadmap. to use arti cial intelligence because it does not t everywhere.
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V. CONCLUSION
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lem: How traditional IT companies are approaching Al andthat helped us to perform this study as well as managers of
advanced digital technologies? We used an interview resear@®mpanies enabling this study.

method to collect data from Finnish software development and
information technology organizations. Our results contribute to
the research eld of softare engineering and service science by
providing new knowledge of Al adoption, targets of Al usage
and impacts of Al to operational processes.

Concerning the rst research question, our thematic content
analysis revealed several ways how managers and employedé
support development of Al skills in their organizations: by
personal Al learning, exploring Al features of products they are
purchasing, sharing Al-related information (such as web links (3
and Al-related webinar invitations), organizing Al information
sessions to staff, rewarding staff members on visible Al work,
and linking Al to employee's personal work goals. [4]

Through the second research question, we received infor{5]
mation on current Al & digital technologies used by the com-
panies. Cloud technologies were most frequently mentioned
technologies, especially Azure. From Al side, both machine
learning and NLU/NLP from conversational Al was clearly
mentioned in two of the eight interviewees. Some of the [6]
companies had ongoing chatbot projects but the interviewees
could not provide any details on technologies used in those
projects. Furthermore, machine vision was mentioned by twol’]
interviewees and one of those stated that they use machimf8 !
vision in a customer project.

Related to the third research question, our ndings showed 9]
that customer service is the process area to be most likel
affected by Al in the near future followed by sales and
marketing. Our study revealed few IT-related Al impacts such
as better monitoring of servers and improved information(10]
security though better detection of Denial of Service attacks.

Our nal research question addressed the relation betvvee[q 1
Al and productivity. Al provides tools for powerful tools
for automation and enables organizations to eliminate non-
valuable, routine and manual, demotivating work tasks which
at the same time frees more time for more meaningful work12]
activities and communicating with customers and employees.

There are certain limitations related to the interview
method that we utilized. First, data were collected from 813
interviewees by using standard interview data collection proce-
dures. Increasing the number of interviewees (especially senior
business managers and programmers) could have provided new
insights and experiences on applying Al services. [14]

Second, thematic content analysis was used for transcripted
data but the analysis and creation of category classes wakp]
performed by one person. Inviting more people to assist the
data analysis would have very likely result in a richer set of
categories. Third, due to space limitations only four questions
from the interview questionnaire were selected for this paper. If16]
was very dif cult to prioritize content. However, this provides
us a fruitful foundation for further research where we can
present the rest of the interview results and new emerging
categories on Al adoption.
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Abstract—As a product line evolves, new members emerge to make the product line architecture more robust against
and existing ones are maintained — more or less in sync with the predicted trends. With this, unnecessary erosion can be
each other. In the context of long-living software and system ,\ided and overall engineering ef ciency can be increased.

product lines, the capability to predict evolution trends within - . ) . )
the structure of the various assets is essential. It helps to With the increasing complexity of today's systems, approaches

understand the underlying dependencies between work items that can identify and evaluate commonalities, variabilities,
now and in the future and helps to make the product line and interdependencies in a large number of complex product
architecture more robust against the predicted trends. With variants and versions are gaining importance. In the context
this, unnecessary erosion can be avoided and overall engineeringst yrquct line engineering, assets of the system architecture
ef ciency can be increased. With the increasing complexity . . .

of today's systems, approaches that can identify and evaluate &€ con5|dered._ Requirements, z_irch|tectural models,_ source
commonalities, variabilities, and interdependencies in a large Code, conguration, and test artifacts could be subject to
number of complex product variants and versions are gaining such analyses. In the following we focus on the analysis of
importance. In order to increase efciency, approaches that architectural models, although the presented approach can be
support an incremental analysis in the space and time dimension applied to other engineering artifacts as well.

are desirable. A promising approach to this end is to map the T ith the i . lexity of today’ t
versions of each variant to points in a vector space. Doing so 0 cope wi € increasing complexity of foday s systems,

two challenges can be ef ciently addressed: (i) the similarity ' organizations are increasingly using model-based approaches
measurement becomes the distance between vectors; and (ii)in systems and software engineering. In these models, archi-
the estimation of evolutionary trends can be reduced to the tecture, requirements, realization and quality assurance work
well-known interpolation problem. In this paper, we present jiemg are tightly connected with each other. The models grow

SYS2VEC — an approach for mapping product line variants into . . . . -
a latent vector space by means of machine learning techniques.pmpmt'ona‘IIy with the product line size and complexity.

With our approach, we are able to show an increase in accuracy 1N principle, the models are highly interconnected graphs.
by a factor of 4 and halve the execution time compared to similar Estimating the evolutionary trends for the architecture model

machine-learning-based solutions. aids in managing and planning of deviations that emerge
Keywords—System comparison; machine learning; graph simi- hat\ween product variants and versions.
larity; product lines. In order to increase ef ciency of analyses in large-scale
product lines, approaches that support an incremental analysis
in the space and time dimension are desirable. A promising
The rapid development in the embedded and IT world depproach to this end is to map the versions of each variant
mands steady growth of customization exibility for productgo points in a vector space. Doing so, two challenges can be
and services. To satisfy this need, companies can do tefciently addressed: (i) the similarity measurement becomes
things. On one side, new product variants can be forked atie distance between vectors; and (ii) the estimation of evolu-
modi ed from existing ones or be derived using a strategigonary trends can be reduced to the well-known interpolation
reuse approach, where a variation model exists [1]. On theoblem. This raises the question, of whether there is an
other hand, existing product variants continue to develop &fcient way to translate the structure of product line assets
new versions. Such systems often evolve over long period#o a vector space.
during which they usually diverge from each other. Each In this paper, we present SYS2VEC — an approach for
new variant typically addresses new customer requiremerngpping system variants into a latent vector space by means
causing it to drift away from the product line' core. At theof machine learning techniques. SYS2VEC approach is based
same time, variants can also grow closer together due ao the Graph2Vec method, which uses Weisfeiler-Lehman
changes in the environment and the emergence of comni@shing [2] to incorporate uni ed relabels for node features.
architectural drivers. With SYS2VEC, we are able to show an increase in accuracy
Unfortunately, these tendencies are often not apparent, byta factor of 4 and halve the execution time compared to
it becomes essential to predict such evolution trends withémilar machine-learning-based solutions. The paper provides
the asset structure in the problem and solution space othe following contributions
product line. It helps to understand the underlying dependen-y it introduces an innovative approach to analyze system
cies between work items now and in the future and helps variants by representing them as graph-like structures in

I. INTRODUCTION
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a latent vector space, context of variant analysis, each system variant corresponds to
v it discusses implementation aspects of the approach, a different tissue. The training time depends on the number of
vy presents validation results, and system variants and increases linearly. Applied to our context,
vy provides an overview on related machine learning afhis method does not provide accurate prediction as it tends

proaches. to converge to the global minima of all variants. Whereas in a

The remainder of the paper is structured as follows: Sectié@l scenario, the variants may not even be related and should
Il gives an overview on the approaches, techniques and toBf§ even be considered and trained together.
related to this work. Section Ill discusses the main idea of Non-Negative Matrix Factorization (NNMF) is one of the
using latent space representation for addressing the aforenf@ind Signal Separation (BSS) techniques widely used in
tioned challenges. In Section IV we present our approach awasupervised methods. It learns graph structures while incor-
implementation in details. The validation with respect to ougorating both graph shape and node content into embedding

goals is shown in Section V. Section VI concludes the pap&pace. One of the adapted NNMF method is FSCNMF (Fusing
Structure and Content via Non-negative Matrix Factorization

Il. RELATED WORK for Embedding Information Networks) [12], where the model

In this section, we present the context in the conductedes attribute context of the nodes to learn node feature
research work and provide an overview on machine-learningpresentation. This node based embedding generation method
approaches, techniques and tools related to our approach.works with factorizing both adjacency and feature matrices.

1) Feature Extraction:In machine learning, feature extracNode and feature embeddings are regularized together for
tion is a method to create input for ingestion by modelgreate a representation in embedding space. It doesn't embed
There are various ways to extract features from textual ifull graph shape, as it is supposed to be, since this method uses
formation. One of the most common methods is the Teradjacency as main driver for embedding vector generation. The
Frequency-Inverse Document Frequency (TF-IDF) [3]. SonkeSCNMF method outputs an N-dimensional representation,
methods extract features to embedding space directly usingere N is the maximum nodes between training graphs.
Bag-of-words (BOW) methods with skip-gram models lik&his output needs to be combined with manifold methods
WORD2VEC [4]. WORD2VEC extracts features to latent spacdike t-distributed Stochastic Neighbor Embedding (t-SNE) [13]
straight from sentences. For feature extraction at the paragraphproduce a sensible output from the original output with
level with multiple sentencefyoc2vEC has been proposed.dimensionality reduction techniques. When the methods are
DOC2VEC has two approaches: one of them is Paragrapadopted in variant analysis context, multiple graphs of the
Word Distributed Memory (PV-DM), and the other one isame product line will tthe same model. That said, contextual
the Paragraph Vector-Distributed Bag Of Words (PV-DBOWphference will be high, but the graph shape will not be
approach [5]. preserved very well.

Since we do not need to incorporate individual word vectors Another approach for creating embedding for nodes, which
from the xed-length sliding window, we discard the PV-utilizes a random-walk-based approach, is text-associated
DM approach and use the PV-DBOW approach in our workeepWalk (TADW) [14]. TADW, like FSCNMF, factorizes
For our algorithm introduced in Section IV, vector outputextual node attribute matrix with actual representation matrix.
of WORD2VEC and DOC2VEC prevents preprocessing nodeéApart from FSCNMF, this method does random walks over the
attributes with vector input. Muhammad Isa et al. [6] havgraph and creates matrices from the these walks. These walks
successfully applied TF-IDF for semantic feature extractioare used as similarity measure for the graph's core represen-
They use frequency table output for graph representatitation. When adapted to variant analysis context, this method
learning. TF-IDF allows Itering of terms with low occurrencecreates a single vector representation from both content and
in the whole graph. Thus, a threshold can be used to lter tistructure together. By default this method assumes that two
sparse matrix output of TF-IDF. In Sections IV, IV-B, andgraphs are different when they have different shapes. TADW
IV-C, we have detailed term and inverse document frequendgesn't apply to variant analysis domain very well, because
related Itering to supply a better canonical input for thecontent and structure might vary differently and if either one
representation learning stages. of them is different, they are assumed different by the learning

2) Unsupervised Machine LearningUnsupervised ma- method. Since this method also outputs an N-dimensional
chine learning methods learn the representations with mininrepresentation, it needs to be combined with manifold methods
or no external intervention [7]-[10]. Unsupervised methods afer more sensible outputs for the identi cation of formed
broader in scope and t the context of variant analysis bettedusters.
as they incorporate hierarchies and node contents and featureb addition to attribute-based graph embedding methods,
One of the unsupervised approaches to feature learning owdrole graph embedding methods are most suitable to learn the
graph descriptions is OhmNet [11]. OhmNet originates fromepresentation of graphs [15]. They rely on various techniques
bioinformatics and generates multiple neural network layeasd incorporate different partial information about the graphs.
for all protein sequences that are similar to each other. To tAikese methods can enrich an embedding graph structure by
end, it trains a single machine learning model that maps tembedding edge features [16], by node features only [17], or
layers of protein structures to the corresponding tissue. In thg permutation preservation [18]. For large datasets, tracing
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Distance measures between vectors enable computing sim-
ilarities. We can compute the pairwise similarity between two
variants in the vector space using the Euclidean norm. In
Figure 1c, we can see thdi®is the Euclidean norm between
two vector representations. For computing pairwise similari-
ties, SYS2VEC relies on the Euclidean norm of vectors.

For having consistent vector representation for ingested
systems coming out from SYS2VEC, variant hierarchies
should have a consistent notation. Our algorithm uses PV-
DBOW, which doesn't produce word vectors in a xed window
of elements like the other alternative model nbc2vec
(c) Similarity measurement betweencalled Paragraph-Word Distributed Memory (PV-DM). But
. S1 andS,. even though the order of the words in the graph's corpus is not
(b) Graph representation of system . . ;
variantS,. essential for us. For this very reason, using a graph traversal
Sn(%tation is crucial to always get a consistent representation of
the graph. When given a set of systems, our algorithm runs
with Deep First Search (DFS) with vertex ordering notation
of preordering. Since this approach can build a topological
based on Taylor series by eigenvalue decomposition is a h&fit for nodes, it is a natural choice for the SYS2VEC. The
task. Since rst-order terms in Taylor expansions tend tenderlying boc2vec [5] model works by doing subgraph
approximate to a local maximum of the distribution, larg§8MPpling, and this approach can always yield the correct nal
graph eigenvalue growth rate cannot be estimated for larfggm for any given subset of the graph.

(a) Graph representation of system
variantS; .

Figure 1: Input system variants and output vector representation
example systen$; andS;.

graphs [1_9]. These methods fa!lback_is _alvv_ays h_it for graphs, IV. SYS2VEC APPROACH
i.e., making the method's main optimization discarded for . L . .
NetLSD. SYS2VECs core processing pipeline and its processing

tgtages can express a single variant with row vector representa-

The Weisfeiler-Lehman Kernel (WLK) can be used This Section di he algorithm’ K di
incorporate graph topology information into the nodes aﬁq);ées ilr? deepcttrl10n Iscusses the algorithm's work ow and its

take the vertex neighborhood into consideration. WLK allows29¢ ) . . N .

the quantization of neighborhood groups to the individual node ' S S€Ction explains our main algorithm's stages which are:
attributes through hashing. Other than WLK, there are random” System Variant Traverser. Traversing systems structure
walk kernels that do random walks with varying lengths over ~and preparing a system variant as input for the normal-
the graphs. DeepWalk is one of the methods that incorporate ization passes are explained in Section IV-A (cf. stage

a random walk approach to learning the graph representation in Figure 2).

with unbiased, xed-length, random walks starting from each Y Normalization Scheme.In Section IV-B, we explain
node. According to Narayanan et al. [17], these methods how system contents are normalized as input for the
tend to have low con dence values against the WLK based Weisfeiler-Lehman kernel and how its output is used by
methods. Graph2Vec [2] is a method, which uses Weisfeiler- the representation learning (cf. stagjén Figure 2).

Lehman hashing to incorporate unied relabels for node Y Representation Learning.Section IV-C explains impor-
features. Graph2Vec approach is well aligned with the variant tant arguments for SYS2VEC and its core representation
problem, due to its graph representation learning. Furthermore, !€arning model. In addition to that, we will discuss gener-
its base accuracy is good enough to deliver meaningful results ated embedded space representations and their properties

vy Latent Space Similarity. Section Il describes our ap-
I1l. L ATENT SPACE REPRESENTATION proach of computing similarity based on the latent space

representation (cf. stadein Figure 2).

Latent space is a multi-dimensional vector space, wherey Method Optimization. For getting most of the accuracy
representation vectors for variants are used to make correlation from our approach, we have developed model optimiza-
for similarity. The similarity between the variants is related tion. Section IV-E explains how SYS2VECs hyperparam-
to the angles between the vectors, their magnitude, and their eter tuning approach works in detail. In addition to that,
orientation. For example, |1&; andS, be two system variants we explain how additional optimizations considered and
(see Figures la and 1b). The similarity between them can be incorporated into SYS2VEC.
computed in three-dimensional space, as_shown in Figure 1c. _

Here § is the vector representation 8, & represents,, A- System Variant Traverser

andYd% corresponds to their similarity. In general, we work However the system represented digitally, we traverse
with nite-dimensional vectors in vector space, also known akrough the system, and create variant trees. Our traversal
nite-dimensional Hilbert space. algorithm (stagel in Figure 2) uses the Depth-First Search
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Weisfeiler-Lehman Machine
Root: Variant Root Root: Variant Root @

Package: Package ID Package: Package ID
\/an:ml 2 Content: Variant1: Term1, freq1
'Term1, Term2, Term3, Variant1: Term2, freq2
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Figure 2: SYS2VEC, Similarity Seeking Variant Analysis Machine Learning Pipeline.

(DFS) to extract the hierarchical structure of the variants. DFS: procedure CONTENTNORM(V; ) P Where V - array of
traversal gives us a consistent view between all graph variants vertices' contents, ¢ - count of all content lled elements
and for their subsampling undergoing @c2vEc [5]. Since in variants

our data model is a generalized model for software variang: X makevectorizer’> P Create TF-IDF vectorizer
graphs, our algorithm should also work with large graphs: D X7"Ve P Process variants through vectorizer
and datasets. Datasets containing elements over one billign  LetL 1:::c be new array

nodes should be organized at scan time, which reveals tfe  forj 1tocdo P lterate over each content lled
internal structure of graphs for achieving better results for €lement

machine learning models. Finding ordering with optimizing6: k len"V j e+ P Get number of TF-IDF tuples
a cost function is solely an NP-hard problem. Since nding7: Aj create_ordered_set with _size ke P
optimal ordering relies on vertex locality and can vary between Create ordered set for content lled element at inglex
graphs [20], we skip nding vertex ordering for each graph8: forb 1tok do
and utilizing DFS for all graphs. 9: Aj:appendD V b - P Append TF-IDF
o pairs to ordered set

B. Normalization Scheme 10 end for

In order to do the graph core extraction using Weisfeilerts: Lji A P Assign content lled element's

Lehman Kernel (WLK), [2], data of content lled elements ordered set to the aggregation set
should be normalized. In Section [I-2, we explained theo. end for
necessity of WLK pass for the extraction of graph topologys: returnL
The content normalization scheme we have de ned (stage: end procedure
2 in Figure 2) will be used for creating Weisfeiler-Lehman
hashable features after traversal (see Figure 3). Moreover,
through a content-oriented normalization scheme, terms of low
importance (aka lonely terms) can be optionally detected and
eliminated. After reduction, vertex contents are made into a TF-IDF
Reduction parses all content de nitions and then creates vilscument matrix. At this state, every vertex content state has
cabulary with unique terms received after tokenization. Basdlbd key-value dictionary item. Before fed into Weisfeiler-
on this vocabulary, rst term frequencies and then grapl-ehman Kernel, normalized inverted index pairs in ordered
wide inverse document frequencies are generated. Learmictionaries can further be ranked. Moreover, if needed, lonely
frequencies produce document-term matrices based on singlens can be Itered by their threshold of occurrence. In
key-value tuples reduced from their sparse representati@ugition to all the previous steps, preprocessing can be done
held in TF-IDF. By reduction, these corresponding tuple sefgl]. In addition to that, the proposed normalization scheme
are added to ordered feature sets in all nodes of the grapan work with an ample amount of content (which is bounded
Normalized contents are generated with this method re llsy the underlying TF-IDF implementation). Since every nor-
content lled elements to make graphs ready to be processadlization run is a one time pass for a single graph, most of
by WLK in the next stage. the time is taken for building the vocabulary for graphs with a

Figure 3: Content Normalization.
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large degree. In [22], authors de ne "large graphs” as graplos manipulate feature dictionaries in the content nodes to
with hundreds to thousand nodes. Our experiments showegresent relations. Moreover, the separation of SYS2VECs
that SYS2VEC already works with approximately 2400 angeduction mechanism from the representation learning model
more nodes. We detailed our experiments in Section V-A. provides great exibility to change the underlying model with
The researcher can con gure the tokenization algorithm father techniques in the eld. Example relations like includes
the TF-IDF system. Standard structured formats like XML angkcludes at the package level, composition, and aggregation
JSON can easily be converted to dictionaries and then fed irfitw classes can be appended to content dictionaries and prepro-
dictionary-based tokenizer. Dictionary-based tokenization alessed with the same work ow that we have described Section
lows SYS2VEC to consume different system views like contrdV/-B. Graph2Vec performs better generic representation when
ows, con guration les, structured binary representationstask-specic information doesn't factorize together with the
and various other formats by a simple adaptation of normalizenderlying PV-DBOW model [17]. Via underlying PV-DBOW,
For control ow graphs, one can use the original SYS2VE®©oC2VEC skip-gram training learns the graph representation
repetitively for every node's control ow. Since control ows interpreted as document representation and yields a row vector.
are applying the rule of rooted graphs, they can be usableCon guration of SYS2VEC relies on various parameters;
with SYS2VEC. When it comes to con guration les, textthese parameters are scattered through the pipeline compo-
objects can be either translated into record formats like C3Mnts seen in Figure 2. Parameters below adjust representation
or TSV then fed into the normalization scheme with a commearning from graphs in SYS2VEC. Variant traverser (in Figure
or tab-separated tokenization. When compared to control ovsmarked withl) receives these arguments:
and le con gurations, binary objects are needed to be either Vertex ordering notation: Vertex ordering that nodes
parsed into structured plain-text representations or encodsdced to form the graph after traversal. Ordering notation can
with binary-to-text encoding algorithms. The latter solutioshange how row vector values are displaced through repre-
decreases TF-IDF con dence in normalization passes singentation learning. Indirectly it changes vector orientation and
binary data (when directly encoded into text) won't give goothagnitude in Hilbert space.
term frequency but rather give inverse document frequency. Tokenization scheme for creating the variant knowledge
For dealing with binary data, recent bioinformatics papers [28prpus: Tokenization procedure given to tokenizer for extract-
[24] followed an approach where authors created weightew) sensible words as input for TF-IDF algorithm underneath.
sparse binary matrices with a prede ned aggregation windddy default, SYS2VEC comes with word tokenization, which

and then applied TF-IDF for normalization. allows feature extraction by parsing two or more characters
_ _ that assemble a word. Tokenization can be changed to adapt to
C. Representation Learning structured data formats like XML, JSON, or blobs. SYS2VEC

Fundamentally, the algorithm creating latent space repman create meaningful normalized features from existing vari-
sentation of the system variants should be task agnostic watht data when tokenization is adapted. Adaptation can be made
a row vector output. Task agnosticism needed for whatevgy changing the regular expression of tokenizer or supplying
input features given, we should be able to produce a rawcustom function closure.
vectors for the given system variants. Since we need to (Optional) Normalization stage bypass argument for ex-
compare whole graphs, we take advantage of the paragrgehimenting with untouched vertex feature3ptional ag for
vector-distributed bag of words (PV-DBOW) [5] representatioskipping normalization stages as will. By default, skipping
used in Graph2Vec [17] . Since Graph2Vec is a transductimermalization is disabled. If features are not meant to be
approach, intrinsically, SYS2VEC is transductive [25]. Impreprocessed, TF-IDF reverse lookup can be skipped. In
SYS2VEC, "transductive” means that vector representatiotisat case, Weisfeiler-Lehman will process all of the non-
are generated for a given xed set of graphs to generate vectmrmalized feature set. Our experimentation showed that if
space lookup matrix. the non-normalized feature set is in key-value format, this

Since our variant representations are rooted grapligesn't change representation learning. Moreover, it doesn't
Graph2Vec does subgraph matching over the given setatfange the pairwise similarity computation. If nodes have
system variants (stagkin Figure 2). During the normalization heterogenous data scattered among them, it is better to use
of the previous step, feature dictionaries were created foormalization passes to create homogenous representation for
all nodes. These features are hashed for compression wvifib graph.
their neighborhood similarities with Weisfeiler-Lehman kernel  Learning rate of the modelA factor that enables how
(stage3 in Figure 2). Thus at each iteration phase, neighbamuch generalization should be memoized from the previous
hoods and features have been stored in nodes. Finally, grajsation of the training. Feature slices given b@C2VvEC
with aggregated data in their nodes dispensed and can be felkduld incorporate all details of normalized feature sets. For
into DOC2VvEC [5] to learn the representation with subgraplthis reason, the learning rate during the training should be con-
sampling followed by matrix factorization steps. trolled for how much generalization memoized from a batch.

Representation learning for graph clustering doesn't incof- higher learning rate lowers the generalization, and a lower
porate task-specic information from SYS2VECs reductiotearning rate won't incorporate most of the features given
mechanism. This feature of Graph2Vec allows us to exteind a graph. Finding a good learning rate is an experimental
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discovery. A good learning rate gives a low loss value buery high output dimensions. In [26], authors noting having
won't prolong the model's training duration. For this exacimore parameters to generalize will increase the error rate of
reason, we have a learning rate as a parameter to optimizéhat model inference. When dimensionality increased parallel
the hyperparameter optimization stage in Section IV-E. to model parameters, the model's accuracy will rst seem to
Output vector dimensionsGraph representation's rowimprove but then decrease drastically. This phenomenon is
vector size, in other words, dimension output per variantalled Hughes phenomena [27]. In [28], empirical observations
In Hilbert space, vector dimensions are essential to represehbwed that after 1000 dimensions, convergence to at most
generalized notions of graphs. The row vector representatid@®% probability of error is relatively slow.
should have enough dimensions for variants to achieve bettetn contrast to that, giving a low dimension to the SYS2VEC
vector space similarity. Increasing dimensions can outppitevents capturing all given system variants' features. Sim-
better vectors for condensed features in content lled elemeniiarity metrics don't diverge when no attention is given to
When data is not enough, higher dimensions won't creatiee system variants speci ¢ properties. For this reason, output
a difference. Hyperparameter tuning is utilized to detect ambedding dimensions should carefully be picked between
optimized dimension count (as explained in Section IV-E). multiple systems. Selecting the optimum dimension can be
Frequency threshold for features:Before running automatized and optimized by various parameter optimization
Weisfeiler-Lehman hashing, TF-IDF pairs can still have lonelyethods, which are explained in section IV-E.
terms that mightn't contribute to overall graph representation Representation learned from graphs projected from latent
learning. This threshold behaves like a high-pass  Iter for TFspace to embedding space and generates row vectors for every
IDF frequencies in the ordered set. SYS2VEC comes with tegstem variant individually. SYS2VEC heavily relies on PV-
tuning option of Itering terms with a low term occurrenceDBOWs embedding projection. Embedding representations
frequency (see Section I1I-1). We have explained that optiéér SYS2VEC is unchanged Graph2Vec embeddings. After
in Section IV-B as lonely term Itering. This option Iters pairwise similarity computations nished, dimensionality re-
learned TF-IDF frequencies below a particular threshold valuguctions can use embeddings to visualize vectors' density in
SYS2VEC doesn't implement key-speci ¢ inverse transformector space.
for Itering by speci ¢ thresholds. Since ltering speci c keys  Apart from the embedding generation, there are various
is an expert decision, and we don't want to incorporate anothfiprovements suggested for PV-DBOW. PV-DBOWSs embed-
function to increase the time complexity of the processing. Nging projection uses dot product similarity for word-paragraph
having additional key-speci ¢ Itering doesn't have downsidegorrelation. In SYS2VEC, the mentioned projection corre-
for SYS2VEC. sponds to a random subsample of a graph against the whole
Epochs: De nes how many times full dataset batches argraph. For this reason, representations are heavily in uenced
fed into the model. Almost all machine learning models havg the distribution of subsamples over a graph. Though there
epochs to adjust how many times batches are fed as a compigte suggestions to improve PV-DBOW for better embedding
cycle to a model. When epochs increased, subsampling for Rjéneration for randomly distributed subsamples [29], we didn't
DBOW will give different data attention and weights to updateonsider subsample randomness as a problem in a diverse set

vector representations. Increasing epochs for large datasgitSystems and their graphs since they are not relevant to our
enables producing more generalized vector representationgpbroach.

epochs are kept less, the model can under t and will not gener-

al_lze enough to make meanlngful vecto_r space representatiqis.\1athod Optimization

Since accuracy determines the generalization of the model and _ _ o .
generalization directly dependant on epochs, this value is alsdrepresentation vector generation after model training gives
optimized by our hyperparameter optimization scheme (segtput vectors for every variant. Since SYS2VEC is taking

Section IV-E). parameters mentioned in Section IV-C, accuracy against the
. ) validation dataset varies with different model parameters for
D. Embedding Space Representation both SYS2VEC and underlying Graph2Vec implementation.

After system traversing, normalization, and graph kernel Successful representation vector and similarity matrix gen-
extraction, learned graph representations need careful tunérgtion don't mean that our system is perfectly working with
from the machine learning model parameters' perspectivts full potential. For getting better accuracy from the model,
As explained in Section IV-C, subgraph representations drgperparameter optimization methods exist. For this purpose,
incorporated into embedding space with the inuence ofe have included an automatic hyperparameter tuning method
both SYS2VECs parameters and underlying Graph2Vec modedide SYS2VEC. Our autotuning optimization strategy is
parameters. The dimension for vector representation wasn't ssing the Optuna framework, which is a cutting-edge black-
lected arbitrarily. Higher dimension count gives longer traininigox optimization toolbox for machine learning models [30].
times and sparse graph representations. Thus accuracy forWeehave de ned Optuna'’s optimization goal for its' black-box
similarity correlation decreases due to heavy entropy interfepproach as the maximization of the accuracy scalar de ned
ence and sparsity of generalized model parameters. Mentiofigdpairwise similarity of sampled variants throughout trials of
entropy interference prevents convergence of the model fepresentation learning with different parameter spaces, which
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the framework has estimated throughout the hyperparamdister similarity computation through the Numba just-in-time
optimization. (JIT) compiler for Python [33]. Vectorization enables us to use
SYS2VECs hyperparameter tuning con gures the paramet@tMD instructions dedicated to vector processing. Normally
spaces listed below for maximizing the accuracy with givethis optimization is only possible with a backend dedicated to
categorical and range-based parameter space. Parameter spaadgzing loop specialization. LLVM's JIT compilation engine
are manually selected and tweaked based on the knowled@ges code auto-vectorization and enables faster similarity
about our problem. First, we have tested minimum and masemputation for our case [34]. We can compute similarities for
imum values of parameters with our approach, then we ghe given variant pairs faster with single instruction multiple

them as a parameter range: data (SIMD) instructions. The mentioned JIT compiler only
vy Weisfeiler-Lehman iterations over the system variants. compiles pairwise similarity distance methods for variants
Integer parameter space from 2 to 10. to enable compiled bytecode reuse across the whole variant

vy Output dimensions. Categorical parameter space withranges during similarity computation. This compilation hap-
powers of 2 as in 128, 256, 512, 1024, 2048, 4096. pens once at the very beginning when vector space similarity
v EpochsCategorical parameter space with multiples of 10alculation starts; after that, it is cached to reuse across all

as in 10, 20, 30, 40, 50. given systems [33].
vy Learning rate Uniform distribution between 0.005 and Model and vectorizer cachinglTF-IDF vectorizer used in
1.0. the normalization scheme can save the vocabulary and don't

The aforementioned parameters and their parameter spageed to rebuild between the runs of the SYS2VEC. SYS2VEC
are explored and tested for the convergence to the gloan freeze models and load and save dictionaries and embed-
maximum during the hyperparameter optimization. After théings. These actions allow bypassing the traversing stage if
hyperparameter optimization trials nish, the framework outieeded and enable faster experimentation over the variants.
puts the best parameter selection and accuracy received Wi@reover, it allows running inference tasks on SYS2VEC.
these parameters. If received accuracy is better than difese optimizations are incorporated for improving the perfor-
method's initial accuracy, we are accepting this parametéance for processing high volume variant data in SYS2VEC.
set as the new basis for SYS2VEC. We have observed that
after optimizations successfully nished, we see nearly 10%
accuracy improvement against the validation dataset. In this section, we validate the SYS2VEC method and

A tree-structured Parzen estimator [31] does parameter s&#@mpare it with other approaches in the eld, following
pling for the hyperparameter optimization. SYS2VEC comeiifferent approaches to solve the similarity computation for
with hardcoded 100 trials for optimization passes, which Bystem variants.
seen enough during our optimization trials. Since sampling andThe main validation obstacle for the research is having a
objective function seeks the global maximum throughout tHoader set of graph data to test full accuracy against the
optimization, we haven't de ned any early termination criteri@&pproximation-based methods in the eld. Graph datasets used
when no accuracy improvement has been seen during théevalidation in research either lack graph counts (cf. Zitnik
trials. et al. [11], where authors use a dataset with 219 graphs

With hyperparameter optimization, accuracy levels rise @escribing cellular systems) or the amount of nodes per graph
64%. When our optimization for hyperparameters runs, i way less (cf. Bai et al. [7], where authors have at most
lays out better quality than the out-of-the-box method. Thed®0 nodes). Nevertheless, initial observations showed that
results can be compared with the accuracy of the graph28¥S2VEC performs with good accuracy for the graph-based
model [17] using the MUTAG dataset. MUTAG is a data segimilarity analysis.
containing graphs of 188 chemical compounds labeled withOur method uses the transductive approach of Graph2Vec
respect to their mutagenic effect on bacteria. MUTAG datadéi/], but it is exible enough to use another representation
can be processed by SYS2VEC since our method's core fearning method. Stages of SYS2VEC can be independently
learning graph representations is the same as Graph2wsgged to feed graph data back into the deep learning tech-
Generated representations will be the same as processing difges like Graph Matching Networks (GMN) [35] [36] for
through the Graph2Vec method. representation learning. In addition to that, our approach's

SYS2VEC consists of various runtime optimizations in itaccuracy baseline without hyperparameter tuning is 55%. With
stages, which makes representation generation and similatiggperparameter tuning, it goes beyond 65%. Additionally,
computation faster compared to unoptimized interpreted code€YS2VEC is exible for adaptation with various model bases

Embedding generationThe boC2vVEC implementation as mentioned in Section IV-C.
we are using has C extensions for parallelizing the computa-
tion and working faster with native code. In our experimenté' Correctness
precompiled C implementation brought nearly sixty times As shown in Table I, SYS2VECs dataset contains ve
faster epochs than pure Python implementation [32]. systems by the same tier one supplier with variant count
Similarity calculations: SYS2VECs vector space simi-varying from 16 to 91 variants for each system. Each variant
larity calculation is using LLVM's vectorization backend forcorresponds to a software-hardware management system for

V. VALIDATION
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TABLE I: SUMMARY OF THE DATASET USED FOR THE . . . -
EXPERIMENTATION. or Tree Edit Distance (TED) as a supervisory signal for

representation learning, it's time complexity is lower than

System Name| Variant Count| min. Nodes| max. Nodes| ©Other methods. As shown in Table Il, Zhang-Sasha [9] TED
System Z 63 1864 3462 approximations are taking ample amount of total runtime
System Y 23 052 2458 on very large graphs. For similarity calculation, we aim for
System X 16 1079 3267 an interactive analysis approach; for this reason, the Zhang-
System W 91 1209 2406 Sasha-based SImGNN method is not suitable with a runtime
System V sl 229 3397 of 2 days. This timing behavior is too long, and it is not

useful for practical use case scenarios. In addition to that,
TABLE |I: RELATIVE ACCURACY AND ERROR BOUND OF GED calculation is NP-hard [40]. For this reason, we have
SYS2VEC COMPARED TO OTHER METHODS. also experimented with approximate GED methods with error
bound [41]. But these methods time complexity increases

Algorithm (Q/Zf”irascé) Error mean | Total Runtime | Algorithm Type | exponentially with respect to the graph's node count, like in
Muftiple o the Zhang-Sasha case in Table Il. Above a certain degree of
Alignment 87.2+(0.2) 12.8 <1 hour Deterministic . i K X i
OhmNet | T6.1% (0.9) 500 TFours M based the graphs, mac_hm_e learning methods execution is dedicated
SYS2VEC | 654 % (2.3) 42.0 <30 minutes ML based mostly to the edit distance calculation.

Experiments showed that SYS2VEC has an acceptable error
rate against the baseline of the greedy alignment in [37].

an automotive facility. More concretely, we analyzed thE/nlike edit distance-based approaches, our approach can work
con guration data structured in hierarchical sets, where ea#fith a vast amount of data. Also, SYS2VEC doesn't need
node in the set represents a pair of a con guration item and tife learn for correspondence of certain systems into vector
associated value. Our approach is validated against the simifgiRresentations like OhmNet. Since our systems are separated,
ity computation method, called Multiple Alignment, develope@nd the learning correspondence doesn't bring value for gen-
by Tenev [37] and additionally described by Duszynski [38]eralizing representation learning, the OhmNet [11] method
In Table I, we have compared our method with relativeoes not add extra features to the whole-graph embedding
success rate against similarity heuristic of multiple alignmefgneration procedure.
method in [37]. The relative accuracy of SYS2VEC against the Apart from Machine Learning methods we have experi-
deterministic Multiple Alignment method [37] is lower thanmented, Clustal [42] has been used on our dataset. Initial
expected. But SYS2VEC can be used as internal heuristRéperiments showed that Hidden Markov Model (HMM) states
to guide Greedy algorithms to converge to optimal alignmegfe way larger than bioinformatics problems. Multiple se-
solution as an alternative to the proposed modi ed Center-Sgi#i#ence alignment tools like Clustal takes node coloring into
heuristic [37]. With an error rate of likely 40 percent againgtonsideration, which corresponds to nucleobases. For system
the approach mentioned in [37], [39], SYS2VEC can also B@riant analysis case, this can grow based on the features gen-
used to get an overview of which variants are highly similgtrated from the normalization scheme, and later combined for
and what is possible evolutionary tree can be consolidatBgighborhood feature incorporation using Weisfeiler-Lehman
from them. hashing. Thus, for large graphs, node coloring can have
Our next aim to improve SYS2VEC is to incorporatévay more elements than nucleobases. While bioinformatics
accuracy improvements. The main breakthrough of SYS2vEoblems have well-known nucleobases (AGCT) to accept
is operating on graphs without extra micro-tuning for the@s node coloring, they are less than our datasets distinct
content and structure. SYS2VEC creates embedding, whi¢#iant count. Thus, HMM-based tools are not working with
is reusable across various vector space algorithms. Moreowt,arbitrary number of node coloring for xed ordered graphs.
our method is exible enough to substitute the embedding Nevertheless, we have experimented with this approach
generation model with different algorithms. This substitutioRY changing the Clustal Omega code to accept UTF-8 table
will be towards improving the accuracy of the representatidilaracters to see how it will be done in practice. But this
learning by experimenting with deep neural networks. gave us a lot of states which took a long time to process. So
) ) we have to terminate our experiment because of this method's
B. Comparison to Other Techniques time complexity. Even with modi ed Clustal code, we haven't
Experiments ran with various methods showed that osuccessfully made it work with systems with 91 variants.
method's transductive approach exploits the representation
learning and similarity calculation well over the large graphs. VI. CONCLUSION AND FUTURE WORK
As shown with the dataset speci cations in Table I, our method In this paper, we introduce SYS2VEC, a new approach
handed out better accuracy than other machine learning mdtiat analyzes system variants by combining a novel nor-
ods, which can be observed from Table Il. In addition tmalization scheme with unsupervised machine learning for
that, total runtime where the sum of training and inferendast graph comparison. Moreover, our method improves the
runtime is way less compared even to deterministic methodisne performance in comparison to other machine-learning
Moreover, since it doesn't need Graph Edit Distance (GEDdpproaches and can easily be applied to existing system
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ReLU
(Rectied Linear Unit)
Concatenated Layer (@56)

for

Sys2Vec generated vectors using
UML as input as discrete features

+

Time variables

Figure 4: Example evolutionary tree deep learning methodolody usi
SYS2VEC.

variants. SYS2VEC is exploiting the stochastic nature OP]
the machine learning models to decrease the time taken for
pairwise similarity comparison using row vectors in the nite- 2]
dimensional vector space. Additionally, our approach enables
inference tasks like clustering and trend estimation usin{g]
supervised methods for variant analysis.

In addition to creating an unsupervised graph comparison
method for variant analysis, we have explored various existing]
machine learning models (e.g., SIMGNN [7], FSCNMF [12],
OhmNet [11], TADW [14]) for either learning graph structures
in a supervised manner to create a heuristic for alignmer]
methods, or learning whole-graph representations to utilize
similarity metrics to assemble a comparison heuristic fofg
known graphs.

A. Future Work

SYS2VEC can be used to predict evolution trends Withm
supervised learning methods like LSTM. Supervised methods
can be trained with time-series data using our vector represef-
tation per time slice to predict the evolution of software and
system products. The inference of evolution trends will help
to consolidate product lines and will make variant aggregatio
easier. For this, rst using Uni ed Modeling Language (UML)
as variant content input for the SYS2VEC for generating simit0]
larity, and then using these similarities and time information to
building evolution steps with UML evolutionary notation [43]j11]
is possible. As shown in Figure 4, utilizing deep learning and
selecting time as a continuous feature in addition to discrz_r%]
embeddings generated by SYS2VEC is possible to mode
evolutionary trees.

Our future work will include exploring other similarity mea-[13]
surement methods for variant analysis in SYS2VEC. These ji
clude, but are not limited to, Jensen-Shannon distance, rst or
second Kulczynski coef cients, and Hellinger distance. These
methods are promising, since better similarity results can g,
achieved with them for document learning and classi cation
tasks compared to Euclidean and Manhattan distances [44].

In future research, good exploration can be on Gram]
Matching Networks [35] as a supervised message passing
neural network (MPNN) for embedding generation stage to
improve the method's accuracy. Moreover, one of our future
explorations will be on unsupervised learning methods like
embedding propagation [45]. For improving ordering passéd]
in the normalization scheme, experimenting on token posi-
tion preserving advanced embedding techniques like Google

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5

BERT [46] is another way to improve embedding structure

SYS2VEC. In the long term, we focus on developing

time-series-based evolution-prediction (as suggested in Figure
4) with the help of SYS2VEC vector space mapping out-
put, auto-tuning for learning, and the normalization scheme
improvements. These improvements will enable aggregating
DTIs and allow experimenting on product line consolidation
%th machine learning methods.
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Abstract—Finding a balance between meeting the testing goals be applicable to the industry. Data-driven approaches have
and testing resources is always a challenging task. Therefore,peen shown to be useful in order to predict future trends of
employing Machine Learning (ML) techniques for test optimiza- qntinyous data [1]. These trends can be extended to have

tion purposes has received a great deal of attention. However,d ic threshold hich qi listi ht
utilizing ML techniques requires frequently large volumes of ynamic threésholds, which give a more realistic approach to

data to obtain reliable results. Since the data gathering is hard the behavior of future points than the currently utilized xed
and also expensive, reducing unnecessary failure or retest in athresholds. However, xed thresholds do not give information

testing process might end up minimizing the testing resources. of behavioral changes of the units tested nor their direction as
Final test yield is a proper performance metric to measure long as they are within the prede ned limits [2]. A method to

the potential risks in uencing certain failure rates. Typically, the effecti f ducti is t
production determines the yield's minimum threshold based on measure he eflectiveness of a production process Is to measure

an empirical value given by the subject matter experts. However, its production yield. The yield is one of the major factors
those thresholds cannot monitor the yield's uctuations beyond directly in uencing the manufacturing operational costs [3]. The
the acceptable thresholds, which might cause potential failures in traditional de nition of yield states that yield is proportional to
consecutive tests. Furthermore, de ning the empirical thresholds e tasted jtems, which comply with the test speci cations or
as either too tight or too loose in production is one of the main . .
causes of yield dropping in the testing process. In this paper, we xed thresholds. Ag the yield evolves according to the product§
propose an ML-based solution that detects the divergent yield are being tested, it follows a trend that can be modeled. This
points based on the prediction and raises a ag depending on model can be useful in fault-localization and fault-prediction
the yield class to the testers when a divergent point is above apy nding the points where the yield diverges from normal
data—driven threshold. This exibility enables eng!neers to have a production patterns. Furthermore, this model can identify low
quanti able tool to measure to what extend the different changes . . .
in the production process are affecting the product performance yield Sources_ at a much earlier prOdUCt.'on stqge Compar?d_ to
and execute actions before they occur. The feasibility of the current practices and execute preventive actions. Our vision
proposed solution is studied by an empirical evaluation, which is to use a historical data approach to propose an intelligent
has been performed on a Telecom use-case at Ericsson in Swedeframework that de nes data-driven thresholds based on the
and tested in tvao of the latest radio technologies, 4th"“d S5G. vield predictions and nds abnormal points, thus optimize
ing}?e%c:red;isoontVAV?;?yZ%S;“{rEB;grs]tcgjptl'_gézﬁ'nogn’ Machine Learn'the t_est process for futgre radio generations. Though,.this
solution work with any kind of product can also be applied
as a quality indicator for software testing factories for the
similarities of the whole process, as test cases, test suite,
Test optimization is of vital importance for the industry tand yield. This paper compares different regression methods,
get better products in quality and also affordability. As thafter data pre-processing, to predict the nal test yield, de ne
Internet of Things (1oT) is becoming a reality, the demand fatynamic thresholds, and thereby detect the divergences of the
faster and cheaper products is increasing. To stay competitbfearacterized trends. Thereafter, the auto labeling process is
in the market, Telecommunication companies apart to ensadded to label automatically the data inputs into the following
the coverage and the quality of the emerging technologigsee main labels: Pass, Warning, and Fail by using the Support
also need to optimize the form these products are being testéattor Machine (SVM) in the yield classi cation. The new
by reducing waste in the manufacturing processs@( fth  thresholds give insightful information for the execution of
generation) radio technology, the need for faster resporigure tests and the automatic labeling might also reduce the
communication speed, capacity, and the number of featuemount of manual effort in the yield loss analysis. These
has increased remarkably compared to older radio generatioesv thresholds can also be employed to enhance the yield by
As consequence, the number of tests the new products némilitating the xed thresholds since they are often determined
to comply with has increased exponentially. Therefore, thobased on previous experience or by de ning some stricter xed
innovations demand new optimization methods that needt&st limits to ensure compliance with the regulators.

I. INTRODUCTION
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TABLE |. TEST REQUIREMENTS EXAMPLE IN THE DIFFERENT STAGES OF TESTING

Test Requirement according 3GPP Test Case Test point
6.6.2 of 3GPP TS36.141 ACLR Test Case 1: This test case will measure the Adjacentonfiguration
upper limit44:2dBc channel leakage power ratio (ACLR) of product A Test point 1.1: Send the right settings to the product
Configuration Test point 1.2: Set up the carrier
Procedure Test point 1.3: Send the right settings to the instrument
Passcriteria >  45dBc to start measuring the ACLR
Procedure
Test point 1.4: Measure the ACLR
P asscriteria
Test point 1.5: Compare the results to the pass criteria

The proposed solution in this paper has a low computational
complexity because it is designed to work in an online 3
environment, despite the limitations of the infrastructure. In 2ol
fact, the chosen ML-based methods have low computational
cost, and the complete model is tested using an of ine data
set, typical of batch production and not access to Cloud
compatibility. Moreover, the proposed solution in this study
can handle high-dimensional input parameters, therefore it
easily can be adapted and utilized in any other domain, e.g.,

251

Count

sensors outputs and weather forecast. In order to make the S
proposed approach more generic and also con rming that olmm——. - - s :
transfer learning can be utilized, we trained the model on ' " FTyield '

the 4G data set, and later we tested it orb@ production
data set. Furthermore, the obtained results in this study shij@ure 1. The4G RBS production nal yield (FY) distribution. The
a good harmony between the predicted points and the grong@ims to reacfi (100%) viz. It is a negatively skewed.
truth (the labeled data). all together make a test suite. The reason for distributing a test
This paper is organized as follows, Section Il explains all thease into several test points is the limitations of the product's
theoretical background necessary to understand our approé#grnal components, the production infrastructures, and also
Section Il the authors aim to compare prior results of simildhe modularity search. In order to get a better understanding
solutions in close areas of expertise. Section IV explains incA the analogy between standards, test cases, and test points,
detailed manner each step of the proposed solution to dable | provides a hint on how a standard is translated to small
problem that also can be applied to other research aretts. As we can see in Table | tiB&PP TS6:141 standard
Section V explains more about our data set, characteristiggjuires measuring the power in the adjacent channels of the
properties, and types of inputs. The results after applying omiin transmitting carrier, also Adjacent Channel Leakage Ratio
solution approach to the given data set: prediction, classi catidCLR). Later, the design team has translated this requirement
and validation methods are illustrated in Section VI. Finallijto the Test Casd where it is divided into5 test points
Section VIl discusses the limitations, the assumptions, and thecording to the infrastructure limitations (see Table ).
great potential of our approach and Section VIII concluded A test case typically tests a speci ¢ task to validate certain
by brie y summarizing the study, results, and the direction grinciples stated in the test requirement and it usually requires
future research. input and provides an expected output. The input describes
the settings of the products while the output must follow the
xed thresholds given by the test requirements. On the other
This section provides the required academic and industriznd, a test point provides execution details of the different
concepts and information for understanding the proposgdints, which are described in the test case. The test points

Il. BACKGROUND

solution in this paper. can be executed in a different sequence, therefore a test suite
. _ . (which includes several test cases and thereby test points) can
A. Testing process of Radio Base Station (RBS) be executed in sequential or parallel mode. The sequential

Radio Base Stations (RBSs) are radio transceivers produggcution mode can be bene cial if there is a dependency
at Ericsson and contain analog and digital components. between test cases, i.e., the success of a test point depends
To guarantee product quality and coverage, Ericsson fft the success of the previous test points. On the contrary,
lows international Telecommunication standard regulators, el§j¢ parallel execution mode can be useful when test cases are
3GPP for Europe and FCC in North America. The standarédependent. In this paper, we assume that the test cases are
are translated into technical documents called test requiremeif@ependent of each other and can be executed in any order.
Each RBS generation has its own test requirements that follde analysis of dependency between test cases is outside the
the international regulators. The test requirements contain t&§PPe of this paper and is carried out in an extension paper.
cases where each test case is divided into several test points aridoreover, in a xed threshold, the output of the test points
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Figure 2. Heatmap of feature inputs before after smoothing, #G aadio product.

depends on compliance with those thresholds. They canthe exponential moving average is more sensitive to the changes
given in form of range (low and high), greater than, equal tif,compared to the moving average smoothing method.
or lower than - of the xed thresholds, for instance, the PassFigure 2a shows the heatmap of the original input data
criteria> 45dBc in Table |. Furthermore, in this study, onlybefore smoothing and Figure 2b after applying exponential
the test points with thresholds within a range are analyzedoving average. Both gures have the same pattern, though
However, in any case of having only one threshold, the propostt@ smoothed version makes the pattern more noticeable.
solution is still valid by assigning both boundaries to the same ) ,
value. C. Regression Analysis

A production yield is a performance indicator of a product In the integration testing level, each test point is a con-
over time, which measures how efcient a manufacturingnuous and dependent variable for different independent
process is. It also shows how the different changes, elgst con gurations. Therefore, the approach to study the FY
hardware, software, new components -revisions, in uence th@sed on the test results of test points can be considered
production process. Figure 1 mirrors the production yieRS @ regression problem. The Regression models are being
distribution of the data set utilized in this study. As we can séwplied for predicting different purposes, they also measure the
in Figure 1, the production yield in our data set is left-skewe@lationship between the input features and target data. This
and does not show the Gaussian distribution. The nal tegtlationship can be linear or non-linear. There are several kinds
yield (FY) is used through this paper, the nal test yield i®f regression models, wherein this paper, linear regression,
the percentage of good products produced taking into accoti§ige regression, polynomial regression, and XGboost are
the reworked products, unlike the First-Time Yield (FTY)applied and compared to each other in order to predict the
which does not consider them. The FY formal de nition igroduction yield of RBS.
given in(2). The FY is chosen as an important feature in thB
production process of RBS at Ericsson because it gives an i ) ) _
insight on how ef cient the product is in a determined time Once the production yields are predicted (by using the

slot and can be modeled to predict future patterns based st regression model), then the predicted results need to be
historical data by using regression methods. classi ed. The obtained investigations in the domain indicate

that this classi cation suffers from an imbalanced dataset [1].
Therefore, the classi cation step of the proposed solution can
be considered as an imbalanced classi cation, which is a typical

Data smoothing is a statistical method for eliminating outlieqgroblem in industrial applications. The imbalanced data set
from data to make the important patterns more visible [Xkfers to a data set that has more labels in one class than the
Another purpose of using smoothing algorithms is to minimizether classes, which makes it dif cult to generalize the model.
statistical noise from the data set and assist prediction pattetnsfact, the problem arises when the important classi cation
Some of the most known methods used for data smoothing &éies on the minority represented class. This issue may cause
the Random method, simple moving average, random watkat one class dominates the other classes and that machine
simple exponential, and exponential moving average. In thearning algorithms have poor performance on the minority
paper, we focus on a single exponential moving average tloédss. Furthermore, imbalanced classi cation has shown to be
applies weights to historical data. Those weights make thkallenging due to the severely skewed class distribution and
model focus on the most recent data observations. Therefalep misclassi cation [1].

Imbalanced Classi cation

B. Data Smoothing
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Generally, there are two main solutions for imbalancdthportance. Figure 3 illustrates a block diagram of a data-
classi cation:1 employing the classi cation algorithm, which driven prognostic health management. It monitors relevant data
can handle imbalanced data such as IFROWANN (Imbalanci&dm the process, e.g., production yield, analyzes them, triggers
Fuzzy-Rough Ordered Weighted Average Nearest Neightadarms or warnings, and takes actions before the fault appears.
Classi cation [1]) and2 utilizing some data pre-processing-urthermore, by adding failure predictors, it can forecast the
methods to mitigate the imbalanced data sets such as fank occurrences [8] before they happened, and then preventing
dom sampling (in forms of under and oversampling). Thactions can be executed in the monitored system. There are
random under-sampling randomly removes samples of talso some other data-driven approaches that can contribute to
over-represented class to match the minority class, while overegnostic health management [2] where the faulty behavior
sampling generates new samples of the under-represented atass only be seen when a huge amount of data is viewed in
to match the majority class. However, in the oversamplinguultidimensional space.
since the minority class does not add new information, instead, —
new samples should be synthesized from existing samples. | Monitored|_, Anomaly ' anomalies %y Anomaly

SMOTE or Synthetic Minority Oversampling Technique, is an system Detector Analyzer
over-sampling method that uses the k-Nearest Neighbors (k- 1 ﬂ.
NN) to create a synthetic new sample [4]. In fact, the SMOTE Preventive . roijres de==  T2IUI€ o Representative

Actions Predictor Anomalies

model uses the Euclidean distance to calculate every minor
point to get the k-nearest points. According to the imbalanced Figure 3. Data-driven prognostic health management (see [7]).
data setX oigin , select randomlyn sample of the minority
class, which will help us to pick up the nearest samples of
X and name thenX;. Then randomly generate new samplek. Transfer Learning
of the minor class based on theXge, as represented ifl), Many machine learning methods perform better under the
wherei = 1;2;::n. The ratio to generate new samples iassumption that the training and test data have the same
1=IR 1, where the Imbalance Ratio (IR) is de ned as thelistribution or have the same feature space. However, if the
ratio of the number of minor class samples to the number gfentioned variables change, the algorithms might not perform
major class samples as stated in [5]. properly and the methods need to be adjusted based on the
_ . , . changes and further data gathering might be required to update
Xnew = Xorign +1and(0;1) jXorgn — Xij (1) the models. Transfer learning or knowledge transfer can be
In this paper, the SMOTE model is used to improve theonsidered as a potential solution to this problem. In transfer
imbalanced data set for the classi cation and auto labelingarning, the knowledge obtained in one domain needs to
process. On the other hand, SVM is a supervised machioe transferred and applied in another domain. Conversely,
learning algorithm, is used for binary classi cation by itsanother application can be able to train the models using data
kernel function, which could transform the data and classiet from a domain where one has suf cient data and to use
different groups. This margin can be described as a line fine same model in another domain where the data is limited.
two-dimension data and a hyper-plane for multi-dimensiofransfer learning techniques have been applied to many real-
data. However, SVM can also be employed for the multivorld applications, which show promising results. One of the
classi cation problems by building different SVM models forassumptions of transfer learning is that the source and target
every two labels. Especially, SVM works more effectively irdlomains are related, which otherwise opens the possibility to
high dimensional spaces where the feature dimensions aegative transfer [9]. In this paper, transfer learning is employed
larger than the number of samples. For instance, the@ua by reusing the models found usingd& (mature product) data
Vs One Classi el[6] can separate the multiple classes or labeket in a5G radio product. We need to consider that, although
classi cation task that uses one classi er per class or label, i.4G and5G are two different radio generations, however, both
it breaks down the problem into different binary classi cation@roducts share some similarities.
In this paper, SVM is used to classify the different levels of
acceptance and warning in the monitoring process done in
production. In many industrial applications, test cases' limits are still
de ned by the test requirements as xed thresholds, and not
data-driven modeling of these thresholds is used to optimize
In a complex communication system, such as the productithe total testing time. Furthermore, there is not enough follow-
of RBS for 5G and4G, the production data are collected irup of the sources of yield losses. The main goals of this
form of time series data. Due to the inherent complexity gfaper are to design a dynamic monitoring tool that supervises
the test production process of RBSs, the test time must dréical variables, predicts normal patterns, and sends warning
ef ciently minimized, to apply traditional fault diagnosis ismessages to the user when anomalies are observed. One
limited because it repairs after the fault occurs. In contrasef, the methods commonly used in industry is based on
prognostic health management [7] provides a promising &ample test measurements such as Process capability index
plication in production where the variable time is of vita{CPK). CPK is entirely done in ofine mode and assumes

IIl. RELATED WORK

E. Anomaly detection and Fault Prediction
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Input Step 1 Step 2 Step 3 Step 4 Output

/Test records/L> Measure Testing yielg— Pre—processin*;—{ Regression Predictive Model}—» Classi cation ———/ Alarm or Warning /

Figure 4. The required input, steps and expected output of the proposed solution in this study.

that the process is consistent over time. Though CPK hias, xed threshold. However, this is not enough because they
worked well in the past in speci ¢ samples, it does not givenight be data points (parameters) that are far away from the
enough information to understand the whole process. Raminal values but still comply with the speci cations. This
instance, it may perhaps represent only one side of the procapproach is the closest we could nd to our application due
when the data distribution is not centered within the specit the similarity of the products, though this approach looks
thresholds [10]. Likewise, most of the methods for anomafyromising, it can not nd the root cause of failures. In our case,
detection found in the literature are based on ruled-bast yield value of the different test points is analyzed, then
methods, statistic approaches, or a combination of both [IMhenever we see an abrupt change that does not follow the
Regarding anomaly detection in linear dynamic processeaminal trend, it will be easy to identify which test point is the
for simple inputs, Cho et al. in [12] studied the behaviagource of failure in the whole process. Respecting test yield
of a gas regulator using Multiple output Gaussian Procegsediction using machine learning methods, many studies have
Regression (MO-GPR) and Extreme Value Theory (EVT) toeen done in the last years. Jiang et. al [3] developed a data
predict the output and directions of the anomalies. The reaalysis tool for semiconductor manufacturing that predicts the
time acquisition and updating of the coef cient are left asal test yield in the early stages of production, hence improve
future work. Similarly, Chang in [13] uses linear regressiothe operational ef ciency and reduce the production costs. The
to predict the anomalies in mine earthquake and update fremework uses Gaussian mixture models (GMM) to identify
counts above a certain threshold in real-time because of el cluster the FY, Encoders to manage the difference on
importance of the application. Nevertheless, this method dategorical or numerical inputs and does not need knowledge of
designed to work online, the author does not use the advantatfesprevious low yield root cause. Furthermore, this paper tries
of machine learning and still uses a xed threshold, making nd the root cause of low yield using the Gini importance.
this solution hard-coded to work with only this application. Oifhe problem with this approach is that their solution does not
the other hand, for multiple inputs, Pang et al. [14] nd théake into account the passed values of the important features
anomalies of multiple sensors using Multiple output Gaussiamd does not give importance to how the xed thresholds can
Process (MOGP) and Square Prediction Error (SPE) to nd tladfect the FY. Based on our extensive survey, there are limited
anomaly score in real monitoring series. In his study, MOG&udies for FY-related problems in the production of RBS. In
shows better results than PCA for dimension reduction givirgeneral, there are two major common dif culties for RBS FY
more exibility and adaptability in the ndings of anomalies prediction problems, which are high dimensional input data
that otherwise need to be labeled by domain experts or &yd complex process variations. For the sake of simplicity, we
using xed thresholds. Those approaches assumed the datacsdy use numerical data as inputs, and not feature reduction
follows a Gaussian distribution, which is not always the case faas used in our solution.

another kind of application such as the analysis of multi-modal

yield distributions. The production yield usually has heavy- IV. PROPOSEDSOLUTION

tailed distribution as shown in Figure 1. On the data-driven _ ) . ] )
anomaly detection, Chae [15] uses a statistical analysis-basediS section provides our proposed solution for solving
Anomaly-based Detection System (ADS) to set an appropridf® initial problem stated in Section |. The overall FY for
anomaly threshold in dynamic environments such as distributeffdicting and nding its dynamic thresholds ow framework
systems. The dif culties the authors faced are multiple dug illustrated in Figure 4. As can be seen in Figure 4, the
to the inherent problem of dynamic environments and nERquired inputs to the proposed solution are the test records,
further comparison between their method and the existiﬁ@Ch as the test results recorded after the execution of each
algorithms are explained in the paper. The same auth&§t Point. As mentioned earlier, the main goal of this paper is
in [16] nd the adaptive thresholds in trust-based detectid@ utilize historical test records to predict the normal FY by
systems where the anomalies come from known attacks RPIYing some regression models. The regression models are
not 'smart attackers' showing the dif culties this model suffer@Ple to solve the problem with the continuous data, assist the
to adapt to a broader eld where there are abrupt changirﬂjj'ng pf .dyn'amlc thresholds, and alsq the yield classi cation
conditions. Regarding anomaly prediction, Chen et al. [2] stud§’ Optimization purposes. The following paragraphs provide
the prediction of system-level test (SLT) failures on system-oflore information regarding the mirrored steps in Figure 4:

chip (SoC) products where their analog circuits provide space Step 1. Measure Testing Yield the test results of each
to search faulty behavior by analyzing the outliers. A chip fails  test point can mainly be divided intBassor Fail. For
when any measured parameter falls outside its speci cations, employing the proposed solution in Figure 4, we utilize
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Figure 5. The original and smoothed versions of maximum, minimum, and target test inputs for pkoduct

the nal test yield as (2):

_ P ass units
T otal processed units

)

Moreover, Total processed units the total number of
times that a unit has been tested, tles Yield 6 1.

The yield values closer td mean that the product is
mature and aroun@00% of the products that have been
tested have passed. While yield values lower th&4

are considered as low yield in our application.

Step 2. Pre-processingin order to eliminate undesirable
characteristics in the data (e.g. anomalies) and use the
results values from different test points, we need to
normalize the data. Since the measurement results are
largely divergent, such aSemperatureequal to+50C

or the Current equal tol0mA, normalization of all the
studied test records needs to be done before training the
data or feeding it to the machine learning models. For
instance, the minimum and maximum measurement values
of each test point can be normalized by all the test points
in a form of a matrix [17]. Furthermore, to detect the test
points' results that are considered abnormal or do not t
any particular pattern, noise removal needed to be applied.
Noise in this context contains the values outside the yield
range, i.e.0 to 1 and also the outliers. In our current data
set, most test points have extremely good yields because
they belong to a mature product. In this study, we utilize
smoothing methods to remove the noise in our data set.
The smoothing process is based on (3),

yi= Vit ) Vi1 3

where is a smoothing factor that de nes the forgetting
rate of previous values. The lower indicates the
lower weights, which are applied to the true observed
values. Moreovery; ; is the previous model value, and
multiplying (1 ) is a solution for the recursive function
to smooth the remaining data. We need to consider that
is between0 and 1, which measures how much the
true observation and previous model value in uence the
stability of data. Basically, the single exponential method

ISBN: 978-1-61208-894-5

here makes use of moving average in the exponential way
to decrease the weights. The recursive behavior can be
described as (4):
X
yj =

i=1

@ )Yly (4)
where the hyper-parameteris tuned by the grid search
method to nd the marginal point when the Root Mean
Square Error (RMSE) starts to drop. Both, the input
features and the target needed to be tuned individually.
Therefore, the comparable bestfor maximum value
input, the one for minimum value input, and for the target
all drop at =0:3. Figure 5 shows the smoothing result
for the test inputs (test points) and the target ( nal test
yield) respectively.

Step 3. Regression Predicting Modelas we can see in
Figure 4, the output from Stepis a set of smoothed and
normalized data. Moreover, the minimum and maximum
measurement values from each test point execution are
employed to build an FY model using regression methods.
Our input data in Sted is represented as an arry.
Each element of the array has two columns: a minimum
and a maximum of each test point. We need to consider
that, the assumption here is that all row elementXin
are independent:

2 o 3
@
X = : (5)
(M)

andY is the target value that represents the FY, where
m is the number of test points.

2 o 3
@
Y = E : z (6)
y(m

Since the relationship between features and target is
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unknown, the following regression methods are applied sbnormal yield risks in advance, the outputs of the proposed
this paper in order to compare their performaricinear, solution in Figure 4 can be considered in form of different
2-Polynomial,3-Ridge, and4-XGBoost regression. The high-level applications. For instance, the proposed solution can
mentioned regression methods are chosen due to their lbes used as an alarm signal, a pop-up window, or a ag in a
complexity and computational ef ciency, which easily carmore advanced software of the testing process.

be adapted for solving industrial real cases. The linear
regression models a linear relationship between two de- V. INDUSTRIAL CASE STUDY

pendent and independent variables. It can also be modeledn order to get a better understanding of the proposed solution
using simple linear approximation under the assumptionif this study, an industrial case study is designed using an
there is a linear relationship between variables. Howevengoing Telecom project at Ericsson AB, Sweden. The provided
if this assumption is not entirely true and there is undeépdustrial case study in this work is following the proposed
tting, polynomial regression can be applied to modeguidelines for conducting and reporting case study research in
the non-linear relationship between inputs and target. §oftware engineering by Runeson andsti[18] and speci cally,
order to avoid the over- tting problem proper of linearthe way guidelines are followed in [1] and [19].

and polynomial regression, the Ridge regression utilizesThe units of analysis in the case under study are test points,
regularization to punish the learning process to reduétracted from an internal database at Ericsson 46eRBS

the complexity. Extreme Grading boosting (XGBoost) i§#om now on called producA and a5G RBS from now on

a type of Ensemble learning based on decision trees aglled producB. The case study is performed in several steps.

can be used in regression prediction modeling by applyingABLE II. D ETAILED INFORMATION OF PRODUCTA AND B, 4G
the advantages of regularization and weak learners. Thep 5G RBSRESPECTIVELY FOR THE CONDUCTED CASE STUDY

XGBoost is known to be ef cient and fast for prediction AT ERICSSON

purposes. Later in this paper, the evaluation results of att Product A Product B

the mentioned regression methods are compared USiNgpaiption Quantity Description Quantity

industrial case study at Ericsson. The dynamic thresholgs; units 1581 Test units s

are found based on the regress|on models us|ng thfl'é'éPoints (Pass) with limits 2737 Test Points (Pass) with limits 12643
. .. . . . ., Test Points (Fail) with limits 165 Test Points (Fail) with limits 408

sigma and empirical approximations. This model providesst roint classi cation 1103 Test Point Labeling/classi cation 286

feedback, which allows to update the constants of tAgst Points yield (0-1) 93 - -

formula, to avoid false anomaly detection.
Step 4. Classi cation of Imbalanced Data:after per- 1) A total number of5; 018 925 test records are captured
forming the regression model for the prediction problem  from Ericsson's database for produstand 836174for
in step 3 for the FY measurement, the models are productB.
evaluated using RMSE, MAE, through comparing the2) The captured test records include the following infor-
prediction against the ground truth. In the utilized data  mation Test unitsand test points results (pass or fail)
set in this study, the best prediction is found for the  where the quantity of them are summarized in Table Il
XGboost model, which has a very low error rate and a  for productA andB respectively.
much better prediction trend compare to other regressior3) The nal yield, FY, for each test point is measured
models. The results found using the XGboost model are using(2). Its noise and outliers are smoothed as shown
then used to label the original data set, i®.Pass,1: in Figure 5c.
Warning, and2: Stop. However, this auto-labeled data
set is highly imbalanced. For instance, the imbalanced VI. RESULT
ratio (IR) between labels i23:25. In order to balance The obtained prediction results in this study are presented
the data set the SMOTE model is applied. The neiw Figure 6 for the linear, polynomial, Ridge, and XGBoost
balanced data set is used for the classi cation task. hagression models. The upper and lower dynamic thresholds
a close consultancy with Subject Matter Expert (SME)ustrated in Figure 6 are based on our prediction models. The
at Ericsson, we classi ed all test points into three maiK-axis represents the different test points (sub-parts of test
classesPass Warning and Stopusing the SVM model. cases) and the Y-axis is FY. The predictions follow the ground
The number of classes is exible and can be adapteédith in most cases, however, the best prediction is found using
based on the different optimization applications. the XGBoost. For the linear regression, the prediction suffers
Note that the model tends to nd the best classi catiofrom the under- tting problem and nds one divergent point,
lines using the linear kernel function. The binary classiwhile in the polynomial there is an over- tting problem for
cation models can be seen as logistic regression but gwme points. As can be seen in Figure 6, the yield prediction
SVM model does not support multi-class classi catiomoes abovel which is not acceptable, and therefore found
naturally and require meta-strategies. three divergent points, which are false alarms. For the Ridge
regression, the prediction seems highly optimistic and slightly
Since the main goal of this study is to monitor the productiomnder- tting, where it does not consider the divergences proper
of RBS and alarm the operator or the system manager fifrthe test process and consider them as real divergent points.
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Figure 6. The smoothed data utilized regression models on prédu€the dashed lines are the predicted thresholds.

On the other hand, the XGBoost follows continuously the
ground truth and nds also three divergent points which could
mean anything according to the sensitivity of the application.
In this case, all three divergent points can be classied as 08 Py
normal process behavior but their automatic discovery can e
save a lot of time for the engineers which otherwise will need
to do this analysis manually. The classi cation model after
auto labeling is evaluated by Receiver Operating Characteristic
(ROC) curve from prediction scores. ROC curves represent
the performance of the classi cation model. In order to get s
an optimum result, the iteration was done for a random state, ok ‘ ROC e farea =099
which is a hyperparameter in the SMOTE methodofrom 1 ° * serosiveras ” "
to 100to get the best value to balance the data distribution and

eliminate unnecessary noise then x the random state value
to get a consistent result. The best ROC scor@ % with K
equal to32. The optimized ROC curve is shown in Figure 7

True Positive Rate
\

Figure 7. Classi cation evaluation using ROC for prodiéct

TABLE Ill. A SCORES SUMMARY OF THE SMOOTHED DATA

VALIDATION .
for productA. The auto labeling process and t_he usage of t_he Nodel Narme RVSE WAE
advantages of the SMOTE show an outstanding classi cation Cinear Regression | 0:00009 | 0067
result. Polynomial regression 0:0049 0:202
A. Model Performance Evaluation Ridge regression | 0:0012 0.095
XGBoost 0:00073 | 000014

Besides the graphical results, the evaluation performance g)r
regression predictive modeling is done using the RMSE and
MAE, their results are displayed in Table lll. The XGBoost The problem of predictive modeling is to create models
model outperforms the other regression models as well, showihgit have an acceptable performance making the predictions
better results in both evaluation methods. on new unseen data [20]. Therefore, the best model trained

Model evaluation using unseen data
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using productA data set is tested on produBt to transfer

the knowledge of the mature product and see if the model is
still valid for another product with similar characteristics. The
model prediction based on the XGBoost regression works
for productB as well by detecting the yield divergences.
Since producB is not as stable as produét and it is at

the beginning of the production process, a minimum threshold
of 0:94 of acceptance is necessary to be de ned. Unlike product
A, which does not have a de nitive Fail, produBt is labeled

as follows: label2 for yields lower than0:94 - Fail, label 1

for divergence detected by the regression model- Warning, and
label 0 as acceptable yield - Pass. After auto-labeling, this data
set is a three-class classi cation task. The data set is obviously
imbalanced. Referring to the solution of the imbalanced data
set of product, the SMOTE is implemented in the data set for
productB by separating the data set into two classes at a time.
The rst one with label9) and1l, the second with labeBand2,

and then combining them. For the multi-label classi cation, the
tool OneVsRestClassi eallows to build a classi er per class.
For the unseen data set, we have three cla@sksnd2. The
evaluation is based on the ROC curve which is demonstrated in
Figure 8 for each class. The Macro ROC score is based on the
average of each label's individual Precision and Recall, unlike
the Micro ROC score which combines all three labels' recall

purpose to develop a prognostic health management tool to
work along the production process. The proposed approach
has been implemented as a prototype in Python. It uses
the XGBoost regression model to predict the test points'
yield evolution and also the SVM model for classi cation
of the predicted yield and automatic labeling of the input
features.

The evaluation of the proposed approach was performed
using the test records of 4G product at Ericsson.
Furthermore, the risk of failure for the utilized product has
been predicted by performing several regression models.
The prediction error of the proposed regression models
has been measured employing RMSE and MAE and for
the classi cation, the ROC curve has been utilized.

The proposed solution in this paper is applied to a set of
unseen data, using test records &G product. Moreover,

the validation of the SVM model for the classi cation

is showing good results. Considering the obtained result
opens the possibility to transfer the knowledge learned
in one product and use it in another product with similar
properties. Furthermore, this approach can be used in an
early stage of the testing process to nd the largest sources
of yield drop [3].

and precision to do the average. The Macro score emphasitée yield prediction based on test points is modeled using
more the small class label and the Micro score is the oppositermalized data inputs because the different kinds of testing
because considers more the label with the larger class. Hprecesses, called test points in this paper, have different
both scores are comparably demonstrating that our labeled dataplitude levels. For simplicity, all test points are assumed

set is well balanced and classi ed.
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DIscussION

to have normal distributions and thereof are normalized.
No further analysis is done in this paper on whether this
normalization in uences the nal results. According to the
reviewed stated of the art, this may differ depending on the
application [21]. On the other hand, smoothing methods were
implemented to remove the noise and the outliers in both inputs
and targets before the prediction modeling was applied using
several regression methods. Smoothing is a powerful technique
uses in data analysis. Nevertheless applying smoothing in
regression analysis to nd divergences with respect to normal
patterns can be very sensitive, especially when the smoothing
process may remove important information one wishes to
discover. Studies have been done regarding false positive
reduction in networks using smoothing methods [22], the
authors highlight the advantages of using smoothing as a
Rfbthod to averaging the unstructured false positives in anomaly
detection, thus improve the accuracy. In this paper, we have
also seen improvements in the prediction analysis after using
smoothing instead of statistical approaches based on quartiles
that are better applicable to variables with normal distributions.

The main goal of this study is to design, implement ang thjs study, we assumed that test points are independent
evaluate an ML-based solution that estimates the divergenggg| the sequence of evaluation is not important, which is not
points from dynamic thresholds based on yield predictions gfways the case in different real-world applications. However,
two radio generations instead of using the traditional form t@js assumption does not affect the prediction of the nal

analyze the test process via xed thresholds. To this end, WRId because it is based on each test point and its respective
have made the following contributions:

An ML-based approach is proposed for

evolution through time. The dependency between test points

nding thas outside of the scope of this paper but we consider it an

dynamic thresholds for the nal test yield (FY) with theimportant matter in the test optimization, therefore it is left
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as future work. An important variable in this study is the lovand also AIDOaRt project via the ECSEL Joint Undertaking
computational complexity of the different machine learningJU) under grant agreement No 101007350. The JU receives
methods because the monitor tool is planned to be used insupport from the European Union's Horizon 2020 research
online mode. Although the whole modeling was done in of in@nd innovation program and Sweden, Austria, Czech Republic,
mode due to the limitation of the data set, it is prepared to bénland, France, Italy, Spain.

implemented as part of a larger test program used at Ericsson
production and can accept any kind of inputs, the normalization
and removal of outliers are done automatically. The results d#l S. Tahvili, L. Hatvani, E. Ramentol, R. Pimentel, W. Afzal, and

. L . . . F. Herrera, “A novel methodology to classify test cases using natural
the execution of the monitoring tool in a prOdUCtlon site are language processing and imbalanced learnigggineering Applications

left as future work. of Arti cial Intelligence, vol. 95, pp. 1-13, August 2020.
[2] H.. Chen, R. Hsu, P. Yang, and J. Shyr, “Predicting system-level test
VIIl. CONCLUSIONS and in- eld customer failures using data mining,” IEEE International
. . Test Conference2013.
In this paper, we have introduced a novel frameworks] D. Jiang, W. Lin, and N. Raghavan, “A novel framework for semiconduc-

to predict the nal test yield, proposed new data-driven tor manufacturing nal test yield classi cation using machine learning

" . . techniques,1EEE Accessvol. 8, pp. 197885-197895, 2020.
thresholds based on the predictions, found divergent p0|nt[§] N. Chawla, K. Bowyer, L. . Hall, and W. Kegelmeyer, “Smote: Synthetic

and automatically labeled the results for two of the latest radio  minority over-sampling techniqueJ. Artif. Int. Res. vol. 16, p. 321-357,
generations. This framework is generic and can be applied tg June 2002.

. . . -,I5] L. Ma and S. Fan, “Cure-smote algorithm and hybrid algorithm for
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. . 8] A. Gainaru, F. Cappello, M. Snir, and W. Kramer, “Fault prediction
were used successfully to model the historical trends of nal under the microscope: A closer look into hpc systems,’S@ 12:

test yield, whereof XGBoost showed better performance than Proceedings of the International Conference on High Performance
linear, polynomial, and Ridge regressions. Firstly, divergent Computing, Networking, Storage and Analygip. 1-11, 2012.

. . L {9] J. Pan and Q. Yang, “A survey on transfer learningEE Transactions
points were found using the prediction model and the dynamlti,9 on Knowledge and Data Engineeringo. 10, pp. 1345-1359, 2010.

thresholds. Secondly, automatic labeling of the predictigm] 0. Khan, “A practical guide to utilizing cp and cpknderstanding

results was implemented using SVM. In our case labels: Pass \S/tﬁgisticz fIOf ,?“g'“y by DeSig'l\';- é 201§;A v detection: A .
. . andola, A. banerjee, an . Kumar, "Anomaly detection: A survey,
Warning, and Stop were relevant, however, the model can’ ,-y Comput. Suryol. 41, pp. 1-58, July 2009.

be scalable to many other cases where automatic labeljmg w. cho, Y. Kim, and J. Park, “Hierarchical anomaly detection using a
is needed. Hence, preventive actions can be executed before multioutput gaussian proces$EEE Transactions on Automation Science

. . . . _and Engineeringvol. 17, no. 1, pp. 261-272, 2020.
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Abstract2 Implementing best practices during the software
development process can significantly influence the test
automation process. This is true in all software applications,
regardless of the platform or the programming language used,
but it is even more important when the software is developed
using low-code development platforms. These platforms are
commonly used together with agile methodologies, and they
are designed to accelerate software development with a
minimum of hand-coding. Generally, when using these
platforms and methodologies, the focus is on verbal and
informal communication rather than documentation. The
focus is on getting high-quality source code, adequate test sets,
and greater interaction with the end customer. This highlights
the need to use best practices in software development to
achieve better quality software and facilitate the test
automation process. In this work, we analyse the test
automation on low-code development platforms and, more
specifically, how the best practices for OutSystems
development influence the test automation process. A survey
on the opinion and practice of OutSystems platform
professionals 27 respondents, is also analysed and discussed.
The goal is to understand how they recognise the influence that
best development practices have on the testing automation
process and how they apply these best practices in their daily
activities.

Keywords- low-code platforms; OutSystems; software quality,
software testing; test automation.

. INTRODUCTION

More than 3,300 IT professionals in all kinds of
industries share their insights in a research report ostale

notice that the global LCDP market size is projected to grow
at a rate of 28.1% during the 2020-2026 period. These
studies show the growing popularity of LCDP and its
growing adoption by IT companies. They may help fill the
gap between business and IT through abstraction and
auomation and accelerate the software release time.

Some of the reasons that have been used to justify this
growth are the same ones that are often pointed out as
advantages of these platforms: they allow to reduce the
software delivery time and to update and deliver new
features in shorter period3]{ they allow applications to be
built for multiple platforms simultaneously [3]; they
integrate many of the same tofjlfunctionalities that
developers and teams use to design, code, deploy and
manage their applications [4]; developers may still need to
do some coding for a specific task, but a significant part of
the job can be done through the drag-and-drop inteffdce
and many of the data integration features have already been
developed and can be easily customised ABp, LCDP are
often associated with agile development (e.g., [6][7]), which
have implications for the way tests are managed. This is
because agile methodologies are based on reduced use of
documentation and more frequent interactions with end-
users. However, it is also because, in certain situations, the
testing process may derail some of the benefits associated
with the low-code development and agile methodologies.
Bug fixing and application scalability are made easier in
these platforms using high-level abstractions and models, but
low-code development is not synonymous with error-free
development. LCDP democratise application development to
software practitioners with distinct backgrounds. This brings

of application development. Findings from this report [1]more professionals to IT areas, reskilling some of them frpm
show that forty-one per cent of respondents said theflifferent areas of knowledge and greater employability

organisation was already using a low-code platform, and
further 10% said they were about to start using one. Th

difficulties, but the lack of specialised knowledge can lead to
higher number of bugs in the developed software. This

also report that the number of applications respondents hddrther highlights the need to test the software developed
planned for delivery in 2019 was 60% higher than théhese platforms and the importance of studying various test

assessment they had done in the previous year. This growi

demand is one of the reasons why most organisations ha@

gtategies and tools that best suit these platforms. A stlidy [8
around 5K Stack Overflow forum posts that contain

invested in customer-centric practices in the past yedfiscussions of nine popular LCDP found that most of the

(2018), including agile (60%), design thinking (30%),
customer journey mapping (20%), and lean UX (11 %) [1]

questions are related to the development phase, and low-code
developers also face challenges with automated testing.

These results show the growing interest in adopting agileow-code development introduces new concepts and

methodologies and adopting ow-Code Development

characteristics that led to new challenges and opportunities in

Platforms (LCDP). Similar conclusions are also presented biie software testing process.

the Low-Code Development Platform Market,[2f it is
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Some of the best practices that should be used durirevancements from a business point of view. They amalys
software development are discussed, and a study the testing facilities embedded in each platform and they
understand how OutSystems professionals know and appigtentify some challenges when testing low-code software.
these best practices and how they value testing activities When using LCDP, automation is possible on all test levels.
software developed at OutSystems LCDP is presented a@bmponent testing is essential for developers to test the
discussed. We choose this platform because it is a platforaoftware they develop. Moreover, as low-code applications
widely used by software development companies iruse many integrations to other services using APls, besides
Portugal and because we have a collaboration with thaystem/ Ende-End tests, automated integration/API| tests
company or several years, under which we have accessiblare also essential. A good testing strategy enables
software licenses. Another important fact in the choice igontinuous quality assessment and is essential. It is well
that this platfom is one of the leaders in the low-code known that development practices influence the test
market [9]. The goal is to investigate the importance of th@utomation process. It is therefore important that developers
best practices in low-code development, their impact on thkenow and apply best practices in development to fa@litat
test automation process, and to understand howubsequent testing activities. In this context, some works
professionals know and apply these best practices. As tmve analysed the development/tests relationship when
methodology to achieve this goal, the influence of besLCDP is usedA study of the test automation process an th
practices in low-code development in the software tgstin OutSystems low-code development platform is described in
process was first analysed and then a survey was carried ¢it]. Ther focus is on Unit, Integration / APl and System /
to understand theSURIHVVofh@m @nd §practice. End4o-End testing levelsTheir examples illustrate that the
Section 1 presents a brief overview of the problem undemplementation of best practices during the development
study and presents its motivation and objectives. Section @ocess can have a significant influence on the test
describes some works that addressed test automation antomation procss.
low-code platforms. Section 3 presents background about Few research works address test automation on LCDP
test automation on LCDP and analyses the best practices fand how development practices influence testing activities.
OutSystems development and its influence on tedt is necessary to study this relationshipdanderstand the
automation. Sectiol presents and discusses the resultawareness of LCDP professionals regarding the importance
based on a surveyabout the opinion and practice of of testing the software developed using LCDP.

OutSystems platform practitioners about best practices in

development in low-code software testing automation. Ill. Low-CODE SOFTWARE TESTING AUTOMATION

Finally, Section 5 presents some conclusions that were Automated testing is essential, and there are many

obtained while conducting this study. situations where these approaches are more beneficial than

manual testing approaches. These advantages are important,
Il RELATED WORK especially when it may be helpful to repeat tests already

Software testing and test automation are essential topicarried out, such as regression tests. Nevertheless, there are
that deserve the attention of everyone involved in thether advantages. Manual testing is often complex, or
software development process, regardless of thempractcal, or can be time-consuming and vulnerable to
technologies or the methodologies they used. Howenrer, iinaccurate results. Test automation enables continuous
the specific case of software developed using LCDP, usuallyuality assessment and may save significant time and effort.
following agile methodologies, there is not muchln LCDP,test automation is possible on different tests such
documentation and research on this topic. as unit tests, Integration/API tests, System/E2E tests, etc.

Some well-known LCDP ha& made efforts to provide However, the specific features of those platforms raise a set
some documentation on this topic and provide tools t@f challenges in low-code testing. Some of these challenges
support testing activitiesThe Mendix Application Test are identified in [13], namely:

Suite [10]is a suite of tools for embedding testing in the ~ x The role of citizen developer and its low-level

applicdion lifecycle. These tools are built-in Mendix, on top technical knowledge in the testing activities: Test
of Selenium. In Power Apps, testing can be performed with cases are usually derived from the requirements,
test studio [11] that is developed specifically to support and it is common to involve partners with low-

automated entb-end Ul testing of an application. level technical knowledge in the testing activities,

OutSystems provide the BDD Framework [12] that is an which poses some challenges.

open-source application that provides a set of tools for x The importance, and the challenges, in offering
producing Behaviour Driven Development (BDD) Test high-level test automation: In software developed
Scenarios and can also be used for automated testing. Other using LCDP, several situations should be

studies have looked at various LCDPs to comparer thei continuously tested (e.g., many integrations to

approaches to testing. In [13] five commercial LCDP other services, and these integrations should be
(Mendix, Power Apps, Lightning, Temenos Quantum, continuously tested). To facilitate test automation,
OutSystems) were analysed to identify low-code testing these tools should allow high-level test automation,
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be undemanding technical skills, and require little

manual scripting for writing tests.

Leveraging the cloud for executing tests and for

supporting testing of cloud-based applications:

LCDP are cloud-based and they support the

development of cloud-based applications using

cloud resources. Test automation must be adapted
to this environment.
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they are automated tests performed using the BDD
Framework [16].

Integration Tests are tests to verify the integration
with external systems. These tests are critical since
it is widespread that LCDP make use of external
API. These tests must be performed in the DEV
environment by the developers or Quality
Assurance (QA). These tests can be automated.

Despite the challenges it raises, test automation allows x System Tests are usually run through a web or
continuous quality assessment, and it is essential in agile mobile interface. They are performed considering
ard low-code development. To be efficient and beneficial, it the perspective of the end-user or the system (End-
is also vital that best practices are used during development. to-End tests). The qu@y team can automate this
This can help to reduce the work required for test type of test if they are Ul tests. Usually, they are
automation and significantly reduce the need to write performed in a quality QA environment.
manual scripting. X The clients perform Acceptance Tests. Usually,
A. Testing on the OutSystems Low-Code Development they are performed manually in the QA

environment.

Platform :
Also necessary, the Regression TestsyThest be used

Low-code development is often associated with error-fregpanever new features are added. In addition to these tests,
development. However, although these platforms providgher tests are also planned, such as Security Tests and
several features that allow reducing the probability of errorg e tormance Tests.

occurring, they can always occur, introducing bugs that may
later lead to failures in the software. In the OutSystem$.
LCDP, several features are available that help developers to Influence on Test Automation
develop software with fewelbugs and consequently with  Regardless of the development platform or programming
better quality. The OutSystems platform performsjanguage used, applications must be developed to facilitate
continuous integrity validation that checks the impact of alkesting activities to facilitate tests that validate its
changes in application layers (data model, business logic @brrectness. This is often called developing for testability.
presentation) to ensure that everything is integratetiieat To make this possible, there is a set of good practices,
time of implementation. When changes are made in tharchitectural and design decisions, which must be followed.
applications data models, API, and architecture, th&ome of these best practices applicable when developing
OutSystems platform automatically updated all existingapplications on the OutSystems platform, but they are also
dependencies. At a more general level, the OutSystemgpplicable when applications are developed on other LCDP
platform performs an impact analysis for multiple or programming languages. Some of these practices can
applications when creating deployment plans, evaluating thsignificantly facilitate test automation at various levels, and
impact of moving new versions of selected applications teheir influence on the testing process has already been
the target environment before the deployment is performedstudied (e.qg., [14]). For example:
As a result of this process, the number of bugs introduced is  x Integration Tests (API tests): to facilitate the
generally lower than traditional development technologies, auomation of these tests, it is important to isolate
leading to fewer test cycles and issue fixes, reducing the the API consumption in a specific moduthat
effort associated with development and delivery. exposes the API methods through public actions.
Despite tis support provided by the OutSystems Other modules, which need access to the API, will

platform, there is no guarantee that errors will not occur, have to do it through this specific module, avoiding
and the need for testing remains. Therefore, the life cycle of implement and run tests on every module that is

an OutSystems application includes several stages when consuming this specific API.

testing activities must be performed. The four levels of System Tests: in this case, test automation usually

testing, provided in the International Software Testing involves simulating and recording a user's

Qualifications Board (ISTQB) classification [15], are interactions in a browser to complete the

included: functionality under test. To be less hard work, test

x Component Tests are used to verify the behaviour automation tools, which are being used, should

of code units. In some cases, code units are not correctly identify the web elements falion the
easily accessible to be tested. The developers web page. To make it possible, it is necessary that
deliver these tests as part of the activities the web elements identifiers (names and ID) are
developed in the sprint performed in the easily found and identified by the test tool. It often
development environment (DEV) and the implies the use of personalised identifiers in place
continuous integration environment (CI). Usually, of the identifiers assigned by the dmmment

Best Practices for OutSystems Development and its
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platforms. In  applications developed in part had nine questions, where information was collected
OutSystems, those elements should beabout: the importance they give to testing; difficulty in
appropriately identified in Service Studio by the deciding what should be tested; how the way of describing
developer. The developer must customise theéhe functionalities (use cases, user stories, etc.) contribute to
elements' identifiers to ensure that all elementdacilitating the test design; how the way the code is
have an identifier that wadi be uniquely identified developed contributes to facilitating the test activity (write,
during the test automation process. This will have amplement, and execute the test cases); the way the test
positive effect on the test automation process butcases are written; types of functional tests that ar
on the other hand, will require more time and moreperformed more frequently; tools/platforms used to perform
resources and can be a complex task for developetke tests; opinion about the BDD Framework (if used by the
without specialised sks. respondent); for those who use the BDD Framework,
These practices, and their effect on the test automatiospinion on advantages and disadvantages of it. We had the

process, are known. Nevertheless, it is important to knoyarticipation of 25 respondents for this part.

how they are applied and the opinion and practices of From the analysis of the responses to the first part of the

professionals regarding their use. This is particularlysurvey, we conclude that:

important when referring to LCDP professionals since the  x Most of the participants in the survey (48.1%) are

allocation of time to facilitate or develop the tests, and the between 26 and 30 years old, and 25.9% are
adoption of certain development practices can undermine between 36 and 40 years old.
some of the benefits associated with the use of low-code x In terms of years of experiencelif, 88.8% of the
platforms. respondents have between 3 and 15 years of
experience, 40.7% have between 3 and 5 years,
IV. OPINION AND PRACTICE OFOUTSYSTEMS 25.9% have between 6 and 10 years, and 22.2%

PLATFORM PRACTITIONERS have between 11 and 15 years.

In this section, we present the survey addressed to IT x Regarding the technologies used, most of the

professionals, with experience in OutSystems development respondents answered that they use, or have used
The goal is to analyse their perception of the importance of HTML/CSS, JavaScript, C#, Java, and PHP.
software testing in low-code development and the inflaenc X Regarding the LCDP that they use/ have used in
of the best development practices in test automation. their professional activity, all the participants
A. Survey answered that they use, or have used, OutSystems.

Th di inated fessionals f 4 Two of them pointed out that they have also used
e survey was disseminated among professionals from two other LCDP.

software companies that use the OutSystems LCDP to
develop their products and was organised in two parts. The
first part was aimed to characterise the respondents
regarding their experience in the IT area and, in particular,
their experience with LCDP and in the area of software
testing and quality. This part had seven questions about:
age; years of experience in IT; technologies/software
development tools that they use, or have used, in their
professional activity; LCDP that they use/have used in their
professional activity; activities/roles to which they dedicate
more time in their professional activity; if their professional
activity involves development, for which platforms they
develop; and most common development methodologies in o .y
the projects in which they have participated. With this first remaining 26 part|C|pant§ answered Scrum. .

part of the survey, we were able to characterise the universe " summary, thg sample |nvollved an experience
of respondents in terms of experience, roles, skills angopulatlon, from 4 different companies, with development

dominant activity of their respective professional activities EXPErence n Othystems, experience in Agile _Scrum
We had the participation of 27 respondents. methodology and in several development technologies, and

The second part was intended only for participants Whglainly composed of staff dedicated to both web and multi-
had some experience in tesfiactivities. The objective vga  Platform development tasks.
to allow a characterisation of the respondents to perceivB. Data analysis and discussion
testing activities and how functionality description and
development practices influence test automation activitie
Furthermore, it was also an objective to obtain
characterisation about the tools they use for testing. This

x As for the feedback on the professional activity to
which the participants currently devote more time,
we found that almost 59.3% of respondents are
developers and 22.2% of respondents are team
leaders or managers.

X In terms of target platforms (web, Android, iOS or
Multiplatform), we obtained 26 responses, of
which 73.1 % of respondents indicated multi-
platform and 26.9% for the web.

Regarding the development methodology that is
most common in the participants' projects, ohly
of the participants answered “"Lean", while the

The second part of the survey was addressed only to

sprofessionals with experience in software testing.

X The question of this part was intended to find out
how the participants see the testing activity. With a
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total of 25 answers, 100% of the participants
considered that "Testing is important and should be
performed regardless of the development
methodology used".

The second question, to evaluate the difficulty of
the participants in evaluating what should be tested
and how it should be tested, revealed that 52% of
the respondents (13 of 25 feel these difficulties
sometimes and still 16%, 4 participants, feel
difficulties many times.

From the25 respondents, 13 answered that they
strongly agree, and 9 that they agree that the way
functionalities are described (use cases, user
stories, etc.) contribute to facilitating the test
design.The other 3 respondents had no opinion.

To the question, "Does the way the code is
developed contribute to facilitating the testing
activity (write, implement, and execute the test
cases)?", 11 out of 25 participants answered that
they agree, eight answered that they strongly agree,
five neither agree nor disagree, and only one
answered that he disagrees. In other words, 76%
(19 out of 25) of the respondents acknowledge that
the way they develop their software has
implications on the testing activities of tha
software.

33.3% of the participants (8 of 24) answered that
they use common sense to write the test cases, and
45.8% (11 of 24) answered that they use
recognised design techniques, such as BDD (Given
- When - Then) and user stories acceptance criteria.
To the question "In your testing activities, when
you perform functional tests, at what level do you
peform the most frequently?”, 23 respondents
answered, of which 73.9% of the participants (17

ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

that they have had or have a positive experience,
33.3% (5) answered that the experience was neither
positive nor negative, and finally, 13.3% (2) of the
participants answered that they have had or have a
very positive experience with BDD Framework.
Finally, the last question allowed respondents to
write an open-ended answer to the following
question "In relation to your answer to the previous
guestion; please indicate the most positive aspect
(strength) and the most negative aspect (weakness)
of the tool you use". All respondents reported
having used the BDD Framework tool. In their
opinion the strengths of the BDD Framework, in
the opinion of the participants are:

Ease of use and organisation otdes

Tests are developed oriented to the user story,

which enables task-test mapping.
The weaknesses mentioned were the following:

Heavy reliance on the user story.

If the user story is not well written, the tests

may not be implemented correctly.

Requires extra time to implement, which can

have a significant impact on the project

ddivery time.

In agile, if the requirements change a lot, the

tests developed may become useless, and

therefore there is a waste of time.

It generates an extra effort in preparation.
In other words, some limitations to the use of BDD
Framework are pointed out by some of the survey
respondents, but it is a user-friendly tool. The fact
that tests are related to user stories is also a point of
disagreement among the participants because some
say that it enables task-test mapping while others
say that they are dependent on user stories.

out of 23) answered that they perform A cross-check was also done to analyse the impact of

unit/‘component tests, 17.4% (4 out of 23) answeregears of experience in the testing activities. That is, to
that they perform system tests and, finally, 8.7% (Zanalyse if there are some relationships between the number
out of 23) answered that they perform integrationof years of experience and the knowledge or techniques
tests. These answers seem to be in line with the fagipplied at the testing process. First, the relationship between
that a significant number of the respondents arghe number of years of experience and their perception of
currently developers, and therefore unit/componenhow the application code is developed to facilitate the
testing Is more common. testing activity was analysed. In this context, the inclusion
x 14 respondents answered to the question "If youbf the best practices during the software development is of
professional activity includes implementation andfundamental importance. As can be seeffFigure 1, only
execution of tests, and if you use any testing tool,259% of the participants who have between 11 and 15 years
please indicate which you have used". All of themof experience disagree that the way cizldeveloped can
(14) pointed out that they have used BDD facilitate the implementation of tests. All professionals with
Framewok, and 1 respondent has also used more than 16 years of experience (despite the low number
Tricentis Tosca and Katalon. of respondents) strongly agree that the way code is
x Regarding the experience with the BDD developed to facilitate the implementation of tests. These
Framework tool, it was asked that "If you use BDDresults seem to suggest that professionals with more
Framework in your testing activity, how do you experience are more aware of this issue.
rate your experience with this tool?". In response,
53.3% d the participants (8 out of 15) answered
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@Strongly agree DAgree ONeither agree nor disagree @Disagree mStrongly disagree ( m Using common sense Using recognized design techniques

100% — 100%
90% 90%
80% — 80%

70% 70%

60% 60%

50% 50%

40% 40%
30% 30%

20% 20%
10% l 10%
0% 0%

% of Answers
% of Answers

02 35 6-10 11415 16-20 >20 0-2 35 6-10 1115 1620 >20
Years of Experience Years of Experience
Figure 1. Years of experience vs how the code is developed. Figure 3. Years of experience vs the way they plan and writedases.

The relationship between years of experience and
difficulty in the testing activity was also analysed (see
Figure 2). There are slots with more experience (6-10 and Regardless of the development platform or programming
11-15) that express difficulties more often than participantdanguage used, applications must be developed to facilitate
with between 3 and 5 years of experience. Overall, theesting activities to facilitate tests that validate its
results to this question seem to indicate that there is noorrectness. To achieve this, a set of good practices,
cause-effect relationship between the years of experieneachitectural and design decisions, must be followed. These
and difficulty in the testing activity. The difficulties in practices, and their effect on the test automation process, are
testing, manifested by the respondents, were transversal well known. This becomes particularly important when the
all professionals. software is developed using an LCDP since the allocation of
, time to facilitate or develop the tests, and the adoption of

V. CONCLUSION AND FUTURE WORK

mNever @Rarely oSometimes mOftentimes mAlways . . .
T00% o certain development practices can undermine some of the
o = benefits associated with the use of LCDP.
0% To understand the opinion of IT professionals about the
70% importance of software testing and their perception of the
£ 6o% L importance of best development practices and their
§ 50% influence on the process of test automation, a survey was
5 a0% conducted. The respondents that work with OutSystems,
T aow have some experience with testing activities and use th
20% BDD Framework as a test implementation tool. Although it
10% o ] is the bol most used by the participants and is easy to use, it
% 2t 610 145 1620 o has some weaknesses in the participants’ opinion. All of
Years of Experience them recognise the importance of testing regardless of the
~ type of applicabn to be developed, and more than 50%
Figure 2. Years of experience vs difficultiéis testing activities. recognise that they often V& some difficulty assessing

what should be tested and how. They also express the
The relationship between years of experience and th@fluence that the way functionality is described and how
way they plan and write test cases was also analysed apdftware is implemented have on the procesgesfing
presented in Figure 3. In this case, the data is quite similagctivity.
and many participants still use only commsense as away It results from the analysis made in the study presented in
of writing tests regardless of their years of experiencethis paper that developing for software testability is
These results reveal that participants do not have training iecognized as very important also in the case of LCDP. The
this areato know and use more test writing techniques tocode abstraction allowed by these platforms does not
optimise this component of their work. exclude the need to follow best practices during the
development cyclelt is also important that professionals
have knowledge of adequate testing techniques and tools
that allow more support for testing activities. This stage, due
to the importance it assumes for the delivery of high-quality
products, requires care so that (as with software
development) it is carried out quickly and completely.
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Abstract—A microservice-based application is composed of of the test concept. This enables the regression testing of the
several distributed microservices. When developing the microser- application on the level of the business requirements in form
vices of the application, it is important to test that the re- of user acceptance tests

quirements are met and that the application works as intended. The d | t of mi ice-based licati
Especially end-to-end tests require all involved microservices to € Gevelopment o microservice-dased applicatons re-

be available for testing. A common way is to execute the tests quires a systematic development approach so that developers
via a continuous integration / continuous delivery pipeline. In know what to test. For the test concept, a systematic microser-
this paper, we present a test concept for developing microservice- vice engineering approach is followed. Therefore, the test

based applications which covers the different test types according concept is integrated into the microservice-based development

to the test pyramid, from end-to-end, integration tests, and 51 Testing i idered during the whol . .
consumer-driven contract to unit tests. The test concept considers process [5]. Testing is considered during the whole engineering

the entire test pyramid as part of the microservice engineering Process, including the requirements analysis, design and the
process. Furthermore, we show how the test concept can beimplementation phase. Figure 1 displays an overview of the
executed during the development process using a continuousdevelopment process and the resulting test artifacts. In the
integration / continuous delivery pipeline by the example of a equirements analysis, the required functionality is speci ed

PredictiveCarMaintenance application. . .

Keywords—microservices; development process; behavior-driverpy sgvgral ar_tlfacts. For t_estlng purposes,_the acceptgnce
development; test pyramid; test concept; code quality; CI/CD.  Criteria is speci ed as Gherkin features according to Behavior-
Driven Development (BDD) practices, which are used for the
development of end-to-end tests. Gherkin features embrace the
natural language which simpli es the communication with the

A microservice-based application is composed of sevewsthkeholders requirements.
independently developed and deployed small services. The

I. INTRODUCTION

microservices are loosely coupled into business-related cohe-

sive functionalities that do one thing well [1]. Microservice$ ) ,

communicate with each other via technology-independent|  Analysis . :

interfaces to solve the more extensive business tasks. The

architectural style Representational State Transfer (REST) by l

Roy Fielding [2] provides a lightweight way to de ne the mi

croservices' web Application Programming Interfaces (APIs). [~ h Application

As a result, each microservice can be developed separately Design :” Architecture : —
by different development teams using different programmirg \" ngi‘;gg{%"s‘;:” i
languages, and can be tested and deployed independently from————— :

each other. At the same time, testing the whole application l

b_ecomes far_more Com_ple>_<, si_nce the microse_rvices are dis-———— Implementation

tributed. Testing an application itself has to consider the whgle | |mplementation |.” Structure

test pyramid [3] and the different tests types. This includes & Tests

unit, integration, Consumer-Driven Contract (CDC), and Engl- \- J Tests

to-End (E2E) tests. However, especially E2E tests are impor-
tant, since the interaction of microservices ful Il the business Figure 1. Development and Test Artifacts.

functionality of a microservice-based application which has to

be tested [4]. In addition, all involved microservices need to The design phase utilizes the artifacts from the analysis
be available for testing. To simplify the test process, a pipelipdase and forms the microservice architecture of the applica-
for Continuous Integration / Continuous Deployment (CI/CD{ion by applying Domain-Driven Design (DDD) [6]. Important
has to be set up to assist the development process and theauifacts for the integration tests are the application architecture
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and the API speci cations of the microservices. The design Wang et al. [13] present an API testing process which auto-
artifacts, especially the API speci cation, are important fomatically gathers the API speci cations from cloud websites
the CDC tests. The implementation phase utilizes the aréind transforms the interpreted syntax and semantics of service
facts created in the analysis and design phase for the teata and operations into internal semi-formal representations
implementation. The applicability of the test concept and tHeom which the test cases are derived. This may be considered
different tests is shown in detail by the example of a concreite further versions of the test concept.

microservice application, PredictiveCarMaintainance (PCM). Microservice-based applications require additional consid-

The main contributions of the article are: (i) a systematierations during development because the applications are dis-
test concept considering the test types of the test pyramidbuted and the services may be developed independently by
E2E, integration and unit tests, extended with CDC testéfferent teams. Related work has in uenced the result of the
and considering all test types during development; (ii) thg&ystematic microservice engineering approach that considers
integration of the test concept into a CI/CD pipeline. the entire test pyramid.

The article is structured as follows: Section 2 presents the
state-of-the-art in the area of testing microservices. Section 3
introduces the system under test (i.e., PCM) and the requiredrhe application under test is the microservice-based applica-
artifacts. In Section 4, the test concept is introduced atidn PredictiveCarMaintenance (PCM) which provides insight
explained by the example application PCM. The problem about a vehicle health. The application is developed using a
test automation through the use of a CI/CD pipeline is tacklegstematic microservice engineering approach conceptualized
in Section 5. Results of the test concept are presentedsipeci cally for the test concept.

Section 6. Section 7 summarizes the main results of our tesDuring the requirements analysis, the cohesive functional-
concept and the main research issues we currently work oities are grouped into capabilities. The requirements of such
a capability are described by User/System Interactions (USI)

1. RELATED WORK which are further represented as graphical USI ows. For

Soft Il introduced b | acceptance testing, the end-to-end tests are systematically
oftware tests are well introduced by several sources g oy using Behavior-Driven Development (BDD) and the

p_Iaced mt_o SO“WaTe engineering processes. O'Regan [7]_ pE‘?)'eci ed user interactions. Each step within the scenarios
vides an introduction to the eld of software testing whic \as a corresponding step de nition, implemented during the

.contai.ns a broad spectrum of related aSPGCtSv and fur'Fher t?‘ﬂ%elopment of the end-to-end tests. Furthermore, the scenar-
including software processes, and requirements engineering,s yescrine the USIs under test. Smart [10] illustrates how

A reusable testing architecture is introducing by Rahman gl tests can be derived from step de nitions. Utilizing the

al. [8] and proposes a dedicated application for automated &gy, 5ach, the application logic contained within a scenario can
ceptance testing. The concept provides separation of concesBSyeveloped in an iterative way.

among developers, testers and business analysts and is part of
the test concept that is presented in this paper.

IIl. APPLICATION UNDERTEST

Savchenko et al. [9] provide a general testing process monitor he - o Presontation
. . . vehicle state success/error /...
which extends the microservice development by several test S ___ oo ___.
steps, e.g., (internal functional) component testing, integration request vehicle )
. . . state success/ error / ... ’
testing, and continuous system testing. P ———— Asplcation
The conclusion that a microservice-based architecture re- VehicleMonitor

authenticate| | gyccess/ I success/ getsensor| | success/

quires more high-level testing especially on the end-to-end-ever | |eror/.. se'vemc'el emor /. daa | Jemor/. === === ==
side is discussed by Fa@agt al. [4]. The reasoning behind |<<dman microservice>>
this is that the interaction of microservices is the key to '«
working application. Figure 2. PCM Architecture Overview.
John F. Smart [10] provides a more technical coverage of
BDD practices and showcases a number of tools for differentFigure 2 shows an overview of the derived architecture for
languages and frameworks, which aid developers in creatithg PCM application. The architecture was modeled during
robust and sustainable tests. BDD can be seen as furtties design phase by applying Domain-Driven Design (DDD)
development of Test-Driven Development (TDD) [11]. concepts by Eric Evans [6]. The PCM application consists
A case study was conducted to examine how a microserviaéd-the frontend, the API gateway, the application microser-
based application can be tested effectively by laeaval. [12]. vice VehicleMonitor, and the domain microservices Vehicle
They do so by extending the traditional test pyramid withnd Driver. Additionally, the application also communicates
Consumer-Driven Contract (CDC) tests between integratiovith the domain microservice SensingDevice. We differenti-
and component tests. The study suggests that CDC testis between microservices which are only relevant for one
could even replace integration tests, as they provide simiipplication (the application microservices) and the application-
feedback, but only have a fraction of the development effagnostic microservices (domain microservices) which provide
and execution time. funcionality that can be reused by other applications. The

<<domain microservice>>
Vehicle

<<domain microservice>>
SensingDevice

Domain
Logic
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frontend of PCM allows the user to interact with the systemhe capabilities. When there are at least two microservices
and presents the information provided by the VehicleMonitdéhat communicate, Consumer-Driven Contract (CDC) tests

by requesting all data via the API gateway. The applicatiaran be applied, where the two most important artifacts are

microservice VehicleMonitor needs to authenticate the user the task process and the API speci cation. The task process
sending the corresponding requests to the microservice Driverows which microservices communicate and which data they
If the authentication is successful, VehicleMonitor gathers tlacess, whereas the API speci cation reveal how requests and
required information by the domain microservice Vehicle angsponses are speci ed. The end-to-end tests form the highest
executes the application logic needed to support the USksyer of tests where great parts of the application under test
To retrieve the sensor data, the VehicleMonitor communicatase needed and are derived from the User/System Interactions
with the microservice SensingDevice. The microservices ne@dsSl).

to be orchestrated to ful Il the desired functionality. Therefore, The BDD principle concentrates on the behavior and not on

the orchestration of the services for an application microsgfe concrete implementation of the software. The acceptance
vice is specied by task processes which describe a chaifsts are written in the language Gherkin as features, that
of service calls. The task processes itself are based on gyple a common understanding of the software by using
concepts of the Business Process Executing Language (BPgkjural language. The Gherkin features formally specify the
[14] and the Service-oriented architecture Modeling La”guaG@quirements of an application. The creation of those fea-
(SoaML) [15]. tures involves a discussion between developers, testers and
The test concept is exemplary applied on the USI "Monitqfomain experts. The use of a ubiquitous language in those
the Vehicle State”. The frontend calls the API gateway, whigRatures helps additionally. For each capability, an application
in turn calls the application microservice VehicleMonitor tgnjcroservice is developed. The features are derived from the
receive the state of a vehicle. The application microserviggpab”ities and contain scenarios comprised of steps. We
rst calls the microservice Driver for authentication and theQerive the scenarios of a feature from the USIs which are

calls the microservice vehicle for the information about fyrther modeled as so-called USI ows. Figure 4 displays an
vehicle and its components. The detailed sensor data for eaggimple of the USI ow for monitoring a vehicle state.
component is requested from SensingDevice. This information

is used to derive a vehicle component's health state and the
result is returned to the frontend. W
IV. TESTCONCEPT ‘
The development of tests follows a logical order, bottom- Tre pressure | Vehicl State Overview

and Fluid level

up. An overview of different types of tests used and the ok? Overadue et
related artifacts is shown in Figure 3. As the development )

<<Button>> /2.2/
Brake
<<TextField>> /3.1/

i ; i “Status Message |e
: ; " N ! Domain ' >
[ Domain Microservice Tests Unit Tests i Constraints | Okay’
l Backend Acceptance P i
Tests i H

Application Microservice Tests
Unit Tests

<<Button>>/2.3/
Tire

<<Button>> /2.4/
Motor

|

<<TextField>> /3. 2/

“Status Message
Not okay”

l

Consumer-Driven
Contract Tests

l

. Figure 4. USI Flow for Monitor the Vehicle State.
.1 User/System !
{_Interaction_|

[ End-to-End Tests ——»——————»——————»——»——»——»——»——»—"»F};r;t-e;r;il;;z;t-\;r;"’ Each path thrOUgh a USl ow (one path is shown by the
messsd - gray line) leads to a scenario. One of the resulting scenarios
Figure 3. Overview of the Test Concept and Artifacts. is shown in Figure 5.

of microservice-based applications starts with the domain mi- _ y
croservices, the tests for these microservices are created | * g(i:\‘/egr?nlo'arw()lgltozé:??%%nzmv i?ctli (OS\/:IJrggt‘ESS)
We differentiate between domain and application microsery * 99 '

. . . . . ) o fleet manager or garage
unit testing, since domain microservices mostly contain sinj ,  And the vehicle state overview is

functionality, i.e., CRUD operations. Therefore, correspond displayed
tests are directly derived from the domain constraints.| + When | open the vehicle state overview for
the other hand, while implementing application microservid the motor

s. Then | see the detailed summary of the motor

two types of tests are developed: the backend accept And a status message is displayed

and unit tests, which are derived from the former. After t-
implementation of, at least, one domain microservice, th
development of one or more application microservices starts,
including their tests, while deriving the functionality from

Figure 5. Scenario for Monitor Component State.
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A. Development of the Unit Tests for Domain MicroservicegromTimePeriod() and pre- and postconditions, the allowed

Due to the differences between domain and applicatiéf@nsitions can be formally expressed with OCL. Lines 1-2
logic, unit test development for domain microservices diffeide ne the context and the considered method. In line 3, a
from the development of unit tests for an application miprecondition is speci ed. Here it is important that the end date
croservice. Instead of application functionality, domain logief the observation is not before the start date. In lines 4-6, a
focuses on the application-agnostic domain logic which shoup@stcondition is speci ed which ensures that the observations
be reusable by many applications from the same domain. are not outside of the specied period.

The domain knowledge of a bounded context can be ex-
pressed in an entity relation view which contains the don] . context VehicleComponent: _
objects and their relationships similar to a class diagram [ gDEttObser‘é?t'B”tSFfomT'mepe”(’d(ﬁam
Figure 6 di_splays the e_ntity re_lation_ vievx_/ for the boun_d 2 pre: staar?b:fr(])r'e(er?d()a)'
context Vehicle. The entity relation view displays the entit ; post: forAll(o:Observation | (start.after(

Vehicle, VehicleComponent, Observation and Manufactu start)

The vehicle is the most central domain entity. A vehicle ¢( +  or start.equals(start))

sists of several vehicle components, such as brakes, tireq *  and (end.before(end) or end.equals(end)))
motor. These components are monitored by sensors. Sensors

create observations that specify the time of the measurement Figure 7. Excerpt of the Domain Constraints.

and the observed measurement. Using the example of thq_h traint impl ted in th hicl .
method getObservationFromTimePeriod(), the constraints are ese constrainis are impiemented in the venicle microser-

de ned and implemented in the following. This method make\é'ce'S domain logic. Based on the underlying domain con-

it possible to display the observations of a sensor in a cert “alnt th_e |mplementat|or_1 of-the method geto-bservatlonsFor—
period of time. ImePeriod() is done, which is part of the VehicleComponent

entity.
o The pre- and post-conditions must be valid before and after
ority: e walue objocts the method is invoked, respectively. Therefore, each pre- and
o R i et e | POStCONditiON is checked through if statements. An example
;gg;g;"m"gmo p——— :tttzb‘u"w"'id”p[‘)ﬂ&pd( " of a postcondition implementation is shown in Figure 8. If a
O NowGomponent: Componeni) F condition is violated when a method executes, the method will
on throw an exception, which is an object that indicates that an
1 1
error occurred.
«entity» «entity» «entity» «entity» . . .
s Sivg | [l coie Similarly, to guarantee that the requirements of the
- name: String - oilPressure: double - pedalPressure: double | |- temperature: double postconditions are met when the method has been Ca”ed'

_ ) _ _ ~ the method uses an if statement in line 4. Only if all these
Figure 6. Entity Relation View of the Bounded Context Vehicle. oqngitions are met, the method returns a list with observations

An observation is a measurement of a component valt}h regards to the speci ed time frame.
such as motor temperature at a specic time. The desired
information may include only the latest observation or multi
observations for a speci ed time interval. The vehicle boung
context has no active inuence on the observations it , for (bbservation o : this.observations) {
These observations are providedby a microservice Sensin| . ZonedDateTime t = o.getTimeOfMeasurement
vice. 0;
The domain logic itself contains constraints which de | * if((t.isg,i\;ter(start) Il t.equals(start))
the boundaries of the domain objects. The constraints

1. List<Observation> result = new ArrayList<>()

X = . 5. (t.isBefore(end) || t.equals(end))) {
domain are stated when the domain is modeled. This donf result.add(0);
knowledge can be added formally to further specify { -
UML diagrams [17], e.g., the entity relation view of th &}

bounded context vehicle, by the use of the Object Constraint

Language (OCL). This leads to the advantage, that the model Figure 8. Postcondition Implementation.

can be implemented and tested later. Constraints are derived

from the domain knowledge (e.g., physical world constraints), Test cases are derived from each constraint. There are two

gathered in the analysis phase and need to be enforcedkinds of test cases and unit tests respectively: (i) the rst

implementation. Furthermore, the constraints need to be teskéntdl asserts the method under test behaves as expected by

and therefore, are a valuable input for the unit tests of a domdéeding it with correct input and matching the output with

microservice. expected output and (ii) the second kind asserts the input data
Figure 7 shows an excerpt of the constraints for thie validated correctly by feeding the method under test with

bounded context Vehicle. Using the method getObservatidneorrect input and awaiting an exception to be thrown.
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Test cases of type (i) use test data which conforms tq  List<Observation> result =
domain constraints. For the constraints presented in Figul - validTestComponent.
type (i) unit tests are going to test whether the correct se getObservationsFromTimePeriod(start,
observations is delivered as output by the method getO I _

. . . . 3. assertEquals(result, expectedResult);
vationsFromTimePeriod(). Hence, two argument providers
presented in Figure 9 and 10. One serves as example for an
arguments provider for unit tests of type (i) and the other -
for unit tests of type (ii). It is good practice to develop one

Figure 11. Unit Test Type .

arguments provider class per unit test type. 1. assertThrows(lllegalArgumentException.class,
ArgumentsProviderTypeinitializes the arguments for th , val(i) d'I-':stComponent

test case (see lines 1-3) where the observations for thel getObservationéFromPeriod(start, end)

month are requested. Those are a start date of one month );

followed by an end date of today and the expected output
which is provided by a separate class where expected result
data is initialized or loaded from external les such as a test

database or CSV table.

Figure 12. Unit Test Type Il

that the proper exception is thrown. A method that throws

1. OutputProvider op = new OutputProvider(); multiple exceptions requires multiple type (ii) unit tests.

2. ZonedDateTime start = ZonedDateTime.now(). . o
minusMonths(1); B. Backend Acceptance and Unit Tests of an Application

3. ZonedDateTime end = ZonedDateTime.now(); Microservice

An application microservice is developed to support USIs

4. return Stream.of( . -
« /| Test Case 1' Last month for a specic capability. In order to ensure that the test
. Arguments.of(start, end, op.getOutput(1)) suite exercises every bit of functionality developed for the
7 ) capability, the BDD outside-in approach is adopted for the
development of acceptance and unit tests for the application
Figure 9. Class ArgumentsProviderTypel. logic. First, the acceptance criteria is specied. Then, it is

automated as backend acceptance tests. Unit tests are derived
The test data for type (ii) unit tests aims to violate thg'om the backend acceptance tests, whereby the behavior of the

&Q_de is speci ed further. Finally, the application logic needs to
satisfy the acceptance criteria and the tests are implemented.

ArgumentsProviderTypelhitializes a test case that violates The step de nitions differ from those created for end-to-end

the time period constraint by having a start date after the ehe&ts in the way that Ul step de n|.t|ons manipulate frontend
cq[mponents (e.g., through page objects), whereas backend step

date (see lines 1-2). A minimal test suite must have at least . ; S :

one violating test case per domain constraint. Advanced t gtnltlons manipulate application code directly. F_urth_ermore,

suites have multiple violating test cases. ese backend ac_ceptanc_:e tests support th_e outside-in develop-
ment approach, since unit tests can be derived from them. The

implementation of a feature starts with the acceptance criteria

domain constraints. Each test case violates one specic ¢
straint, thus accelerating the fault discovery process.

1 ZonedDateTime start = ZonedDateTime.now(); and advances through the lower levels as illustrated by Figure
2 Zonedl?ate:ﬂlm?h enld. = ZonedbateTime naw(. 3. Backend Gherkin features are derived from the frontend step
minusMonths(1); de nitions. Figure 13 presents the backend scenario equivalent
2 return Stream.of( of the scenario in Figure 5.
a /I Test Case 2: Time period violation There are multiple bene ts from introducing backend ac-
s.  Arguments.of(start, end) ceptance tests. They provide assurance of the backend system
o ); functionality independent of the frontend. If an end-to-end test
fails but its corresponding backend acceptance test is passed
Figure 10. Class ArgumentsProviderTypell. successfully, then the problem is located in the frontend. Back-

end acceptance tests execute faster than frontend acceptance

The resulting unit tests in Figures 11 and 12 receive the tessts, because Ul slows down tests signi cantly [10]. Hence,
data as a stream from the respective arguments provider classting the system without the Ul layer allows for more tests in
The rst unit test exempli es unit tests of type (i). It receivesa shorter amount of time being both developed and executed.
input for the method under test and the expected output fromThe Gherkin features [11] are the central artifact for the
the arguments provider. The expected output must abide tegting of application microservices. For each of the (Given,
the constraints de ned in the postcondition. When, Then) steps, the backend step de nitions are speci ed

The second unit test is an example of type (i) unit tests. Iky coding the function calls on the backend side. To ful Il the
arguments provider delivers the input and the unit test assdytekend step de nitions, the application logic is implemented
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1 Scenario: Monitor Component State (Success) C. Consumer-Driven Contract Tests

> leer;XEZE CRLEE L One of the main problems when dealing with a

s When the state of a component with uuid microservice-based application is the integration of microser-
"123..." is requested vices [18].

+. Then latest sensor information about the The main goal of integration tests is to nd out whether
component is fetched changes break the application or not. For this, the affected

services would need to be deployed which leads to slow
Figure 13. Scenario for Monitor Component State (Backend). tests. Testing the integration of microservices in an isolated
way by using Consumer-Driven Contracts (CDC) can decrease
the number of integrated tests and therefore decrease the

by writing the required unit tests in a rst step and thejuration of running all tests [18]. Those contracts document
application code to pass the unit tests in a second st@fle communication between two services, where the caller of
Smart [10] illustrates how unit tests can be derived from service is called consumer and the callee is the provider.
step de nitions. Adopting this approach, in Figure 14, a stef this paper, the contract testing tool Pact is used for the
de nition for the When step in Figure 13 is implementedCDC tests [19]. Pact offers implementations in many different
During the implementation of the step de nitions, initial conprogramming languages, including Go and Java, meaning that

siderations for the application code are made. In the examp#eict can directly be used for all of PCM's microservices. CDC
an operations class is modelled, which provides a methaghts in Pact consist of two steps: in the rst step the contract
that fetches component information. The information itself ig created by the consumer, by creating a Pact mock of the
modelled as a list containing the various values provided @yovider under test and specifying the expected response. In

the domain microservice. the second step, the previously de ned request is sent to the
provider and the real provider's response is compared to the

1 @When("When the state of a component with expected response in the contract [20].
uuid <string> is requested") The needed contracts, where the microservice under test is

2. public void request_component_info(String id .
} throws Throwable { the consumer, are derived from the task process of each of

s List componentinfo = operations. its microservice operation. An example for the microservice
getComponentinfo(id); operation Monitor the Vehicle State is shown in Figure 16.
a} Here, the microservice VehicleMonitor is the consumer and

all the other microservices are providers.
Figure 14. Backend Acceptance Test Step De nition.

<<application microservice==
VehicleMonitor

BDD treats unit tests as low-level executable speci catior P —

meaning the main focus is the behavior of the system, r ] Gontol G etic Gt ensor
the functionality of the separate methods. By following th | F i ! ; !
method from Figure 3, this paradigm is enforced further. Tk --------- [ F e I R I
unit tests are derived from the backend acceptance tests. Fig } = A RERE

15 illustrates the unit test derived from the When step in Figu i Contract

14. Infrastructural software units (e.g., database repositori
mappers, etc.) require unit tests as well.

ireq) | [irspl Lo freqy | | /rspt - freqy | | trspt

1. public class StateOperationsTests { | <<domain nicrosenice>> | <domsin mcrosenvice>> || e i 3
2 private StateOperations operations; R —— > N Y N
j @Pa.r;e.\meterizedTest Figure 16. Contracts for the Microservice VehicleMonitor.
5. @ArgumentsSource(ArgumentsProvider.class)
6 public void getComponentinfo_
7 ShouldGatherComponentinfo( D. End-To-End Tests
8 componentld, List expectedinfo) { The approach from [8] is adapted for the integrated tests,
9 assertThat(expectedinfo, . . .
samePropertyValuesAs( ie., |r)tegra_t|on and end-to-end tests. As a result, a _separate
o operations.getComponentinfo( repository is used for those tests. Having those in each
componentld))); microservice repository would lead to high maintenance test
1. } suites, because step de nitions cannot be reused across repos-
2 } itories. The test repository cannot access the internal code of
the microservices, which means the whole application needs to
Figure 15. Unit Test Example. be treated as a black box. Before the end-to-end tests can run,

every required microservice needs to be deployed. The two
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main questions to answer when end-to-end testing are wikaample above, one could instead specify which exact inputs
and how is tested. The end-to-end tests should not be usedhi® user makes in order to log in. In this case, every time
reach a high coverage for all paths in an application, instetids user needs to login the step would need to update if the
they should describe examples for the software's behavior [1@fedentials would change.

To nd such examples, USI ows are used. From a USI ow Tests should provide feedback for the developers whether
every path through the application for the considered uszrchange broke the application or not. When they need to
interaction can be derived. For the user interaction in Figuveait very long for the test execution to nish, it affects

4 twelve different paths can be found: two different stateéhe productivity. Moreover, not every edge case needs to be
for both, brakes and tires and there are three different rolasri ed by an end-to-end test, those should be tested with unit
involved. Taking into account more components or addirtgsts [21].

additional decisions would drastically increase the numberAnother problem that could occur in the test above could
of application paths. This means, not every path should be inaccuracy. This problem is often indicated by imprecise
mapped to a test, as many slow end-to-end tests would alanguage (e.g., "a user”) or the use of the word “or*.

slow down development [21]. As the user interaction is exactly Figure 18 shows a scenario that violates these guidelines.
the same for every role, it is suf cient to run this test only foiThis scenario is inaccurate as it does not specify which user
one of the roles. This decreases the number of tests to four.iBYogged in to the application (line 2). To get this information
choosing one component for the test, only two test cases are would need to look into the step de nition, which de es
left: (1) the component is okay and (2) the component is ntite purpose of BDD. The same applies to lines 4 and 5, where
okay. The data for the other component(s) as well as the acce®s concrete component is not speci ed.

for the other roles can be tested in the integration tests. The

resulting Gherkin feature is depicted in Figure 17. To incre] , scenario: Monitor the Vehicle State (Success
readability both tests are combined into one scenario out

2. Given | am logged in as a vehicle owner,

1. Feature: Monitor the Vehicle State 3 ATInGde tTrr?; n\?gr?i(r:lg rs?afitraa%everview is
2. As a vehicle owner, fleet manager and i displayed
| g?rtage th | state of 4. When | open the vehicle state overview for a
3. wan h_olsee e overall state of a "component”
S ”\]/et 'fe " | itor it s. Then | see the detailed summary of the "
a. 0 s?ate can continuously monitor its component”
5. Scenario Outline: Display correct tire Figure 18. Example of a Flawed Scenario.
state
s Given | have opened PCM . An improved version of this scenario is displayed in Figure
7. And | am logged in as a vehicle owner . - . .
. And the tire pressure is <tire pressure 19. It is now clear which user is logged in for the test case and
state> which component is viewed. If the scenario needs to be tested
9. When | open the overview for the tires for the other roles as well, this can be easily accomplished by
10. Then | see the tire state is <tire state> using a scenario outline.
1. Examples: . . .
®, | tire pressure state | tire state | 1. Scenario: Monitor the Vehicle State (Success
13, | not okay | not okay | ) ) )
14, | okay | okay | 2. Given | am logged in as a vehicle owner
s And the vehicle state overview is
. . displayed
Figure 17. Feature derived from the USI Flow. 4 When | open the vehicle state overview for
the motor
In the following, the question of how the application sho| s Then | see the detailed summary of the motor

be tested is answered by using guidelines for creating end-to-

end tests to ensure a good quality of the tests. Quality of testsrigure 19. Example of an Improved Version of the Scenario.

has to be considered on two aspects: the test speci cation, i.e.,

Gherkin features, and the test implementation, i.e., the stefSoftware should be easy to change, therefore especially the
de nitions. End-to-end tests often have a high maintenanead-to-end tests should be robust against changes, as they take
effort when they are written in an imperative way, becauselot of time to implement [10]. To realize this, the Gherkin
the features contain Ul-speci ¢ or other irrelevant informatiorfeatures should not contain implementation details that are
When the Ul changes, both the step and its step de nitiggrone to changing and leave out irrelevant information. When
need to change. To improve this, declarative features shoald application's implementation changes, only the correspond-
be written, so a Ul change would lead to a change only ing step de nition needs to be updated, the step can remain
the step de nition, in case of a declarative feature [21]. In thine same.
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For the automation of the Gherkin features, step de nitions
need to be written. For those there are also guidelines de ngeoet | | get
to support automated testing. To increase maintainability,
useful selectors should be chosen. A poor selector is one
that is likely to change and is dif cult to understand, an
example is XPath. It is recommended to use IDs or similar

Contract
Consumer: APl Gateway
Provider: VehicleMonitor

I 4

o D) oy ) Deploy)) Downsiream)

Consumer: VehicleMonitor

Provider: Vehicle

publish
VehicleMonitor Microservice 7

attributes. By using the page object model maintainability can (o Tegerandgel | i PactBroker
be even further increased. The page object model implements :

all interaction with the applications into classes called page 099, S raion )Y 2 )
objects. The page objects hide Ul details from the test code Veicle Microservice Tost Repository
[22].

One common problem for automated end-to-end tests aigure 20. Pipeline for a Change in the VehicleMonitor Microservice.
tests that sometimes pass or fail without an apparent reason.

The reason could be race conditions. In web applications many )

return cannot be known beforehand. A quick x could be usiny@y to decrease the pipeline’s build time is to test as much
xed-length waiting times. This is not a suitable solution@S Possible on the lower levels of abstraction [24], without
as this increases the test execution time and on the otR&ternal dependencies that slow down testing. Typically, in-
side it does only decrease the possibility of a race conditid§gration tests are used to test the communication between
Conditional waiting times should be applied instead [21]. Microservices, that often need to be deployed beforehand,
A similar problem could occur when tests change persisteiftd are therefore slow [9]. The communication between the
state, but do not reset it. In this case the success of a test wdlii§roservices is tested with the much faster Consumer-Driven
depend on the execution order. These side effects can lead@$itracts (CDC) that can greatly reduce the needed integration
false negative test results, i.e., the functionality works, but t@sts by replacing those [19]. The CDC tests are more stable

test fails. To prevent this, such a state should always be re$B@n the integration tests as less moving parts are involved
[12]. Error localization is simplied as in a CDC test only

V. PIPELINE INTEGRATION two services are considered at a time. By stopping pipeline

The pipeline considers all types of tests that are use¥kecution on every failure and running the tests ordered by
Each microservice's repository includes all of its isolate@xecution time, feedback times are additionally reduced: if
tests (i.e., unit and Consumer-Driven Contract (CDC) testglyyere is an error in the unit tests this functionality will not
the integrated tests (i.e., integration and end-to-end tests) Wk in the tests of higher level. Another important feature of
stored in a dedicated test repository, following the approag}pontinuous integration pipeline is to run tests in a clone of the
of the reusable automated acceptance test architecture fidigductive environment [23]. There are two deployment envi-
[8], where the end-to-end tests are extracted into their ow@nments, called test and prod. Both deployment environments
repository. An examp'e of executed pipe“ne jobs on a Chan@'érror the contents of one branch each. The test environment
in the microservice VehicleMonitor is shown in Figure 20¢ontains the state from the corresponding branch develop, and
On a commit in a repository all of its pipeline stages arde contents of the branch master get deployed to the prod
executed, starting with the unit tests. The next tests that are fIfyironment. As only those two branches get deployed, the
are the CDC tests. These tests are split into separate pipellHggration and end-to-end tests are only applicable to those.
jobs ConsumerContract and ProviderContract. In the job Con-
sumerContract new contracts are created or existing one{ 1 .no-trigger-token:
updated by sending them to the Pact broker. If contracts| 2 rules: N
changed in this stage, the affected providers are teste - 15 Sl PIPELINE SOURCEIS = MiispRr
running their pipeline through Pact's webhooks, where o , it
the provider tests are executed. Therefore, a pipeline trif s extends: .no-trigger-token
token is created in the corresponding providers' repositorig e  script: ...
start their pipeline from Pact. This also enables differentiating
how the pipeline was started. After the VehicleMonitor's Figure 21. Pipeline Con guration.
consumer tests are nished, its provider contracts are retrieved
from the Pact broker and the microservice is tested. If the jobsAs GitLab is used, which only permits one pipeline per
for unit and contract testing were successful, the new versigepository, a solution needed to be found that allows this
of the changed microservice is deployed. This will trigger thetructure with one single pipeline. Additionally, a goal was
test repository pipeline in the pipeline job Downstream withecreasing duplicates in this pipeline con guration as much
its two jobs that run integration and end-to-end tests. as possible. This was achieved by the use of hidden pipeline

One of the most important aspects of a continuous integjabs that contain the needed rules for all pipeline jobs and
tion pipeline is to have a short build time [23]. This leads textend those as described in [25]. An excerpt for the pipeline
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con guration is shown in Figure 21. development and reducing test cases as much as possible. The
The job .no-trigger-token is hidden and contains a rule &pplication of the guidelines leads to more stable tests.
execute a job only if the pipeline was not started by a trigger. The introduction of the uniform pipeline structure presented
There exists another hidden job, which contains the rule ito this paper will simplify the application of Continuous Inte-
make sure a job is only executed when the current brangtation / Continuous Deployment, especially when it is used as
corresponds to one of the two deployment environments, i.a.template, where only the microservice-speci ¢ scripts need
master and develop, and when the pipeline was not startedbe customized.
by a trigger token. This hidden job is extended by all jobs
that require a deployed microservice, i.e., ConsumerContract,

ProviderContract, Deploy and Downstream. VIl. CONCLUSION AND FUTURE WORK

We have introduced a test concept for the development
of microservice-based applications and showed its applica-
In the context of unit testing, the domain constraints providdlity by the example of an excerpt of the microservice-
a structured approach. These constraints describe in a forf@$ed application PredictiveCarMaintenance (PCM). One of
way, which values for attributes or parameters for method calfe main goals was to systematically test the application
are permissible, before starting the implementation. Furth&y using the artifacts and different test types (end-to-end,
more, the constraints are used as a reference during the ifegration, consumer-driven contract, unit tests) and assist
plementation and writing of unit tests. This has the advantatjite developers in this process. By starting with the domain
that during the implementation the already de ed edge cas@Rd its constraints, we test the domain microservices with
(within the constraints) can be used. Because the constrai#éf test by deriving the test from the constraints. Testing
are created separately from the implementation, the unit teite application microservice and its operations is done by
are correspondingly less in uenced by the implementatiod. Systematic derivation of backend acceptance tests which
The constraints provide a golden thread, which is helpful whé#e transferred to unit tests. Next, we test the integration
writing the unit tests. of the microservices with consumer-driven contract tests to
Constraints can be ef ciently utilized to create test cases fést the microservices in an isolated way. Finally, end-to-end
edge cases. Edge cases are on one side of the constraint!&fi§ are developed using the guidelines provided to test the

thus cover the area of the constraint. As a result, test ca¥d¥le application at once. BDD simpli es the communication
which do not increase the test coverage, are minimized. with the stackholders. Overall, the test concept provides what
During the implementation of the domain microservicghould be tested with which tests.
Vehicle, we applied the test concept. The structured approacin addition, we integrated the different tests into a CI/CD
and the domain constraints were helpful for the developeggpeline and described how the different pipelines need to be
This is because the systematic procedure by the test condéiggered. The pipeline approach can be reused for further
subdivides the unit testing of the domain microservice iprojects with minor con guration adjustments. As a result,
several tasks. Therefore, we were able to assign these tadRsare convinced that applying the test concept leads to well
among us appropriately and thus work on some tasks tRfted microservice-based applications with a small effort. At
parallel. When writing the unit tests, it was still an open topithe same time, the development of the application is simpli ed.
which test data should be used for the tests. Furthermore, thesa further point to look at is that the test issues a determin-
can be systematically derived from the other existing artefads$ic request to the system under test and expects a prede ned
of the domain microservice. output or response from the system. A request usually requires
The test concept distinguishes between domain and &encrete values and parameters. Therefore, a suitable selection
plication microservices. Therefore, the test concept with igf the test data is necessary, for example, to cover edge cases.
artifacts supports the scope of the respective microservicesln addition, a systematic representation of the test data needs
For example, the focus of an application microservice is mote be researched. The goal here is to arrange the test data into
on testing the behavior (e.g., through Gherkin features). Thda orderly format for the representation of the test data. One
was an advantage during the development of the applicatigoal of further research is to assist the developer with even
PCM because a more targeted procedure to writing unit ambre support for writing tests by providing additional guide-
integration tests is possible. lines for applying the test concept. This includes optimizations
Moreover, by shifting the tested functionality to tests ofind enhancements of the presented test concept. In the future,
lower layers whenever possible, the development time of thHee test concept needs to be applied to more applications which
tests as well as their execution time is minimized. Especialigay lead to further insights to adapt the approach.
CDC tests are important in a microservice-based applicationMoreover, the versioning of the CDC tests needs to be
to verify that different parts of the tested application carevised in the future, as the tests are currently only executable
communicate. in master and development branches. The developers can
The guidelines for end-to-end tests (E2E) can help inbenet from guidelines that will be created in the future and
proving the maintainability of those tests, by enabling fastean simplify the development of CDC tests.

VI. RESULTS OF THETEST CONCEPT
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Abstract—The recent rise and progress of neural network-
based arti cial intelligence are obvious, and we have settled up
many traditional machine learning problems by deep learning. §
However, problems were encountered when deploying neural
networks on diverse hardware platforms, which needs lots of
computational capability and time to “try out” the best archi-
tecture tipping the balance of model accuracy and execution
latency. The proposed Portable Fast Platform-Aware Neural
Architecture Search (PFP-NAS) system allows users to use -
the trained neural network model easily without considering
the hardware architecture of the edge/mobile computing on
the client-side. The portable neural architecture search device
shrinks the data center and converts it to allow users to utilize
it on-demand and dynamically. This just-in-time, secure, and
portable neural architecture search method is mainly based on
the platform-aware client-side and applying the neural network
model trained on the data center. Another primary thing to Fig. 1. The demo of PFP-NAS
remember is that users use the expandable modules of this
device-Performance Prediction Module and Client Requirement-

oriented Module, i.e., Accuracy, Latency, Throughput oating ! | ! D ;
point operations per second (FLOPs), mean Average Precision: P 3
(mAP), Cost, etc. and then the device can detect hardware Hyperparameter——> > E— |
architectures, such as Development Kit/Tensor Processing Unit ! P (| !

-tuning !

(TPU)/Graphics processing unit (GPU)/Field-programmable gate ... M ______ ‘ . Finetuning O .
array (FPGA) on edge/mobile computing. When detected, the Task-Aware Platform-Aware
device will send signals to connect the data center and drive

the trained model in the data center for the corresponding pig 2. Task-Aware Model Recommend and Platform-Aware Model Training
hardware architecture. The proposed technique has the following

characteristics: a. Only a boot medium is needed to detect and

determine the hardware and then get the most suitable neural ) )
network from the server; b. Provide performance prediction Acceleration methods from different aspects, such as Mathe-

module and client requirement-oriented module; c. Automatically matical Model, Empirical Rule, and other methods have been
match the model and the corresponding hardware architecture; proposed. However, these methods are often con gured for
d. Designed with modular scalability, and there is no need special tasks and require ne-tuning and actual experiment

to congure any settings on the client-side. Consequently, the . .
proposed framework achieves a portable data center. feedback on the hardware platform. As we all know, it requires

Keywords—Portable; Neural Architecture Search; Performance powerful computing capabilities and repeated training for the
Prediction. platform to get a good-quality model. This research places

high hopes to solve the practical problems of insuf cient
|. INTRODUCTION computing power and data protection requirements.

Neural architecture search (NAS) issues are attracting morerig. 1 shows the simple demo of PFP-NAS. Users can install
and more attention. Still, researchers try to cut into neurdle NAS Agent program with a Universal Serial Bus (USB)
network search methods with its extreme computing cost adédvice or download it from the internet and connect to its own
speci ¢ decentralized acceleration of neural network seardarget device. Users can also manipulate the PFP-NAS ow

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 98



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

User Data Center Under the circumstance, when the client-side provides a
. personal dataset, the PFP-NAS only needs the module's

|n| description without the users' module. Then PFP-NAS

can easily provide forecasting of the time-consuming and

accuracy.

Hardware Requirements D Object Detection Task % When the client-side does not provide any personal
dataset, PFP-NAS can provide a platform-aware recom-

Network Architecture Specification % objectcuassaﬁcaﬁonask@ mendation service for protecting the client-side's pri-
vacy. The Just-In-Time Performance Predict Module and

) R i Platform-oriented module designed in this project can
Recommendation Specification | i TextCIassificationTaSk@ be used. The server side of the portable accelerated

neural network search will be based on the existing

information of the model and the user through the high-
Fig. 3. Pre-trained Task-Aware Model Recommend for different tasks level description. The language interacts, and then the

candidate models are screened out. The remaining part is

to carry out portable training on the user device, allowing
with a modi ed Microsoft NNI user interface. The portable the user device to return the reward value or Weight to

accelerated NAS service is proposed, which aims to split NAS  adjust the recommendation logic.
into two important parts: the Task-Aware Model Recommend 1. ;e concept of PFP-NAS is through portable accel-

and the Platform-Aware Model Training, as shown in Fig. 2erated NAS device services and NAS Agent to bring the
The concept of pre-training is applied to model search in th?ﬁ

hitect The dat : | in ad 4 di owerful computing power of the data center to the user
architecture. The data center can learn in advance and disc \f%rtable). Therefore, the following contributions are shown:

the best structure of task-aware model. Moreover, the type ‘of _ _
hardware architecture in the client-side can be paired with the ™Makeé computing resources portable: Through the de-
signed PFP-NAS framework, the data center with pow-

recommended model in the data center to Iter and select a i -
suitable Platform-Aware model. erful computing capability can be reduced and converted
Fig. 3 shows that the data center will pre-train the model into a portable appllca'tlor.l service for USers.
in advance and the pre-trained model will vary against dif- Make dataset protective: It does no t require users _to
ferent tasks. The pre-trained model can provide users with upload dqtasets but allows users to |ntera_1ct_ and describe
a hyperparameter recommendation set about a speci c task. thrOl.Jg.h high-level Ianguag(_a to generate similar data sets,
The user will need to provide platform-aware results (model providing complete protection of user dgtasets.
accuracy and execution latency) to the data center, helping the Make models speedgp apd opt|m|zed.' The PFP-NAS
whole hyperparameter search meet the requirements (shown in framewprk proposed in this rese_zarch will use powerful
Fig. 4). In such a scenario, the client takes charge of network computmg resources to automatically nd and try every
ne-tuning, and the data center recommends the hyperparam- pos_sﬂ;le model in advance so that each model can be
eter. The communication process will take a few loops, and optimized to make full use of the back-end computing
nally, the outcome is a slim and ef cient model. Users can ref(sp?eliirecr?seand provide them to the front-end good user
easily acquire the trained NAS model without considering Make recommended models in real-time- With the bene t

their own hardware architecture on edge/mobile computing f the Just-In-Ti Perf Predict Module. it
and without having to provide their own data sets. Through the ©' 1€ Just-in-fime Fertormance Fredict Vodule, it can
dynamically provide models that meet user needs.

designed portable accelerated neural network search device, Mak latform-as-a- . lable:  Thi h
the powerful computing power of the data center can be shrunk axe  platiorm as-a-service - scaiable- IS_researc
and converted into a dynamic and easy use for the end-users. framework can bridge data'l F:enters (such as TWCC. and
Therefore, our design is the PFP-NAS framework to tackle the AWS) to create tens of millions of portabl_e computing
above problems. power so _that these data centers can provide accelerated
To effectively select a suitable Platform-Aware model, the NAS se.r\/.lces. ) .
PFP-NAS can provide the Just-In-Time Performance moduleThe remaining of the paper is structured as foII(_)WS: Section
and the Platform-oriented module to the data center. These tv@"€Sents backgrounds and related works. Section 3 presents
modules can instantly evaluate the expected performancelléf Whole system design and system components. Section 4
the selected model and detect the user's hardware architectiftdicates the experiement results around the system. Section
After detecting edge/mobile computing hardware architecturg.concludes the works and future works.
such as TPU/GPU/FPGA, the user device will send relevant
signals to contact the data center and drive the corresponding
edge trained in the data center for mobile computing. There-This section will cover the related works ranging from
fore, this research will design and provide the following threeutomated machine learning and neural architecture search
aspects of use scenarios and case solutions: to hyperparameter tuning. The implementation of this work

II. RELATED WORKS
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is based on Microsoft NNI opensource project which will Based on the above discussion, only Microsoft NNI pro-

be mentioned in the automated machine learning part. Thiedes complete hyperparameter tuning and NAS technologies
proposed framework is mainly rose from the concept @hd functions, therefore, Microsoft NNI is introduced as the

Once-for-All network [1] and will be described in the neuralinderlying infrastructure design for further development in this

architecture search part. research.

B. Neural Architecture Search (NAS)

) ) ) i . Neural network training has evolved from the original hand-
Automated machine learning [2] provides machine learningade network to data extraction, and has developed into au-

tec_hnology that non-experts in this_, domain can als_o get_ starigthated training and getting a suitable network structure with
quickly, such as data preprocessing, feature engineering, fiys |east resources. Furthermore, Google published the paper
perparameter optimization and model post-processing, becausgeyral Architecture Search with Reinforcement Learning.
the complexity of these tasks often exceeds the knowledgetgfey used reinforcement learning for NAS and surpassed
non-experts in the domain of machine learning. The devgjie previously hand-made network in image classi cation and
opment and research of traditional machine learning mOd%guage modeling tasks. At present, the effect of NAS has
requires a lot of resources and cost. Therefore, AutoMieen comparable to the state-of-the-art model structure. More-
can greatly improve the efciency of machine learning angyer, Nas-Bench-101 [5] emerged to evaluate the performance
promote machine learning research. The following introducgg NaAS objectively in the elds of semantic segmentation,
and analyzes three AutoML technology: speech recognition, object detection, object classi cation, data
a) ML ow (Machine Learning Work ow):ML ow [3]is  ephancement, etc.
an open-source project, which is created by the Apache Sparljowever, there are still some problems with NAS, such
technical team. It is a platform to manage machine learniRg the inability to nd an objective method to compare NAS
lifecycle. It can support a lot of existing machine learningffects and reuse NAS results ef ciently because various NAS
applications and libraries. The main components of ML oWnethods have various different ways in search space and
platform are ML ow Tracking-log and compare parametersyyperparameter optimization. For example, for the hardware-
code, and experimental data, ML ow Projects-package traigware NAS problem, the search space may be con gured with
ing models for reproducible runs using Conda and Dockejifferent hardware speci cations. Still, these found structures
ML ow Models-share and deploy the same training model ogannot be easily used for conversion learning on different tasks
different platforms, and ML ow Model Registry-manage theyr on tasks with different datasets.
full life cycle of ML ow models. ML ow Ul adopts Flask's  The traditional hand-crafted methods or NAS methods often
Web application framework to show visualization experimerpequire a lot of GPU resources. Han Cail's lab published
tal results. In addition, in terms of model training alonepnce-for-All [1] and proposed the “Model Shrinking” method.
ML ow supports a wide variety of tools, including scikit-learn, |t trains a large model while also training a small model,
PyTorch, Spark, TensorFlow, R, etc.; nevertheless, ML owhereby reducing the cost of repeated training for the same type
cannot perfectly solve model incompatibility problems causeg neural network with similar architectures in order to select
by using different tools. the best model. Model Shrinking will gradually reduce the
b) Microsoft NNI (Neural Network Intelligence)Mi- scale of the trained neural network, and nally perform Fine-
crosoft NNI [4] is a lightweight toolkit for AutoML, which Tuning for each trained model. This paper proposes the neural
is released by Microsoft, but it has powerful functions andetwork search strategy used in Model Shrinking, including
is easy to operate. It is one of the prevalent AutomatResolution, Kernel Size, Depth and Width in the convolutional
Machine Learning (AutoML) open-source tools, which caneural network structure.
effectively help users to automatically tune and optimize the )
neural network architecture of the machine learning modét: Hyperparameter Tuning
Its features include hyperparameter tuning, neural networkWith the continuous expansion of the importance and ap-
architecture search, model compression, feature engineeripiization of machine learning tools, so does the demand for
and provides many general-purpose NAS frameworks. non-experts to use AutoML tools. Hyperparameter tuning is
However, hyperparameter tuning and optimization is theecommon problem in many machine learning tasks, whether
core and basic function of Microsoft NNI. It provides a losupervised or unsupervised. Some research has provided sev-
of popular auto-tuning algorithms (Tuner) to adapt to theral different useful ways to solve these problems, such as
hyperparameter tuning of different machine learning and deefss-validation and excessive scoring functions. However, the
learning applications; it also provides early stop algorithnscholars [6] discuss that some appropriate automated machine
(Accessor). Itis used to predict and evaluate that if each trialsarning framework would include the automation of modeling
performance is not as good as the expected value, the trial wifild hyperparameters search which typically use black-box
be terminated early. In this study, the research team integraggddient-free optimization.
the proposed algorithms to efciently and robustly search In addition, the other researchers [7], [8] focus on the
hyperparameters and NAS models in AutoML framework. information about the hyperparameter combination from the

A. Automated Machine Learning (AutoML)
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Fig. 4. Conceptual System Architecture Diagram

function f:X R, and then output the data-generated modelient-side hardware, enabling a customized NAS task host
through the Bayesian optimization framework. The abown the data center (server-side). A recommended model can
method is also an effective method to search the hypergge generated for the client-side hardware platform, such as
rameters. In AutoML setup, the f function may represerdSB/Tensor Processing Unit (TPU)/GPU/FPGA, but only
some hyperparameter de nitions and the metric of the modeéeds a mere little amount of computing power. Users do not
that matches the given data, such as cross-validation residaakd to concern about dataset leaking.
likelihood function, or risk function. When users actually use the PFP-NAS service, they only
In addition, Bayesian optimization can be used to simultaeed to provide speci ¢ requirements and speci cations. PFP-
neously tune multiple aspects of the machine learning modRIAS will select the appropriate Just-in-Time performance
such as data preprocessing and model hyperparameters g@diction module and the appropriate pre-trained Once-for-
Bayesian optimization can be utilized in various models, imll network to recommend the network structure.
cluding Gaussian process (GP) [10], random forests (RF) [11],Users use private data sets to test the recommended network
and tree-structured Parzen estimator (TPE), each of thegethe hardware architecture of the client-side and then report
models has its strengths. In this study, our team used tee actual performance results to the server, as bottom left of
open-source hyperparameters tuning tools, Hyperopt [12] apig. 5 is shown. The server will revise the original network and
Optunity [13], which are most widely used recently. The maifurther recommend the new network based on these results.
purpose of applying the two above tools is to ef ciently angince there is already a pre-trained Once-for-All network, ne-
robustly search hyperparameters in an AutoML framework.tuning for different hardware is saved every time performing
a platform-aware NAS for a specic large-scale network
[1l. SYSTEM ARCHITECTURE ANDIMPLEMENTATION structure. It can save a lot of time because the user does not

The architecture of PFP-NAS can be divided into severdf€d to retrain the network on the client-side. The network
modules, which are the Just-in-Time Performance Predicti§f/® of the Just-in-Time Performance Prediction Module is
Module, Once-for-All Pre-training Module, Network Architec-Small, so the revision will be completed in a few seconds, and

ture Search Module, Network Architecture Searching Ageme calculation of the online model recommendation is fast and

Module, and Kernel Service Module. real-time. This research organizes the entire PFP-NAS training
The Fig. 4 is the conceptual system architecture diagraR{0cess anq the interaction between the user and the server as

The main concept is to use the NAS Agent embedded §How_n in Fig. 9. Therefore, the procedures of the designed

the client-side hardware platform. The NAS agent is a midigorithm are shown as the following:

dleware between the datacenter and users, and is responsi- Step 1. The user on the client-side submits the descrip-

ble for communicating with the kernel service module. The
data center leverages its own powerful computing resources
with the Once-for-All Pre-training Module; the Just-in-Time
Performance Prediction Module will automatically suit the

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5

tion le specing the execution parameters and resouce
requirements through web-based interface or Restful API.
Kernel Service will perform data integration and create a
new Python program execution task. During the execution
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Fig. 5. The Interaction between the Once-for-All Pre-training Module, JIT Performance Predict Module and Client-side NAS Agent

of the Kernel Service, the related Input (Dataset, Criteria:set of specialized performances for each speci ¢ task's Once-
Accuracy, Latency, Throughput, etc.) will be stored itfior-All network and then predict the users' hardware status.
MariaDB. When each online mission of PFP-NAS is performed, the
Step 2. The python program and input parameters are sasér will actually test the received recommended network
to the NAS Module for execution, and the combinationstructure on the user's hardware platform. Because there is
of recommended hyperparameter of dedicated neural net- backward propagation process but only inference process,
work are dynamically generated. The hyperparameth@e can quickly get the actual performance results when the
combinations will be stored in MariaDB performed byuser tests the network with the private data set on the hardware
Kernel Service Module and visualized with a web-baseslatform. PFP-NAS will carry out the backward propagation
interface which the client can browse on their device. of the prediction network based on the user domain results.
Step 3. NAS Agent will gather performance metrics oBecause of the networks in JIT Performance Prediction Mod-
hardware and the model inference result on the usdle is relatively small, it only takes a few seconds to update
platform, feedback to the server. the prediction network to obtain high accuracy during actual
Step 4. Kernel Service Module receives the user domadperation.

information sent by NAS Agent. The Just-in-Time Perfor- To acquire the base unit for latency and accuracy magnitude,
mance Prediction Module consists of the two three-layeye take both magnitudes into one base quantity - score (shown
multilayer perceptron neural networks and a joint scoig Alg. 1; As we want to avoid a high latency model primarily,
algorithm (shown in Alg. 1), and it will be automaticallywe will put a higher penalty coef cient to latency.

updated according to model inference latency and accu-J|T Performance Predict Module will feed the score back
racy under user platform with private dataset. A new NAf Kernel Service, and tune NAS modules.

task will be performed by Kernel Service following the

prediction. B. Once-for-All Pre-training Module

Step 5: Repeat steps 2 o 4. The main purpose of the Once-for-All network is to deploy

. imi ndidate neural network i - . .
Step 6. Generate an o_pt|m|zed candidate neural ne cleectly under different hardware restrictions without retrain-
model (NN) and send it back to the user.

Step 7. (Optional) The client can effectively perfor ing and re-searching. Only the Lookup Table method is needed

a ne-tuning with a recommended model with fevr\T/%O determine the network architecture. It can exibly deal

enochs because the recommended model alread ng different depths, widths, kernel sizes, and resolutions,
P y as shown in the Fig. 6 below (Once-for-All). In this way,
high-accuracy and low-latency.

continuous re-searching and continuous retraining can be
We will dedicate each module of our PFP-NAS below. successfully avoided. The problem that the NAS algorithm
cannot handle the diverse hardware environment in the past
can also be solved. Furthermore, the core service will interact
with JIT Performance Prediction Module. When the Once-for-
JIT Performance Prediction Module comprises two 3-layél module generates a new subnet architecture, it will be one-
multilayer perceptron (MLP) prediction networks, divided intdvot encoded and fed to the JIT Performance Prediction Module
latency and accuracy prediction networks. PFP-NAS will traito obtain the delay and accuracy. Then NAS module uses this

A. Just-In-Time (JIT) Performance Prediction Module
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I o | %‘ D D. Neural Architecture Search (NAS) Agent Module
NAS Agent Module is a client daemon for preliminary and
simpli ed detection of hardware information on the client-side.
o —[] At the same time, it collects the non-con dential performance

metrics of testing results and feeds them back to the Server
for prediction and optimization in the next cycle. The main
purpose of NAS Agent is to allow users to communicate with
the server easily. Users acquire the NAS model trained by the
Server without considering their own hardware architecture
on edge/mobile computing and without providing their own
data sets. The entire data center is transformed to allow users

to use it dynamically and easily through a portable fast NAS
— R
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Fig. 6. The Original Once-for-All Training Flow

Once-for-all Network $ —

device. The device (NAS Agent) of the client-side receives the
candidate models generated by the Kernel Service (Portable

Accuracy
Predictor

- can be tested on the client-side. Then, the following steps are
performed on the client-side:

Network
Search
L } l Fast Platform-Aware NAS) of the server-site, and these models
* A

l Stepl. Run the candidate model generated by the kernel
Real Latency service (Portable Fast Platform-Aware NAS) of the Server
Site , and process the models of Al Framework in
.prototext and .caffemodel formats;
Fig. 7. The Proposed Once-for-All Module Flow Step2. Execute Model Optimizer to output .xml and .bin
formats;
Step3. Inference Engine interacts with User Application
set of results to perform parameter recommendation and then and collects the information of hardware architecture:
hand it over to the Once-for-All module for model training  Step4. Automatically detect the hardware architecture

and search of the next round. The implementation of the running the inference ]Ob and send it back to the server-
Once-for-All module is based on MobileNet V2, which mainly  gjte.

implements 5 large blocks and 1 small block, and the depth
of each large block is 2-4 layers, as shown in the following. Kernel Service Module

Fig. 7. The user-side only needs to evaluate (not Nne-tuning) the Kernel Service Module provides the HTTP service with
the netvyork anq feedback the performance.measure. Restful API, the web-based interface, and task scheduling. The
After integrating the Once-for-All Module into the systemComponents of Kernel Service are introduced below.

the process architecture provided is shown in the right tqpl) Dispatcher: Dispatcher is responsible for the task
of Fig. 5. Above all, we use many open data sets 10 raljpeqyling of Tuner and Assessor, which are parts of NAS
the Once-for-All network for a speci ¢ model architecture in,,q,1e and the generation of con guration les for each trial,
the Qat_a center and pre—traln a_network of JIT Performanﬁfcmmng hyperparameter combinations and specic neural
Prediction Module suitable for different hardware pI""tfor'ﬁn%etwork architecture. During the training process, it analyzes

Co'nsidering'the size of the open data set and the resourc‘?%ﬁ@'intermediate result value of each trial, and evaluate whether
quired to train a Once-for-All network, such a process requirgsqhouid be terminated early.

a lot of time and computing resources. We will distribute thesez) NNI Manager: NNI Manager is responsible for each

tasks to the computing center for preprocessing. training experiment. With interaction with NAS Module, it

) can nd the best hyperparameter combination and the best
C. Neural Architecture Search (NAS) Module neural network architecture for the training model through

This module can be easily replaced with any hardwaréxperiments.

measurement-based NAS, such as ProxylessNAS, ENAS, and) DBMS: The record of Once-for-All Pre-training Module
reinforce-learning-based NAS. The whole process of modahd user domain information of each feedback with trail 1D
searching will automatically adapt the target according will be stored in MariaDB.
model performance (accuracy) and latency on hardware. In thigd) Training Service:The Training Service will gather and
article, we use ProxylessNAS for the default network searchisgnchronize parameters along with related programs with the
algorithm, the ProxylessNAS adopts a method for makirdjspatcher, and perform the training task. The NAS Module
accuracy and latency magnitude differentiable, which is theentioned above will automatically incorporate the Training
loss function of a network model, and thereby use gradiefervice as the computing resource for training.
descent to optimize the network searching model for nding Users can use built-in training services provided by Mi-
a better network architecture. crosoft NNI to run trial jobs on the local machine, remote

S
< Look-up
Table

(Latency
Predictor)
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Client-side Server-side
Algorithm 1 The designed joint latency and accuracy score
Input: latency and accuracy
. (Pre-trains the OFA network and
Output . SCO I‘e Sends specific search Specific Constraint Performance Predictor)
space (constraint) i search space for tuner
1: if latency> LATENCY_THRES then Recommendod Network | nemworkand sctvates  (2)
erformance dictor)
2: score accuracy - (latency / LATENCYTHRES ) performance precieten
PENALTY_COEFF architocture o nework
. I Receives network arch Private Domain
3: else (Evaluates the network] Performance
4: score accuracy @ A B o)
5. end if
Sends private domain
performance \I Receives private domain
performance
Fig. 8. The designed joint latency and accuracy score i Starts fine-tuning predictor and
Final Recommended next network search) @
Network
machines, and on clusters like PAI, Kube ow, AdaptDL, neceivesmeﬁna.‘/ﬁ/ﬁ:{‘::,{i":,';,:f;’;?.:',‘:“"*" ®
FrameworkController, DLTS, and AML. recemmended network
network with private
dataset)
IV. EXPERIMENTS
Our experiments mainly focus on the effectiveness of Al Fig. 9. The Model Recommendation Procedures

training with PFP-NAS on multiple hardware requirements.
In this section, we test the effectiveness of PFP-NAS on var-
ious hardware requirements with parallel multiple computing

nodes. Our experiments apply PFP-NAS with Imagenet [1fral network search technology, it also faces data privacy is-
as public dataset on ve workstations with Intel(R) Xeon(Ryyes and the risk of data leakage. When the user wants to keep
Gold 5118 CPU @ 2.30GHz and test 6, 12, 24 NVidia GeForgg own private data set and does not provide it to the server,
GTX 1080 GPUs. The client task is Cifar-10 [15], and the préiow the server can automatically determine the hardware
trained once-for-all network is based on mobilenet V2. grchitecture of the client-side and successfully recommend the
To prove the effectiveness of designed architecture, we tR4S model becomes a tall order. The mechanism designed
the PFP-NAS on the local workstation (the NAS agent anf this research solves this pain point. When the client-side
kernel service modules are hosted on the single workstati{ita set and hardware architecture are con dential information
and remote execution. We x the hyperparameter search alggrd cannot be leaked, the kernel service of the server-side
rithm on annealing and set the same hardware requiremeig§ommends a corresponding neural network model based on
in this experiment. The results (Table 1) show the top-1 anfle preliminary information provided by the client-side. Then,
top-5 accuracy do not have much difference. the user actually runs the neural network model on its own
To verify the effectiveness of PFP-NAS under differenardware and feeds back the performance measurements to

hardware requirements, we set different latency, trial timege server to update information and generate a new model.
number of dispatched process in treatment of our experiments.

We can see that the model performance will be better under’he experiments around the different hardware settings
the some treatment settings in Table 1I, and the same res§i@w the effectiveness of our proposed PFP-NAS in the
(Table I1) can be seen in treatment of hyperparameter seaf@htweight network, and further investigation about other
method. network types and scales is ongoing. Also, through the de-

We compared different hyperparameter tuning methodoldigned PFP-NAS, the time-consuming training workout that
gies in PFP-NAS, such as Anneal, TPE, and Random searefiginally required a lot of time is reduced to a few seconds for
and found that the result does not signi cantly differ; possiblEecommended models. For privacy, the PFP-NAS leverages the
reasons might be the experiment network size are too snf@Mmputing capability from the data center to help users create
to have a large search space. Although the effectivenesstiigir own model but deals with the dataset privacy issue: users
PFP-NAS is proven, the combination relationship with tuningithout powerful computing resources can utilize the cloud-
methodologies still remains unclear, and the experiments R#sed computing service and have no worries about the data
larger-scale neural network are needed. leaking.

Next stage, we will leverage our proposed method into di-
versity experiments mainly to extend the Once-for-All module

In the era of articial intelligence, while gaining conve-with other popular networks (not only the MobileNet V2), and
nience from advanced machine learning, deep learning, aaqbly the PFP-NAS to other application scenarios.

V. CONCLUSIONS

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 104



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

TABLE |

PFP-NAS ERFORMANCE IN SINGLE MACHINE AND MULTIPLE MACHINES

[ machine platform| dispatched proces$ tuner algorithm[ psuedo trial| Tatency mape| avg corr [ max latency [ top-1 (%) [ top-5(%) |

local 2 94.22 94.16

local 4 anneal 0 0 1 85 94.39 94.18

controller 12 94.49 94.41
TABLE I

PFP-NAS ERFORMANCE IN DIFFERENT TUNER TRIAL REQUIREMENTS

[ dispatched proces$ tuner algorithm[ psuedo trial| latency MAPE | avg corr [ max latency [ top-1(%) | top-5 (%) |

0 0 1 94.49 94.41
10 9424 | 94.154
12 150 - 9447 | 94.418
300 94.44 9424
1000 9411 | 94.088
24 anneal 94.49 94.358
0.05 0.92 75 9401 | 93.822
200 165 93.96 | 93.886
6 205 94.18 93.80
245 94.08 | 94.036
285 9414 | 93.918
TABLE Il

PFP-NASPERFORMANCE IN DIFFERENCT HYPERPARAMETER SEARCHING METHGD

[ dispatched proces$ tuner algorithm|[ psuedo trial| latency MAPE | avg corr [ max latency [ top-1 (%) | top-5 (%) |

(1]

(2]

(3]

(4]

(5]

(6]

(7]
(8]

Copyright (c) IARIA, 2021.

tpe 94.08 94.026

6 random search 300 0.05 0.92 85 93.99 93.762

anneal 94.24 94.16
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'XDO 7UDFN $JLOH LQ (DUO\ 6WDJH 6WDUW

(OHQD /DSH

6FKRRO RI

,QIRUPDWLFV

7KH 8QLYHUVLW\ RI (GLQEXUJK
(GLQEXUJK 8QLWHG .LQJGRP
H PDLO HOHQD#WDUGLV HG DF XN

$EVWUWODIFV 7UDFN $JLOH LV D QHZ
GHYHORSPHQW ZKHUH ZRUN LV EURNF

WUDFNV JHQHUDWLQJ YDOLGDWHG
EDFNORJ 'LVFRYHU\ WUDFN DQG W:
VRIWZDUH 'HOLYHU\ WUDEFN 7TKHUH

UHVHDUFK RQ 3URGXFW WHDPV ZLWE
XVLQJ'XDO 7UDFN $JLOH ,Q FRQWUDV'
DQG IRU ZKDW UHDVRQV HDUO\ VWDJF
WKHLU SURGXFW GHYHORSPHQW SUR
HDUO\ VWDJH WHFKQRORJ\ FRPSDQLH
XVH 'XDO 7UDFN $JLOH WR HQVXUH W
FXVWRPHUVY QHHGYV DQG WR EXLOG
SRWHQWLDO XVHUV ZKR FDQ EH YDO?’
VWDJHV ORVW UHVHDUFKHG VWDUWX:
'XDO 7UDFN $JLOHDGRSWHUV GR QRW
EXW LQVWHDG WKHLU ZRUNIORZV

PDQDJHPHQW DQG VRIWZDUH GHYHOR
DOVR IRXQG WKDW PRUH GHILQHG SUR
DUH LQWURGXFHG DV FRPSDQLHV JUR

.H\ZRUGV2$JLOH VRIWZDUH GHYHOR
HQJLQHHULQJ (QJLQHHULQJ PDQDJHF

, 1752'8&7,21

,Q DQ HDUO\ SXEOLFDWLRQ
GHVFULEHG KRZ DQ LQFUHDVLQ:
FUHDWHG D FRPSHWLWLYH ODQ¢
GHYHORSPHQW > @ *RRG TXDOLW
ORQJHU HQRXJK WR SOHDVH SHRS!
WRROV WKDW VROYH WKHLU SURE
1DWXUDOO\ FRPSDQLHV GHYHORS
WHVW LWHUDWH DQG H[SHULPHQ
NHHS XS ZLWK WKH FRPSHWLWLRC
HQWHUV WKH PDUNHW XVHU H[SH
WKHP LGHDV DERXW ZKDW RWX3 8

,Q RUGHU WR VWDQG RXW IURP
ZDVWH WLPH RQ IHDWXUHV WKDW
WHFKQRORJ\ FRPSDQLHV QHHG W
YDOLGDWH SURGXFW LGHDV DQG ¥
LGHDV DUH LPSOHPHQWHG 7KH 'XI
DV WKH &RQWLQXRXV 'LVFRYHU\ D
3URGXFW GHYHORSPHQW WHDPV D
FRPELQLQJ WKH 'LVFRYHU\ DQG
SDUDOOHO $FFRUGLQJ WR WKLV P
VRIWZDUH GHYHORSPHQW SURFHV
UHVHDUFK DQG YDOLGDWLRQ

BWDUWXSVY] DGRSWLRQ RI WKH
QRW ZLGHO\ UHVHDUFKHG LQ DFD
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VSHFLILFDOO\ RQ HDUO\ VWDJH FRPSDQ'
SUDFWLFHYV

7KH PDLQ JRDO RI WKLV VWXG\ ZDV WR
DGRSW 'XDO 7UDFN $JLOH LQ SUDFWLFH
JRDO LQWR WKUHH FRPSRQHQWY DQG VF
TXHVWLRQV ZHUH FRQVLGHUHG
" :KDW DUH VWDUWXSVY PRWLYDW
&RQWLQXRXV 'LVFRYHU\ DQG 'HOL
WKH\ GR XVH LW"
" :KDW &RQWLQXRXV 'LVFRYHU\ DC
SUDFWLFHVY GR VWDUWXSV DGRSW |
LQWR WKHLU SURFHVVHV"
" +RZ GRHV WKH VFDOH RI WKH FRPES
&RQWLQXRXV 'LVFRYHU\ DQG 'HOLY
7KH VWXG\ ZDV RUJDQLVHG LQ WZR
UHYLHZHG WKH H[LVWLQJ ZRUN WR XQ¢
$JLOH DQG WKH FKDOOHQJHV WKDW FRI
LQWHUYLHZHG ILYH GLIIHUHQW VWDUW X
LPSOHPHQW 'LVFRYHU\ DQG 'HOLYHU\ L

6HFWLRQ SUHVHQWV WKH UHODWHG
VWXG\ 6HFWLRQ GHVFULEHV WKH PHWK
DQG LQWHUYLHZ VWDUWXSV 6HFWLRQ\
DQDO\]HLQWHUYLHZ UHVSRQVHV RQ WKH
DQG 'HOLYHU\ UHVSHFWLYHO\ 6HFWLRQ
RI WKH LQWHUYLHZV 6HFWLRQ SURSRV
WKH VWXG\ DQG 6HFWLRQ FRQFOXGHYV
IXWXUH ZRUN

., Bs$7( :25.

6LQJOH DQG 'XDO 7UDFN $JLOH PHWK
VLPLODU SKLORVRSK\LQ WKDW WKH\ ERV
IOH[LELOLW\ LQ VRIWZDUH DQG SURGXF

$ 6LQJOH 7UDFN $JLOH

0DQ\ FRPSDQLHV GHYHORSLQJ GLJLWD
DGRSWHG DQ $JLOH DSSURDFK WR VRI
7UDGLWLRQDO $JLOH PHWKRGRORJ\ IR
IXQFWLRQDOLW\DQG LV IOH[LEOBIGVR DG
UHTXLUHPHQWYV > @ +RZHYHU WKHUH DI
ZLWK $JLOH GHYHORSPHQW JLYHQ WI
ODQGVFDSH

JLUVW $JLOH WUHDWYV 3ZRUNLQJ VRIW
SULPDU\ PHDVXUH RI SURJUHVV > @ 7K
WHFKQLFDO H[FHOOHQFH DQRHEXQRWLQ.
DGGUHVV WKH XVHU SHUVSHFWLYH VLG
'LWKRXW D SURFHVV WR FORVH@ FRXS(
UHVHDUFK WKH SURGXFWV PD\ HQG XS
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Opportunities, Opportunities,
Ideas, Ideas, Ideas,
Problems to Solve

Problems to Solve Problems to Solve
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OOO0:

Dotennally

 5uild - Measure - Learn

Business

DELIVERY

Outcomes

Dotennal\y
smppmle

Software

Dotenmlly Dotemlally

shlppab\e §h1ppab\e Shippable

Software Software Software

JLIXUH 7KH 'LVFRYHU\ '"HOLPHU@PRG}
HQJLQHHULQJ ZLVH EXW VRPHWW
OLNH RU XVH :LWKRXW DQ DSSWHR
&HQWHUHG 'HVLJQ HOHPHQWYV $J
GLVVLPLODU IURP :DWHUIDOOQ XKl
D GLVFUHWH SKDVH RI VRIWZDUH
ILQDO RQH > @

6HFRQG $JLOH DVVXPHV WKH Sl
SEXVWRPHU” L H D VWDNHKROGEH
UHTXLUHPHQWY DQG VHWV SULRUL
6HGDQR HW DO KLJKOLJKW WKDW
KRZWRLGHQWLI\VWDNHKROGHUYV
RU WXUQ WKLV XQGHUVWDQGLQJ L
UHDGLO\ LPSOHPHQW > @ $JLOF
VXSSRUW IRU FRQVWDQWO\ HYF
VWDNHKROGHUV FKDQJHV DQG I
UHTXLUHPHQWY DUH \HW WR EH X

L QWHUHVWLQJO\ WKH WZR LVV}
EHHQ LGHQWLILHG HYHQ EHIRUH
FUHDWHG LQ * L GE IDAFG SOV F
(QJLQHHULQJ O0DSXEIGIPVHKHE LQ
LQWUR@REHGNVLRQD DWV' B GSIRVHQ W |
GHOLYHULQJ D VIVWHP WR XVHUV
YHUVLRQV  WR DOORZ IRU FKDQJL:
SLYRWYVY DQG FROOHFWLQJ SOHQ\
WKHLU (YROXWLRQDU\ '"HOLYHU\
JXLGDQFH RQ KRZ H[DFWO\ WHDPYV
UHTXLUHPHQWY RU KRZ DQG DW
LQYROYH HQG XVHUV LQ WKH IHH¢

% 'XDO 7UDFN $JLOH

'XDO 7UDFN $JLOH RU &RQWLC
'"HOLYHU\ LV D QHZ W\SH RI $JLOH
VROYH WUDGLWLRQDO $JLOHTV )
BURGXFW 'LVFRYHU\ WKH DELOLW
SURGXFWYVY VHUYLFHV RU IHDWXU|
'"HOLYHU\ WKH WHFKQLFDO LPSOH
WKH LGHQWLILHG RXWSXWYV RI 3U|
SDUDOOHO DV GHILQHG E\ 7ULHIO
&DJIJDQ &RQWLQXRXV 'LVFRYHU\ D!
RSSRVHG WR D PHWKRGRORJ\UVH@

JROORZLQJ WKH REVHUYDWLRQ '
'LVFRYHU\ DV D QHFHVVLW\ EXW
DSSURDFK WR FRQGXFW 3URGXF\
DFWLYLWLHV’ 7TULHIOLQJHU HW
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LPSOHPHQWDWLRQ DSSURDFKHV WR '"XD
OLWHUDWXUH

3D\ WR /HDUQ 3D\ WR 34X ®)XF V&\F
'LVFRYHU\ LV FDUULHG RXW LQ WK
F\FOH ZKLOH 3URGXFW 'HOLYHU\ LV
sSD\ WR EXLOG” F\FOH ,Q WKH 3SD\"
WKH SURFHVV EHJLQV ZLWK WKH JL
VXFK DV SHUIRUPLQJ LQWHUYLHZV
FOLHQWY DQG RWKHU UHODWHG LQ\
WHVW HDFK LGHD RQH RU PRUH
HVWDEOLVKHG EDVHG RQ WKHVH LG
XVHG WR WHVW WKHRULHV DQG JRR
WR WKH SURGXFW EDENORJ $ ILU"
FRQFHSW LV LQWURGXFHG DQG VKLS
WKH SD\ WR EXLOG F\FOH DQG Wi
REWDLQHG 2 WKLV VHUYHV DV LQS
'LVFRYHU\ F\FOH

1RZ QH[W ODWHU 3URGMRNEGXERDG
URDGPDSY WKDW IDFLOLWDWH WKF
IHDWXUHV RU VHUYLFHV IREXVHG
EXVLQHVV YDOXH DUH NQRZQ DV
URDGPDSV 7KHPH EDVHG URDGPDS
RXWFRPH GULYHQ URDGPDSV DGG [
RI DJJUHJDWLRQ WKHPHV IURP ZK
RXWFRPHYV DUH GHULYHG 7KH WKUH
HQH[WY DQG HODWHUY LQ ERWK |
LQGLFDWH WKH WLPH KRUL]JRQ |
WLPH EDVHG URDGPDSV
BURGXFVBURWBRFW .DWD LV D IRXU V\
IRU DVVLVWLQJ 3URGXFW WHDPV LC
FRPPRQ JRDO OHDUQLQJDERXW FX'
GHWHUPLQLQJ WKH EHVW VROXWLI
KLJK OHYHO PRGHO ZLWK WKUHH '
VWHSV DIWHU ZKLFK WKH WHDP P
'HOLYHU\ LPSOHPHQWDWLRQ SUR
RSWLPL]DWLRQ’

/HDQ 6SULKQWVW\SH RI 'XDO 7UDEN
LPSOHPHQWDWLRQ ZDV LQWURGXFHI
DXWKRU RI 36FDOLQJ /HDQ ~ 6SULQ
WZR ZHHNV ORQJ DQG HDFK SKD\
GHYHORSPHQW FRQVLVWV RI RQH 'L
RQH RU PXOWLSOH '"HOLYHU\ VSULG
YDULHW\ RI LGHDV DQG K\SRWKH\
VXJJHVWV IRUPLQJ D FURVV IXQF
GHYHORSPHQW WHDP WKDW LQF(
VRIWZDUH GHYHORSHUV DQG PDUN
'XDO 7TUDFN(BPFUXWPUDFN KDV LWV RZG
WKH p'XDO 7UDFNB6FUXPY WHFKQLTX
DQG GHYHORSHUV XVXDOO\ PDNH X
WHDP ZKLOH GHYHORSHUV DQG VRI
XS WKH 'HOLYHU\ WHDP 7R LPSURYH
DQG ZRUNIORZ EHWZHHQ WKH WZI
UHFRPPHQGHG WKDW D 3URGXFW 22
RQ ERWK WHDPV 7KH 'LVFRYHU\ WH
IURP XVHUV FUHDWHV SURWRW\SH
,GHDV DUH FODVVHG DV :PDWXUH"
WR WKH VFUXP EDFNORJ DQG LPSC¢
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SLPPDWXUH" QRW XVHIXO IRL

EH LPSOHPHQWHG E\ WKH "H\
ORVW &RQWLQXRXV 'LVFRYHU\ D
I[URP 7ULHIOLQJHUYYV OLWHUDW
FURVV IXQFWLRQDO 3URGXFW GH
ODUJHO\ D FKDUDFWHULVWLHHRI C
JLOQGLQJ VXLWDEOH ZRUNIORZYV
VPDOOHU WHDPV DQG VWDUWXSYV ¢
DQG D VPDOO QXPEHU RI HPSOR\Ht
TXLFNO\ WR PHHW WKH PDUNHW
HDUO\ VWDJH VWDUWXSV DGRSW W
VWUXFWXUH LW FRPSDUHG WR OIL
'XDO 7UDFEN $JLOH EULQJV WR WK

Or+2'2/2%<

‘H LQWHUYLHZHG ILYH IRXQGI
HPSOR\HHVY DW WHFKQRORJ\
VRIWZDUH EDVHG SURGXFWV 7K
EHWZHHQ ODUFK DQG 0D\ ,Q WK
OLPLWHG UHVRXUFHV 2 WKHUHIRU
DSSURDFK WR LQWHUYLHZ D VPDO(
VLIQV RI SRWHQWLDO WR EH VXFFF
YDOXDEOH OLWHUDWXUH 7KLV Pt
WHQWDWLYH EXW WKH\ DUH LQGLF
E\ VWDUWXSV LQ GHYHORSLQJ QH
$JLOH ZD\

$ 6HOHFWLRQ &ULWHULD

7KH UHVHDUFK WDUJHW JURXS
3URGXFW ODQDJHUV DQG (QJLQ
HPSOR\HHV 2 RQH RI WKH ILUVW W2Z
DUH\RXQJHU WKDQ HLJKW \HDUV R
DV LQGLYLGXDOV ZKR XVH 'XDO 71
'LVERYHU\ DQG 'HOLYHU\ SUREHV\

7KH WDUJHW FRPSDQLHV ZHUH IFf
UHFHQW YDOXDWLRQ WKURXJK H
(%,7'$> @ RIDWOHDVW PLOOLR
EXVLQHVV PXVW UHYROYH DURXQC
VHUYLFH V WKDW DW WKH WLPH
LQGLYLGXDO XVHUYV

% S5HVHDUFK 3DUWLFLSDQWYV

SDUWLFLSDQW $ &RPPSID@\ &
WZR \HDU ROG 6DD6 FRPSDQ\ EDV

DSSUR[LPDWHO\ PLOOLRQ 86"
UHDOLW\ DSSOLFDWLRQV IRU Vk
EXLOGLQJVY LQWHULRUV DQG H[W
SHRSOH IXOO WLPH DQG RXWVF
GHYHORSPHQW WHDP RYHUVHDYV
HQJLQHHUV FRQVXOWDQWYVY &RPS
SURSHUW\ GHYHORSPHQW ILUPV 7
DQRWKHU WZR \HDU ROG FRPSDQ
ODFKLQH 90 SURYLVLRQLQJ IRU
3DUWLFLSDQW $ LV WKH FR IRXQ
2IILFHU &72 RI ERWK FRPSDQLHYV
EDFNJURXQG LQ IXOO VWDFN VF
GHYHORSLQJ 90 DQG &ORXG &RPS
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3SDUWLFLSDQW %&&RBOMO\%HLV D
WZR \HDU ROG 8QLWHG 6WDWHV EDVHG
FRVW DQDO\WLFV VWDUWXS ZLWK D YDO>»
PLOOLRQ 86' 7KH FRPSDQ\ KDV HPSOR
FRUH SURGXFW LV D SODWIRUP WKDW ¢
WHDPV XVH WR SODQ DQG SUHGLFW DQG
LQIUDVWUXFWXUH FRVWV $W WKH WLPH
KDG RYHU XVHUV LQFOXGLQJ VHY
HQWHUSULVHV &RPSDQ\ % GHVFULEH\
RSHQ FRUH WKHLU HQJLQH LV RSHQ VR
3DUWLFLSDQW % WKH FRPSDQ\TV FR IRX
SURIHVVLRQDO EDFNJURXQG LQ VLWH U
PDMRU WHFKQRORJ\ FRPSDQLHV DQG IXC
VWDUWXSV 7KH\DOVR KDYH D %DFKHOR!
6FLHQFH IURP 8& %HUNHOH\

3DUWLFLSDQW & &RPISDM\ & LV D
WZR \HDU ROG 8QLWHG .LQJGRP EDVHG "
GLJLWDO DSSOLFDWLRQ WKDW DOORZV X
DQG LQVXUDQFH RI WKHLU FROOHFWDE
PDUNHW LV SULPDULO\ OX[XU\ FDU FR
OLIHVW\OHV ZKR RXWVRXUFH WKH PDQ
SRUWIROLR 7KH SURGXFW LV FXUUHQW
RYHU XVHU VLJQ XSV KDV D YDOXDWL
86' DQG ILYH IXOO WLPH HPSOR\HHV 3
IRXQGLQJ HQJLQHHU RI WKH FRPSDQ\
EDFNJURXQG LV LQ EXLOGLQJ IXO0 VW
DSSOLFDWLRQV DQG WKH\ KDYH D %DFK*#
BFLHQFH IURP 7KH 8QLYHUVLW\ RI (GLQE

3DUWLFLSDQW ' &RPSDQ\ " LV D
8QLWHG .LQJGRP EDVHG VWDUWXS ZLWK
DURXQG PLOOLRQ 86' IRFXVLQJ RQ
VFUDSLQJ VROXWLRQV IRU ILQDQFLD
JRYHUQPHQW RUJDQLVDWLRQV ORVW RI

SURMHFW EDVHG &RPSDQ\ ' KDV EHHQ
W\A\SHV RI SURMHFWY VLQFH DQG FXUU
HPSOR\HHV 3DUWLFLSDQW ' LV WKH ¢

THFKQRORJ\ LQ WKH FRPSDQ\ RYHUVHH
GHYHORSPHQW WHDPTV ZRUN 7KH\ KD
EDFNJURXQG LQ ORZ OHYHO VRIWZD
HQJLQHHULQJ DQG IXOO VWDFN VRIWZD
3DUWLFLSDQW ( &RPSDQ\ ( LV D
WKUHH \HDU ROG FRPSDQ\ EDVHG LQ 5R
(XURSHDQ KLJKHU HGXFDWLRQ PDUNHW
DOORZV SURVSHFWLYH VWXGHQWY DQC
FRQVXOWDQWY WR PDQDJH PXOWLSOH
DSSOLFDWLRQVLQRQHSODWIRUP &RPS
YDOXHG DW PLOOLRQ (XURV DQG KDV L
KDOI RI ZKLFK DUH IXOO WLPH 3DUWLFLE
%XVLQHVY '"HYHORSPHQW ODQDJHU ZKR |
ZLWKLQ WKH ILUVW HPSOR\HHV +RZHY|
SHUVRQ WR EH KLUHG WR IRFXV VSHFLIL
7TUDFN 7KHLU SURIHVVLRQDO EDFNJURX
DQRG HQWUHSUHQHXUVKLS WKHPHG HYH
KDYHD %DFKHORUYVY GHJUHH LQ ,7 DQG ¥
I[URP ODQFKHVWHU 8QLYHUVLW\
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& ,QWHUYLHZ 3URFHVV

7KH QDWXUH RI WKH VWXG\ LV F
VFKHGXOH ZDV FRQVWUXFWHG LQ
DYRLG UHVHDUFKHU V ELDV DQG C
WR EH FROOHFWHG ZH XVHG RSHQ
ZLWK HDFK SDUWLFLSDQW ZHUH FF
D YLGHR FRPPXQLFDWLRQV SODW
EHWZHHQ RQH DQG WZR KRXUV W|

$W WKH VWDUW RIWKHLQWHUYL
D QXPEHU RI TXHVWLRQV WKDW F
VXFK DV FRPSDQ\ YDOXDWLRQ
WHFKQRORJ\ VWDFN RU FRQFUF
PHWKRGRORJLHV 7KLV GDWD DO
FRQWUDVW WKH VWDUWXSV RQ W|I
REMHFWLYH REVHUYDWLRQV

I DWHU LQ WKHLQWHUYLHZ HDFK
WR ILUVW GHVFULEH WKHLU 'LVF
'LVFRYHU\ PHDQV WR WKHP ZKR
'LVFRYHU\ HIIRUWYV ZKDW 'LVFRY
FROOHFW DQG ZKDW WKH\ GR ZLW
GR WKH VDPH ZLWK '"HOLYHU\ H J
ZKR OHDGV '"HOLYHU\ DW WKHLU FR
DQG XVLQJ ZKLFK WRROV LI DQ\
LOWHUYLHZ WKH SDUWLFLSDQWYV
WKH\ EULGJH 'LVFRYHU\ DQG 'HOL"
WRROV SHRSOH RU PHWKRGROR.

" 'DWD 3URFHVVLQJ

7KH DXGLR H[WUDFWHG IURP W|
XVLQJ $PD]JRQ 7UDQVFULEH WR |
WUDQVFULSWV LQ -621 IRUPDW >
LQWR D KXPDQ UHDGDEOH IRUPDW
OLEUDU\ WR FRQYHUW WKH WUDQ"
IRUPDW > @ 7KLV ZD\ ZH ZHUF
SDUWLFLSDQWY UHVSRQVHV WR V
WKHPHV EDVHG RQ WKH WLPHV)
UHVSRQVHV DQG FRPSDUH ZLWK
UHJDUGLQJ WKDW WRSLF RU WKHI

,9 Y(' .68&29(545%4.

7KLV VHFWLRQ SUHVHQWV VXF
UHVSRQVHV WR 'LVFRYHU\ UHODW
WKHPHYV

$ ,QWHUYLHZ 5HVSRQVHYV

BDUWLFLSDQW ®&RBRSBRDS & X
DV SURMHFW EDVHG ZKHUH WKH
SURSHUW\ YLVXDOLVDWLRQ (DFK
SURYLGLQJ D SURSHUW\ SODQ DQ
WR GR SURJRW@WHOOR ERDUG >
SURWRW\SH LV WKHQ FUHDWHG I
UHYLVLRQV

7R PDNH UHYLVLRQV LQ WKH

FRPSDQ\ 3DUWLFLSDQW $ ZRXOG
HYHU\ VLQJOH ZHHN DQG ZDON ZL
KHDGVHW DQG OLVWHQ WR WKHP 2
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95 GHOLYHUDEOH’ +RZHYHU WKLV SUR’
DQG 3VXFK D KDVVOH"’

3DUWLFLSDQW $ *HQGHG XS ZULWLQJ
DSSOLFDWLRQ  &OLHQWYV ZHUH JLYHQ DF
ZKHUH WKH\ FRXOG *GUDZ D OLWWOH UH
RQ ZKDW WKH\ ZDQW WR FKDQJH 7KLV |
VSHHG XS DQG VFDOH WKHLU 'LVFRYHU\ ¢
ZRXOG DXWRPDWLFDOO\VSDZQ XS D *WR
WKH SURGXFW GHYHORSPHQW .DQEDQ E
FORVHG IHHGEDFN ORRS ZLWK WKH GHY

$XWRPDWLQJ WKHLU 'LVFRYHU\ SURFH
$ VSRW SDWWHUQV DFURVYV GLIIHUHQW F
LQLWLDO SURWRW\SHVY DQG VKRUWHQ V
PRQWKY WR ZHHNYV

3DUWLFLSDQW % RRPBO\QPh RSHUDW

LQ WKH VRIWZDUH LQIUDVWUXFWXUH VSI
FR IRXQGHG D WZR SHUVRQ RSHQ VRXUF|
WHVW WKHLU LGHD )JURP HDUO\ VWDJHYV
WKH FRUH RI WKHLU HQJLQH DOORZHG Wk
D PDUNHW IRU WKH WRRO YLD JURZLQJ *
LQFRPLQJ RXWVLGH FRQWULEXWLRQV ¢
ZHUH FROOHFWLQJ XVHU IHHGEDFN DQG |
*LW+XE ,VVXHV

$V WKH WRRO V SRSXODULW\ JUHZ &R
FRPPXQLW\ 60DFN ZRUNVSDFH IRU WKH
SURYLGH FXVWRPHU VXSSRUW DQG REVF
FRPSDQ\FRXOG DGGUHVV > @ B6ODFN D¢
S FORVH UHODWLRQVKLSV ZLWK SRZHU X\
VKDUH PRUH GHWDLOHG IHHGEDFN"

JHHGEDFN DQG IHDWXUH UHTXHVWV
SSURGXFW WKHPHV DUHDV RI LPSUR
RSSRUWXQLWLHV" ZKLFK DUH WKHQ 3L
URDGPDSV’ 7DVNV DUH SULRULWL]HG ED
WKH LVVXH" HJ 3D VHFXULW\ EXJ ZL
SULRULW\" LPSOHPHQWDWLRQ VFRSH [
GHSHQGV RQ JHWWLQJ WKLV GRQH” 2 IRU
HQWHUSULVH FOLHQW LV DVNLQJ IRU D
&RPSDQ\ % LGHQWLILHY WKDW WKHUH P
FXVWRPHUV IDFLQJ VLPLODU SUREOHP"
SULRULW\ ZLOO EH KLJK

3DUWLFLSDQW & &RPEWDRLD QW

GHVFULEHV WKH 'LVFRYHU\ SURFHVVHV F
PDQDJHPHQW DSS DV PRVWO\ DG KRF DQ
SEXLOGLQJ SHUVRQDO UHODWLRQVKLSYV
WKDW HPHUJHG IURP WKH IRXQGHUVY S

3DUWLFLSDQW & EHOLHYHV WKDW W
RUJDQLVHG 'LVFRYHU\ SURFHVVHV IRXQ
GLVWUDFW \RX IURP WKH JRDOV ZKHQ W]
DQG WKH\ UHPDUNHG WKDW 3LW ZRXOG .
DQG LW ZRXOG QRW ILW LQ FRUUHFWO\
FKDRWLFDOO\ WRJHWKHU DQG WKDWYV
WKH EHVW WKLQJV HYHU~ 3DUWLFLSDQV
ZLWK *H[SHULHQFHG LQWHOOLJHQW WH
WKHP WR FRPPXQLFDWH ORRVH UHVHD!L
SODQV DQG IHDWXUH URDGPDSV YHUED
WKHLU KHDG"
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,Q DGGLWLRQ &RPSDQ\ & UHOL
6DD6 WRROV WR FRQGXFW 'LVFRY
)XOO6WRU\ WR FROOHFW XVDJH V
PHWULFV IURP WKHLU SULYDWH Et
LQWHUSUHWHG E\ WKH IRXQGLQJ V
WKH\ WKHQ JR RQ WR LPSOHPHQW

3DUWLFLSDQW '&RPEION\V 'GH'
ZHE VFUDSLQJ DQG VHDUFK SURG)
EDVLV (DFK SURMHFW EHJLQV ZLW
IXQFWLRQDO UHTXLUHPHQWYV +R:Z
DPRXQW RI YDULDQFH EHWZHHQ F
"KDV WR UHVHDUFK JRYHUQPHQW |
GRFXPHQWDWLRQ LQGHSHQGHQW:

*LYHQ WKH QDWXUH RI WKH FRQW
VXEMHFW WR JRYHUQPHQW UHJXO
KDSSHQV LQ KRXVH 3DUWLFLSDC
LWHUDWLRQ WKH\ ZRXOG KDYH 3G
UDQJH RI FURVV IXQFWLRQDO WHD
WKH RUJDQLVDWLRQ  )RU &RPSDC
EHFRPH D YHU\ FRUH ZD\ Rl EHLQJ
TXLFNO\ IRU WKLQJV WKDW PLJ
LPPHGLDWHO\ YLVLEOH HYHQ WR |
EHFRPH LQSXW IRU WKH QH[W 'HOI

ZHHN VSULQW
3DUWLFLSDQW ( &RPSD@\ ((

GHYHORSLQJ DQ DOO LQ RQH S
DSSOLFDWLRQ PDQDJHPHQW $W W
ILUVW TXLFNO\ EXLOW D SURWRW\
DQG WKHQ *SDUWLFLSDWHG LQ HG
WR JHW DFFHVV WR D QHWZRUN
FRQVXOWDQW DJHQFLHV  7KHQ
FDOOV ZLWK WKHP SUHVHQWLQJ Z
IXWXUH"~ VKRZLQJ WKHP WKH YDO
DQG REVHUYLQJ UHDFWLRQV

3DUWLFLSDQW ( KLIKOLJKWYV T)
JDWKHULQJ IHHGEDFN IRU WKHLU
ZHHNV® 3DUWLFLSDQW ( VKRZV FX
WKH SURGXFW REVHUYHV WKHP X
FROOHFWLQJDQVZHUV WR TXHVWL
KHUH"" *:KDW GR\RX VHH WKHUH"’
$:HYUH ZRUNLQJ WRZDUGV WKLV It
DERXW LW"~

&RPSDQ\ ( XVHV 3URGXFWERDL
DQVZHUV DQG LGHDV LQWR WKHPF
SULRULWLVDWLRQ SURFHVV ZLWHK
VFRSH XUJHQF\ DQG *PDUNHW RS
2QFH IHDWXUHV DUH GHWHUPLQHC
'"HOLYHU\ F\FOH )RU 3VPDOO EXJ
FRQWDFWHG GLUHFWO\ LQ D GHGI

% $QDO\VLV

'LVFRYHU\ GLIIHUV VLJQLILFD!
FRPSDQLHV YHUVXV FRPSDQLHV Z
&RPSDQLHV $ DQG ' WA\SLFDOO\ K
UHTXLUHPHQWY IURP FOLHQWYV W|
LWHUDWH RQ ZKHUHDV &RPSDQLH
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WKH PDUNHW DQG WKHQ QDYLJDWH WK
WKHPVHOYHV

&RPSDQLHV % & DQG ( YDOXH EXLO
UHODWLRQVKLSY DQG GLUHFWO\ WDONL!
WR XQGHUVWDQG WKHLU QHHGV RYHU KD
'LVFRYHU\ SURFHVVHV $V VXFK WKHLQL
HQWHU WKHLU '"HOLYHU\ 7JUDFN DUH VRP
QDWXUH

W LVLPSRUWDQW WR QRWH WKDW LQ W
& DQG ( IRXQGHUV DGPLWWHG WKDW WK
DQG FRQQHFWLRQV JDYH WKHP D KHDG \
WKH PDUNHW DQG FXVWRPHUY QHHGV ,W
D SUHUHTXLVLWH IRU EXLOGLQJ D WHFK.
OLNHO\WKDW LW KHOSV WKHP VDYH WLPFH
KDYH WR EH GHYRWHG WR FRQGXFW LQLW
UHVHDUFK RWKHUZLVH

$QRWKHU REVHUYDWLRQ LV WKDW IR.
VSHFLILF WRROV 7UHOOR *LW+XE
3URGXFWERDUG WKDW HDFK FDUU\ D
6LPLODUO\ DXWRPDWLQJ XVHU IHHGEIL
FRPPRQ WKHPH DPRQJ $ ZLWK 95 DSS %
,VVXHV 60DFN DQG& ZLWK )XOO6WRU\
WKDW WKHVH WRROV WKHPVHOYHV KHOS
SURFHVVHY DQG OLQN WKHP ZLWK 'HOL)

9 F('(/,9(5<T5%&.

7KLV VHFWLRQ SUHVHQWYV VXPPDUL]
UHVSRQVHV WR '"HOLYHU\ UHODWHG LQ
WKHPHYV

$ ,QWHUYLHZ 5HVSRQVHV

3DUWLFLSDQW $&RBSDQSEULGIH\
'LVFRYHU\ DQG 'HOLYHU\ YLD D 7UHOOR .
VHW XS IRU HDFK SURMHFW $00 GHYHOR
UHPRWH 6RIWZDUH GHYHORSPHQW WHD
*GHYHORSHUV DUH PDQDJHG E\ LQ KRXV
7KH 3URMHFW O0DQDJHUV DUH UHVSRQV
YHULILFDWLRQ DV ZHOO DV WDVN G
GHYHORSHUYV
(DFK SURMHFW LV VHW XS XVLQJ D &,
,QWHJUDWLRQ &RQWLQXRXV '"HSOR\PHQ
VLVWHU FRPSDQ\ SUHYLRXVO\ EXLOW
SURMHFW WKH SURMHFW PDQDJMU H[WU
IURP WKH FOLHQWV VSHFLILFBR/IGRRQ DQ
OLVW 2QFH D FDBGREGMPBMMBOWRSHU ZKH
LW VIRUWKH LQLWLDO YHUVLR®LRU SDU
WULJIJHUV WKH &, & SLSHOLQH DQG JHC
3URMHFW DQG UHYLVLRQ VFRSH YDULHYV
UHYLVLRQ WR UHYLVLRQ WKHUHIRUH W
QRW XVHG
3DUWLFLSDQW % &RPSDQ\ %V
(QILQHHULQJ WHDP ZRUNV LQ RQH ZHHN
ZLWK D VSULQW SODQQLQJ PHHWLQJ :K
DVNHG ZK\ MXVW RQH WKH\ VDLG WKDW
WRR PXFK IURP ZHHN WR ZHHN" DW D VWD
WKLV H[SHULHQFH ZLWK *RRJOH ZKHUHI
ZHHNV ORQJ
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&RPSDQ\ % KDV D &, & SLSHOLC
ORFDO EXLOGV QLJKWO\ DQG D
SURGXFWLRQ EXLOG LV UHOHDYV
ZHHNV 3DUWLFLSDQW % QRWHV Wt

VSULQW LW VKRXOG JHW SLFNHG
UHOHDVH" +RZHYHU VHFXULW\ IL
TXHXHV’

3DUWLFLSDQW & &RRBODO\
SULRULWLVHG EXLOGLQJ WKHLU
PRGXODU DQG VFDODEOH" ZKLFK
LPSOHPHQW DQG WKHQ UHOHDVH
QXPEHU RI FXVWRPHUV WKDW WK
UHODWLRQVKLSV ZLWK IRU WNHVW

3DUWLFLSDQW & QRWHG WKH\ EX
ZRXOG DFFRXQW IRU SLYRWV DQG
QHZ IHDWXUHV HDV\ DQG LQWXLW
DGGV QHZ LPSURYHPHQWY WR WK|
GDLO\

3DUWLFLSDQW ' & BBWDELSD(

'HOLYHU\ DV 3SDUDOOHO WR 'LVF
QHHGV WR EH GRQH LQ D GLIIHUH

7KHLU HQJLQHHULQJ GLYLVLRQ
'"HY2SV HQJLQHHUV DQG VRIWZDU
WKDW DUH MXVW VWDUWLQJ RXW
IRU VFDIIROGLQJ RXW WKH DUFKLW
SLSHOLQH DQG WKH 6RIWZDUH WH
DQG WKHQ GRHV IHDWXUH LWHUDW
ZHHN VSULQWY LQ OLQH ZLWRVW

+RZHYHU 3DUWLFLSDQW ' QRWH
WR WKHP DQG DW WKH EHJLQQLQ
&RPSDQ\' LQWURGXFHG VSULQWYV
VFDOHG

3DUWLFLSDQW (3®RMBLFQ\S D Q

GLUHFWO\ LQYROYHG LQ WKH 'HOL
XQFOHDU KRZ WKRVH DUH PDQEL
(QJLQHHULQJ WHDP

% $QDO\VLV

BURMHFW EDVHG FRPSDQLHV $LC
VHW RI UHTXLUHPHQWY WKHUHIR!
WKH VDPH IRUHDFK SURGXFW WKH'
SLSHOLQHV WR JHQHUDWH L (KM

&RPSDQ\ % GHOLYHUV WKHLU S
GHILQLWLRQ VWDUWLQJ ZLWK L¢(
SXEOLF *LW+XE UHSRVLWRU\ 2QfF
UHOHDVHG DQG WKH WHDP JUHZ
SURFHVVHV ZHUH LPSOHPHQWHG
UHOHDVHV %L ZHHNO\ UHOHDVH"’
HISHFWDWLRQV DQG KHOS RUJDQ
IRU WKHLU JURZQ WHDP

&RPSDQ\ & GHVFULEHG D GLIIHU
WKHLU VRIWZDUH W LV VRPHZKLEL
VRIWZDUH GHYHORSPHQW SURFHV
YHUVLRQ RIWKHDSSOLFDWLRQ ZD
LV GLITHUHQW IURP :DWHUIDOO LC
UHVHDUFK DORQJVLGH EXLOGLQJ
IROORZLQJ DQ LQLWLDO VHW RI
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ORUHRYHU WKH VRIWZDUH LV EXLOW LQ |
WR DOORZ IRU IXWXUH FKDQJHV 7KH UHL
SROLVKHG EHWD DQG QRW D PDNHVKLIW
QDWXUH RI & V WDUJHW PDUNHW WKHL
QHW ZRUWK LQGLYLGXDOV 7KHVH SHRS(
WR SURYLGH IHHGEDFN IRU VHYHUDO SUF
WKH LQLWLDO YHUVLRQ GRHVY QRW DSSH
WKH\ PD\ ORVH LQWHUHVW LQ WKH SURG
HI[FOXVLYH DQG OLPLWHG LQD/QQA]H WKL\
$00 RI WKH UHVHDUFK SDUWLFLSDQWYV
VRIWZDUH HQJLQHHULQJ EDFNJURXQG

9, Bes/76

7R DGGUHVV WKH WKUHH UHVHDUFK T
BHFWLRQ ZH IRUPXODWHG WIRK) UHVXO
VXPPDUL]HG DQG DQDO\JHG LQWHUYLHZ

$ 6WDUWXSVY PRWLYDWLRQV WR XVH '>

3URYLGHG WKDW WKH UHVHDUFK SDUW
EDVHG RQ VHOI LGHQWLILFDWLRQ DV 2D S
RU &RQWLQXRXV 'LVFRYHU\ DQG 'HOLYF
GHYHORSPHQW SURFHVVHV' ZHFDQ FRQ
ODQDJHPHQW PRGHO LV LQGHHG XVHC
FRPSDQLHV ,Q WKHLU RZQ ZRUGV SDUW
WR 3YHULI\ WKH PDUNHW " 3YHULMN QHHG’
DQG WHVW XVHU EHKDYLRXU" 3QRW PDNI
DVVXPSWLRQV’  3WHVW K\SRWKHVHV’

,Q DGGLWLRQ WKH PRGHO EULQJV DQR
IRU VLQJOH SURGXFW VWDUWXSV LW
UHODWLRQVKLSY ZLWK SRWHQWLDO FX\
DOUHDG\ KDYH H[LVWLQJ XVHUV EXW Q
SUREOHP LQ WKDW WKH\ GR QRW KDYH D
7KHUHIRUH FRQWLQXRXVO\ HQJDJLQJ :
WDONLQJ WR WKHLU XVHUV RQ D RQH W
EX\ LQ IURP FXVWRPHUV DQG XVH WKD)
IHHGEDFN DQG LGHDV

% &RQWLQXRXV 'LVFRYHU\ DQG 'HOLYH

6RPH VLPLODULWLHY GR H[LVW EHW
OLWHUDWXUH ILQGLQJV &RPSDQLHV %
IRUP RI D URDGPDS DV D ZD\ WR EULGJ}
'"HOLYHU\ +RZHYHU QRQH RI WKH VWXG\
DV VWUHDPOLQHG RID'XDO 7UDFN $JLOH
E\ 7ULHIOLQJHU HW DO DQG LQVWHDG D
WR (YROXWLRQDU\ '"HOLYHU\ > @

‘H REVHUYHG WKDW HDFK FRPSDQ\fV L
WKH 'XDO 7UDFN PRGHO GLIIHUHG WR DQ
WKDW WKHUH LV QR XQLYHUVDO WRRO R
DGRSW 6LQJOH SURGXFW EDVHG VWDUW
DUH RYHUDOO TXLWH VLPSOH DQG DUH
VSHFLILF WRROV

:KHUH SRVVLEOH VRPH RIRXU VWXG\ ¢
DXWRPDWH WKHLU &, & SURFHVVHYV DQC
FROOHFWLRQ HJ WKURXJK)XOO6WRU\I
60DFN IRU % 7UHOOR IRU $ HDUO\ RQ
UHVRXUFHYV
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7KH LPSOHPHQWDWLRQ RI WKH P
VWDUWXSV EXVLQHVV PRGHO 3U
' RU FRPSDQLHV WKDW KDYH DO
LQYHVW LQ LPSOHPHQWLQJ UREX
SURFHVVHV EHFDXVH WKH\ DUH ¢
ZKRVH SUREOHPV VROXWLRQV Q
LQVWHDG 2 IRU FOLHQWYV ZKR NQR:
EDVH WKDW WKH\ DOUHDG\ NQRZ
(DUO\ VWDJH VLQJOH SURGXFW [
DQG 'HOLYHU\ SURFHVVHV DSSHDL
WRROV WKH\ XVH 7UHOOR )XO0O
RYHU IRFXVLQJ RQ WKH ZRUNIOR,
FRQFHSWV TXLFNHU
&RQWLQXRXV 'HOLYHU\ SUDFWLF
XQLIRUP DQG PRUH VWUHDPOLQH(
7KH\ DOO DSSHDU WR EH EXLOGL!
VFDODEOH ZD\ DQG PRVW XVH ¢
'LVFRYHU\ SUDFWLFHV GLIIHU EH
FXVWRPHUV WKH\ DUH GHYHORSL
HDFK UHTXLUH D GLIIHUHQW DSSU
DLPHG DW DVVHW FROOHFWRUV ¢
UHODWLRQVKLSYV DQG WUXVW YL
ZKHUHDV D GHYHORSHU WRROV
IHHGEDFN YLD SODWIRUPV WKDW (
DOUHDG\ XVLQJ HYHU\ GD\ VXFK |
$QRWKHU UHDVRQ ZK\ & RQWLQX
VWDUWXSV DSSHDUV PRUH VWUHD
WKDW PRVW SDUWLFLSDQWV LQGL
HQJLQHHULQJ ,W LV OLNHO\ WKDV
LQ GHYHORSLQJ VFDODEOH PRGX(
RU ODUJH PRGHUQ FRPSDQLHV DQ
TXLFNO\ DQG HIIHFWLYHO\ ,Q DGC
DV D ZKROH LV DZHOO GRFXPHQW
WR ILQG DSSURSULDWH SUDFWLFI

& 'XDO 7UDFN $JLOH DV VWDUWX:

‘H REVHUYHG WKDW LQ VPDOO V
VWDUWXSY GHILQHG 'XDO 7UDFN
XVHG SUHVXPDEO\ EHFDXVH WKH
IRU UHGXFLQJ WLPH VSHQW RQ
FRXQWHUSURGXFWLYH DQG DGPL(
WHDP VL]H DOORZV IRU FRRUGLQI

&RPSDQLHVY GRLQWURGXFH VRPI
HJ VSULQWY TXDUWHUO\URDGTF
WKH\ VFDOH $ % ' DQG KLUH PRU
WDNH VROH RZQHUVKLS RI FHUWEL

9,, f,7$7,216

J)LUVW WKH VDPSOH VL]H RI UHV
DV RQO\VILYH VWDUWXSV ZHUH LQV
WKRXVDQGYVY RI WHFKQRORJ\ SUR
HDFK \HDU ,W LV XQFOHDU ZKH
HDUO\ VWDJH FRPSDQLHV LQ Wk
'XDO 7UDFN $JLOH PRGHO LQ WKHL
QRWH LV WKDW SDUWLFLSDQWYV ZH
SDUWLFLSDWLRQ ZKLFK PHDQV \
LOQGXVWULHYVY DUH UHSUHVHQWHG
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QRW EH JHQHUDOL]JHG WR WKH ZKROI
HFRV\VWHP

6HFRQG WKH LQWHUYLHZV DUH UHWUT
WKDW WKH SDUWLFLSDQWYV IRUJRW KRZ
RYHU WLPH DQG GLG QRW PHQWLRQ RU SX
GHWDLOV WKH\ IHOW ZHUH XQLPSRUWDZC
YDOXDEOH IRU WKH VWXG\

7KL U G+ VMK R U QRD(I KFDFW# SOD\HG D SD |
WKLV RFFXUV ZKHQ SDUWLFLSDQWV LQ D
DUH EHLQJ REVHUYHG E\ VFLHQWLVWV D
XQFRQVFLRXVO\ DOWHU WKH ZD\ WKH\ D
JLYH> @ (YHQ WKRXJK WKH SDUWLFLSI
DQRQ\PLVHG LQ WKH ILQDO VWXG\ VRPH
FRQFHDOHG LPSRUWDQW LQIRUPDWLRQ
DYRLG ULVNLQJ WKH FRPSDQ\fV UHSXWD
FRPSDQ\UHYHDOHG WKDW WKHLU SURFH'
FKDRWLF DQG D SRWHQWLDO H[LVWLQJ
FRPSDQ\EDVHG RQ LWV GHVFULSWLRQ W
QRW WR LQYHVW LQ WKH IROORZLQJ UR

9,,, 28&/86,21

,Q WKLV VWXG\ ZH VHW RXW D JRDO \
VWDUWXSV XVH '‘XDO 7UDFN $JLOH LQ SU
WKUHH UHVHDUFK TXHVWLRQV

" :KDW DUH VWDUWXSVY PRWLYDW
&RQWLQXRXV 'LVFRYHU\ DQG 'HOL
WKH\ GR XVH LW"

" KDW &RQWLQXRXV 'LVFRYHU\ DC
SUDFWLFHVY GR VWDUWXSV DGRSW I
LQWR WKHLU SURFHVVHV"

" +RZ GRHV WKH VFDOH RI WKH FR
&RQWLQXRXV 'LVFRYHU\ DQG 'HOLY

$ 6XPPDU\

‘H IRXQG WKDW 'XDO 7UDFN $JLOH LV
VWDUWXS WHFKQRORJ\ FRPSDQLHV DQG
ZLWKLQ HYWDEOLVKHG HQWHUSULVHV 7
XVLQJ WKLV DSSURDFK LV WR QRW RQO\
WKHLU SURGXFWV RU SURGXFW IHDWXU
UHODWLRQVKLSYV ZLWK WKHLU XVHUV ZK
GHYHORSPHQW VWDJHV

ORVW LQWHUYLHZ SDUWLFLSDQWYV GR
IRXQG LQ 7ULHIOLQJHU HW DO fV UHYLHZ
RI SDUWLFXODU WRROV WR DLG WKHP LQ
'LVFRYHU\ HIIRUWV :KHUH SRVVLEOH HI
DLP WR DXWRPDWH WKHLU IHHGEDFN FRC
SURFHVVHV WR UHGXFH WKH OHQJWK RI
VSHHG XS GHYHORSPHQW WLPH

‘H IRXQG WKDW LQVWHDG RI LQYHVWLC
HDUO\ VWDJH SURGXFWV UHO\ RQ YHUE
GLUHFW SURWRW\SLQJ WR SODQ YDOLGL
DV RUJDQLVDWLRQV JURZ LQ VL]H PRUF
DQG SULRULWLVDWLRQ SURFHVVHV VXF
VSULQWY DUH LQWURGXFHG IRU YLVLI
SXUSRVHYV

$V WKH UHVHDUFK ZDV FDUULHG RXW Z
VWXGLHVY ZHUHFRJQLVH WKDW RXU REVF
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QRW EH UHSUHVHQWDWLYH RI WK
FRPSDQ\ HFRV\VWHP

% )XWXUH ZRUN

$ PRUH V\VWHPDWLF VWXG\ F
GHYHORSPHQW SUDFWLFHV VKRXC
VWXGLHY DQG RYHUW REVHUYDWL
WR VHH KRZ DQG ZK\ HIDFWO\ WKF
WLPH DV ZHOO DVYDOLGDWH WKD
RI WKHLU SURFHVVHY DOLJQ ZLWI

$V WKLV VWXG\RQO\V\LQYROYHG |
WKH UHVXOWY PD\ QRW EH UHSUI
ZKROH ,Q WKH IXWXUH D ODUJH
HI[DPLQHG WR GUDZ PRUH PHDQLQ

7KH ILYH FDVH VWXGLHV LQGLFELC
VSHFLILF 6DD6 SODWIRUPYV DQG V
ZRUNIORZV +RZHYHU PRUHUHVHE
WR DVVHVV ZKHWKHU FKRVHQ WRR
RU SURFHVVHYV GLFWDWLQJ WRRO

7KLY SDSHU GRHV QRW H[DPLQ
FRPSDQLHVY FKRVHQ SUDFWLFHV L
DQG VXFFHVV $ FRQWUROOHG U
VWDUWXSV ZKR XVH &RQWLQXRX'
YHUVXV WKRVH ZKR GR QRW FRXO
ZKHWKHU FKRVHQ SURFHVVHV FRC
VXFFHVV DQG RU IDLOXUH

50)(5(1&(6

* 0 3RUWHU DQG - +HSSHOPDQQ
SURGXFWV DUH WUDQVIRUPLQJ FRI
SHYLHZ QR SS

' 6DODK 5 ) 3DLJH DQG 3 &DLUQV
UHYLHZ IRU DJLOH GHYHORSPHQW
GHVLJQ LQWHJUDWLRQ ’ WK ,Q\
(YDOXDWLRQ DQG $VVHVVPHQW LQ 1
1 QR SS

2 +D]]DQ DQG < 'XELQVN\ 27KH $J
$JLOH $Q\ZKHUH ~ 6SULQJHU ,QWH

+

0 /LIJKW 3+RZ WKH :DWHUIDOO OHV
:KLVWOHG 3DVW WKH *UDYH\DUG °

7 6HGDQR 3 5DOSK DQG & 3t
'"HYHORSPHQW ~ ,(((6RIWZ YRO

7 *LOE DQG 6 )LQ]JL 3ULQFLSOHYV
ODQDJHPHQW %RVWRQ 0$ $GGLVR

6 7ULHIOLQJHU - 0°QFK % +HLVO}!
DSSURDFKHV WR GXDO WUDFN DJLO
UHYLHZ LQ ,QWHUQDWLRQDO &RQI
SsS

0 &DJDQ ,QVSLUHG +RZ WR FUHDW
ORYH QG HG 1DVKYLOOH 71 -RK

33URGXFW 'LVFRYHU\ " $NWLDVROX
KWWSV DNWLDVROXWLRQV FRP SI
-XQH @

$ ODXU\D 36FDOLQJ /HDQ ODVWHU
VWDUWXS JURZWK”™ 3HQJXLQ
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- &LHFKROHZVNL 33+RZ WR VHW XS 'XDO 7U
'"HYEULGJH $YDLODE
KWWSV ZZZ GHYEULGJH FRP DUWLFOHYV |
N VFUXP LQ MLUD >$FFHVVHG 6HSWHPEF

7 (PRWW 3(%,7'$ 9DOXDWLRQ (QJLQH" LC
&RPSOHWH *XLGH WR 0 $V +RERNHQ 1- 86
6RQV ,QF SS +
*LW+XE $YDLODEOH
6HSWHPEHU @

KWWSV JLWKXE F

$PD]JRQ 7UDQVFULEH $YDLODEOH KV
>$FFHVVHG 6HSWHPEHU @
7VFULEH $YDLODEOH KWWSV DZV DP
>$FFHVVHG 6HSWHPEHU @

7UHOOR $YDLODEOH KWWSV WUHOOR
6HSWHPEHU @

60DFN $YDLODEOH KWWSV VODFN FR
6HSWHPEHU @

)XOOB6WRU\ $YDLODEOH KWWSV ZZZ IXO
6HSWHPEHU @

3URGXFWERDUG $YDLODEOH KWWSV Z

>$FFHVVHG 6HSWHPEHU @

6 5 * -RQHV 3:DV WKHUH D +DZWKRUQH HI
-RXUQDO RI 6RFLRORJ\ YRO QR SS
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~ Abstract—This paper deals with various ways of design and a series of constant re nement and transformation of models.
implementing Distributed Control Systems (DCS). The authors |deally, more specic models are generated and, in the last
are familiar with the Unied Modeling Language (UML), the  giap “the code for a particular platform. Unied Modeling

Discrete Event System Speci cation (DEVS) formalism, the IEC L UML) i tandard | f deli .
61499 standard, and different tools, such as 4diac, Node-RED, or ~@Nguage ( ) is a standard language for modeling various

PowerDEVS. The paper presents the basics of methodology for @Spects of software systems, both in academia and in industrial
the design and implementation of control software, which will development, thanks to a sophisticated graphical representa-
allow the use of any of these approaches following a conceptualtion. However, the ability to simulate and investigate models
model based on UML. The main reason is to describe the i, raq) conditions limits the use of UML [4]. It is, therefore,
whole development process, from the standard UML models to . .

their implementation, and enable the developers to use modeling approppate to look for proper formal|§ms or a.pproa.ches that
or design techniques they are familiar with. The promising can build on UML models and simplify the simulation and
way is to apply the model-continuity principle in conjunction transition from models to implementation.

with the DEVS formalism, which can be used as a unifying A typical example of a combination of formal modeling
platform for design, and in some cases, as the most appropriate anq gimulation is the Discrete Event System Speci cation

path to implementation. Using DEVS, we get the possibility of . . . .
directly applying the simulation during the design, thus a more (DEVS) [5]. DEVS is a modular and hierarchical formalism

straightforward validation of the proposed system. The DEVS for modeling and simulation of discrete event systems, systems
model can also be transformed into alternative implementation of differential equations (continuous systems), and hybrid

models. The considered principles is demonstrated on a casesystems. DEVS models can be interconnected through in-

study of a simple system, Central heating with zone valves. put/output ports to create modular and hierarchical topologies
Keywords—Control systems; loT: UML; DEVS; IEC 61499; Of blocks. In the context of modeling and development of
simulation; model continuity. control systems, the Model Continuity for DEVS has been
introduced [6][7]. The main idea of model continuity is
l. INTRODUCTION that a DEVS simulation model for a controller can evolve

The paper presents the basics of methodology for the desdyring the development process from a pure simulation (in
and implementation of control systems. We consider the treee-simulated environment) until its nal deployment in the
level structure of such a system: sensors/actuators, distributagjet environment without re-implementation. The DEVS
controllers, and a Supervisory Control And Data Acquisitiosimulation engine becomes a run-time execution environment
(SCADA) system. The standard IEC 61499 addressing furfor the target system. This approach leads to the fact that no
tion blocks for industrial processes and control systems wasors are introduced into the target implementation during the
established in 2005. It de nes a generic model for distributedevelopment.
control systems. Various environments and tools follow IEC For our work, we chose DEVS because it is well-de ned,
61499 principles, e.g., 4diac with the corresponding runtimtuitive, understandable, and universal. DEVS-based real-time
environment FORTE [1]. Different approach to the implesimulation engine (in our case PowerDEVS [8]) can be used
mentation of control systems or their parts is representagdthe role of runtime execution environment. In addition, we
by, e.g., Node-RED [2]. Nevertheless, a uniform procedusdso consider the possibility of using other environments for
including a problem analysis or requirements speci catioimplementation. These environments interpret DEVS similar
is not de ned. The motivation for this work is to describemodels such as Node-RED ows or IEC 61499 applications
the whole development process, from the conceptual modélsour case, we use the open-source development environment
to their implementation following the Model-Driven Devel-4diac with the runtime environment FORTE).
opment (MDD) and model-continuity principles, and allow The paper is structured as follows. We discuss related work
any of the commonly available approaches. Our goal is te Section Il. Section Il addresses the conceptual modeling of
de ne and use a uni ed approach independently of the targebntrol systems, introducing a case study. In Section IV, we
implementation environment. describe the possibilities of creating the Platform Independent

MDD is a development methodology that supports the use iodel (PIM) using UML and DEVS. Subsequently, in Section
models as signi cant artifacts [3]. The development process\§ we will show the ways of creating the Platform Specic
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Model (PSM) from DEVS PIM. Finally, in Section VI, we will < <device=>

show the possibility of extending to a distributed environment. i i
(setpoint)
” User

. RELATED WORK Valve

actuator

Similar works are dealing with control system design using devicess change valve status
UML and the IEC 61499 standard. Many of them, e.g., [9]- i

<<device>>

[11], propose generating IEC 61499 from UML, or System

Modeling Language (SysML), typically from a class diagram. meranre _
Other works, such as [12], deal with the behavior of atomic ’ actuator
components and propose a transformation of activity diagrams Figure 1. Use case model of the Case study.

to the IEC 61499 execution control charts (ECC). Unlike these
works, which interconnect UML and IEC 61499, we propose

a step from UML to DEVS during the development process. The models designed in this way can be subjected to a more
Other approaches, e.g. [13], [14] deal with the behaviortdorough analysis. Nevertheless, UML, including the object-
model of atomic components. In contrast, we focus only aftiented approach, retains features that are advantageous in the
the structure of components and sub-components in this papRfsign of control systems — complexity, the ability to capture
We assume the availability of a library of well-de ned atomicand formalize control system requirements, or the availability
components in the target environment. of tools. So, the full use of the object-oriented approach in the
There are also approaches that attempt to transform cepactical design and implementation of control systems was
ceptual models, such as those described by SysML, intb demanding and expensive. From these reasons, standards
simulation models [15]. In contrast, we do not consider ther implementing control systems in the automation domain,
simulation model a goal but a potential option in the develog-g., IEC 61499, have gradually emerged. However, even
ment. Our main goal is a uni ed methodology leading to th@ these approaches, UML models can be used to specify

implementation of a control system in different environmentgequirements and domain conceptsorfceptual modeling

The novelty of our approach is that we use DEVS as a basigich can either be further developed by other paradigms,

for various ways of implementation. DEVS, IEC 61499, andsed as part of a simulation, or transformed into a language

Node-RED execution environments are presented as exampigsnvironment that better suits the needs of the control system
I1l. CONCEPTUAL MODEL OF CONTROL SYSTEM (161

In this part, we will present the basic approach to creatiy Case Study
conceptual models using the UML language and then a simpleye will use a simple example (case study) of Central
example (case study), on which we will demonstrate Ogeating with zone valves to demonstrate our approach. Each
approach to the design of control systems. zone contains a temperature sensor, valve actuator allowing
On/Off control, and Human-Machine Interface (HMI) capable
of displaying all relevant data points and setpoint adjusting.
UML is an acknowledged and used language for conceptugle zone controller compares sensor data and setpoint and
design of software systems, including control systems. Thejécides whether to open or close the radiator valve. In our ex-
advantage is that they can offer different views of the same sysnple, we consider two zones. Zone controllers are connected
tem to get a complete overview of the complex system. Nova the central controller. The central controller sets the boiler
we brie y recall the basic way of designing software systemSn/Off according to the state of zone valves; if and only if at
using the UML language. Although UML itself does not de neeast one of the valves is open, the boiler is instructed to heat.
the methodology and assumes that different approaches wilhlso contains interface to central HMI/SCADA.
use it, it is possible to identify basic processes, activities, and
models applied to most design methodologies. C. UML Conceptual Model of the Case Study

Requirements speci cationin the context of software  The rst step in creating conceptual models is de ning
design, we could also use the term system usage modgk system's requirements. As already mentioned, a use case
as a use case diagram is often used. diagram from UML is usually used. The initial overview is in
Structure speci cationTo capture the structural elementssigure 1. We have identi ed four actors who interact with
of the system, which then contribute to the solutiofhe system and are always involved in specic use cases.
of individual use cases. Class, component and packapige actor can be a persotugen, but also other systems
diagrams are commonly used. or hardware components. We have identi ed three types of
Behavior speci cation.Diagrams capturing the behaviorthese components in our exampléemperature senspralve

of classes (objects), use cases, or components. The m@stiator, and boiler actuator The primary use cases are
commonly used ones are activity diagrams (for use case®ken the temperature setting by the user and the change of
state-charts, and interaction diagrams. the valve setting (open/closed) based on the change of the

A. UML in Control Systems Design
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sensor temperature. This case can cause a change in the boiler [Temperaturesensor]|
settings, which is modeled by the extension case.

Another important model is the domain model. It captures Zonecore Centratcantrotter
the system's conceptual elements (classes) that are needed o—[J<t+------ iff”{?am'”l“) -------- S—<
to solve individual use cases. The primary domain model [
is shown in Figure 2. The model is divided into two parts. Zonaintaree el
The rst part models the zonezéneControlleJ, and the jbotler_status (value) tbotler_status(value)

second I$ the_ central unl_C(entraICOntrolleD. In each part, Fisgure 3. Component model of the ZoneController conceptual class.
we have identi ed the basic concepts of the system — sensors,

actuators, the user interface (HMI) representation, and the

basic controller. These parts communicate with each othgprt, each associated with an interface. The component offers

as indicated by the association between @entralCoreand  the interface (provided interface, in the UML terminology)

ZoneCoreclasses. Zonelnterfacethrough which it receives external events, and
e ee e e e e e s s poeaee et s n ey requests the interface (required interface, in the UML termi-
e {emeonel : nology) Centralinterfacefrom the connected components.

| BoilerActuator

|Va|veA

¥
Centrallnterface CentralCore ZoneInterface
, O—Lkt------ ) e [
o | .| +...() f
Figure 2. Basic domain model of the Case study. Cemtralintortace L -
et ig e Coreul
. +valve_request(id,value) valve status(id,value
Of course, conceptual classes are not suf cient for a more tenperature id,value) svalve_status(id value)
detailed description of the structure and behavior of therjg re 4. Component model of the CentralController conceptual
system; they serve primarily for the initial identi cation of class.

concepts in the system design. In a further development, more

detailed design models are created based on these concepts aRitjure 4 shows the component corresponding to Glea-

use cases. It will be taken into account in Section IV. tralController sets of conceptual classes. The component is

structured similarly to thezoneController The component

has the provided interfac€entralinterfaceand the required
The Platform Independent Model (PIM) is used to designterfaceZonelnterfaceEach event corresponds to the method

a detailed system structure and behavior regardless of tifethe respective interface. We assume that only simple data

speci c platform on which the system will run. For the(temperature, on/off, etc.) is passed between the system ele-

creation of PIM, modelling techniques should be used thatents, which can be annotated—the method attributes model

allow simple automated transformation into PSM. We wilhnnotations. In the example, only the identi cation of individ-

continue with UML models. To use them as a starting poinial zones is used.

for further generation, we will mainly use the component

diagram, because components are close to the concepBoff™om UML Component Model to the DEVS

control software design. We will show that a similar effect can From the control systems design point of view, it is better,

be achieved with the DEVS formalism, which can be directlgspecially for clarity, that each event is associated with an

simulated with a suitable tool and considered an actual contiotlividual port of the component. This is achieved by deriving

IV. PLATFORM INDEPENDENTMODEL

system model and its implementation. speci c interfaces from the original interface in the component
diagram, following the principle of interface separation, where
A. UML Component Model of the Case Study each such interface contains only one method corresponding to

The UML component is a specialization of a structured clagise event. The modi ed component model is shown in Figure
and as such forms a hierarchical model. It can be understdad
as an entity encapsulating a more complex structure of classel is possible to create a composite component that consists
(and thus other components) and interchangeable with anotberother interconnected components. Figure 6 shows such
component that meets the required interface. the composite component for a simple system consisting of
Figure 3 shows the component corresponding to tlme zone controller. Simple, so-called atomic components,
ZoneController sets of conceptual classes. The componewhich are no longer further divided into internal parts, can be
works with representations (classes or interfaces) for tdescribed by some of the behavior models, or another suitable
temperature sensor, valve actuator and user interface (HMOrmalism can be attached to them.
and contains th&oneCoreclass implementing the decision Finally, we can create the same component diagram using
algorithm. The component has one input and one outphie DEVS formalism. Compared to the UML component

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 116



ICSEA 2021 : The Sixteenth International Conference on Software Engineering Advances

ZoneCore CentralControll Central Heating with Zone Valves. Each zone has its own controller with sensor, actuator and HMI
ZoneSetPointInterface entratControtter Datapoints can be accessed by local HMI as well as by central HMI/SCADA.
+temperature(value)

O_D4' == 1 *b“”e'ﬁtat%s(‘;alue) """" >D_( Zone HMI data poits: SCADA and central HMI data points:

1 +setpoint (value ’ N

ZoneBoilerStatusInterface ' valve status heat request

] - valve request - boiler status

O D <t--- - temperature - plus all zone HMI points
- setpoint

<<interface>> <<interface>>

face| |z poi rface va:ve status —— boiler status
ot st ettt yae reques: N
setpoin
AF AF setpoint —— | | setpoint 2

CentralController

<<interface>> entr
Zonelnterface with interfaces to
i —. - Boiler Actuator

-SCADA, central HMI

Figure 5. Part of the ZoneController component model having
individual ports for each event.

model, which captures the system's static structure, the DEVS - S}‘* —| —'

(component) model represents specic elements (objects) of Zonecontrollert ot
the system. Thus, it represents both the model and the im: - Jemperatuke Sensor bt
plementation of a specic system. In Figure 7, we see a -LocalHm ot
DEVS model for a system with one central control and two Figure 7. PowerDEVS model of the system.

zones. These components can be imagined as instances of the
corresponding components in Figure 6, but they also de ne
the structure. heat. In addition to the basic functionality it also includes an
interface on central HMI/SCADA.
e : By comparing with the domain model (see Figure 2)
g] : and the component model (see Figure 4), we nd that the

ZoneController El
L] !
ZonesetPotntInterface
ZoneBoilerstatusInterface CentralControllerint n

>0 ] Boiler_Actuator component models thBoilerActuator con-
i ! cept, theHDMI_SCADA Pub_Sub component represents the
e CentralUl user interface, and other components and their
interconnections model the decision-making algoritf@er-
tralCore). The interface is then made up of ports and data

. . . . . . transfer instead of interfaces and method calls.
It is then possible to derive systematically implementation

for a specic platform, like PowerDEVS Node-RED, and _ .
. ) Central ;m_trcller decides wheter to heat or not to heat according to the status of zone valves.
4diac/FORTE. In our approach, we understand this as a "cntansinertacesto
Stralghtforward |mp|ementat|0n Of the MOdeI-ContanIty prln- ;I)suigt?t"::?:iT:;:L:LaHr:ls‘upposedtobeconnected to zone controllers.
ciple [6]. It follows that in the case of DEVS, the PIM and
PSM models merge—they differ mainly in the implementation © —' — *’S}& ——()
valve_status_1 -

of atomic components. Therefore, the DEVS models of the To_Heat_Or_Not_To_Heat |  Boller Actuator boiler_status
case study will be further discussed in Section V. ®

valve_status_2

ZoneSetPointInterface

Figure 6. System component model.

V. PLATFORM SPECIFICMODEL

In this section, we will present various ways of control sys- O — S}G
tem implementation, which are based on DEVS PIM models. vive reavest 1 — —

@ HMI_SCADA_Pub

A. PowerDEVS implementation valve_request 2 _sub

The transformation of the DEVS model for a specic O
version of the DEVS platform is straightforward (various ™!
implementations differ only in detail). We use PowerDEVS . ®t .

[8] because it enables real-time simulation and can serve a:
runtime environment for DEVS models deployment. (o)——- —Q

The control model is in Figure 7. It contains two compo- %" setpeint 1ot
nents, modeling zone controllers and one component, mod- t@tz i @2 t
eling the central controller. The interconnected component e B
models the transfer of data between components (in DEVS Figure 8. PowerDEVS model of central controller.
terminology, these are events).

The model of the central controller is in Figure 8. Tte The zone controller model is shown in Figure 9. It contains
component is responsible of deciding to keep the boiler @m interface to a temperature sensor (in our case, it is a
if and only if at least one of the zone controllers requires tient of MQTT broker, which subscribed messages from the
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Zone Controller decides whether to open or close radiator valve.

It contains interfaces
- Temperatute Sensor
- Valve Actuator

- Local HMI

to

Outputs and inputs are supposed to be connected to central controller.

valve status 1 x1
Boiler Actuator (Pub/Sub)
valve status 2 x2

heat request

— © boiler status
MQTT, [ N U
Sub —#|SP -
smperature_Sensor Hysteresis Valve_Actuator_p valve_status valve request 1
ub_sub
valve request 2
@
valve_request (R
@ temperature 2
. 2
boiler_status
I temperature setpoint 1 setpoint 1 out
o Central HMI/SCADA (Pub/Sub)
——
setpoint 2. setpoint 2 out
. HMI_Pub_Sub -
setpoint setpoint_out

Figure 11. Node-RED model of central controller.
Figure 9. PowerDEVS model of zone controller.

structure (the message object always contains the topic and
required temperature sensor), comparison with the setpgatyload slots). For the systematic transformation of DEVS into
available from the HMI (connected via MQTT pub-sub clienNode-RED, it is necessary to express the existence of input
too) is performed by the hysteresis component. The outguarts of the component by a corresponding modi cation of
is connected to the actuator interface (again via MQTT pubie message topic. In our case we solve this by nodes of type
sub component). The inputs and outputs of the zone controlidrange (in Figures 10, 11, and 12 they are colored yellow).
enable the connection and transfer of data from/to the centfalch a node sets msg.topic to the corresponding DEVS port
controller. These data are used to operate the potentialigme. In a case when DEVS does not de ne port names
distributed control and for presentation to the user via the HM#xplicitly (in our case, th@r component in Figure 8), generic
Setpoints, i.e., required temperature values in zones, can alames like x1, x2 are used (see Figure 11).
be set via local HMIs or the central HMI.

TempSensor (Pub/Sub) request Valve Actuator (Pub/Sub) 1

B. Node-RED implementation

Node-RED [2] is a popular tool for coordinating and w
automating the loT systems. It is a platform for modeling
and interpreting so-called ows, which is a concept similar
to DEVS. DEVS is thus easily transformable into Node-RED.

Hysteresis

valve status

valve request

temperature

boiler status

setpoint HMI (Pub/Sub) setpoint out

Boiler Room (Central Heating Controller)

Figure 12. Node-RED model of zone controller.

valve status 2

valve roquest 2

temperature 2

According to this information, the next node then knows
the port name and can handle the message adequately. Node-
RED ows in Figures 10, 11, 12 correspond to DEVS models
in Figures 7, 8, 9.

C. IEC 61499 implementation

Transformation into IEC 61499 also requires overcoming a
The difference between Node-RED and DEVS is that it ®ight difference compared to DEVS. IEC 61499 distinguishes
not intended for simulations nor hard real-time applicationbetween data and events due to the optimal implementation of
However, for implementation of soft real-time applicationsomplex real-time control applications. If data appears on the
(typically IoT or home automation), it can be successfullinput port, it does not mean that it should be processed imme-
used. It provides the concept of interconnecting functiadiately. For the input data to be processed, the corresponding
blocks (in Node-RED terminology, these are nodes) iniaput event has rst to be accepted. Which data is processed
ows, which corresponds to composites in DEVS. These can which input event is speci ed by the interface. Figure 13
be organized hierarchically. When transforming DEVS intshows the interface of the Central Heating block type. The
Node-RED, it is practically only necessary to overcome jampers between event and data inputs specify which data
small problem. The Node-RED node has only 0 or 1 inpu processed at which events. For the purpose of systematic
Nevertheless, the speci ¢ meaning of the input data can be digansition from DEVS to IEC 61499, it makes sense for each
tinguished by the topic speci cation in the incoming messag#ata input or output to specify its own event.

Zone 1 (Zone Heating Gontroller Zone 2 (Zone Healing Gontroller)

Figure 10. Node-RED model of the system.

Copyright (c) IARIA, 2021.  ISBN: 978-1-61208-894-5 118
















































































































































